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Abstract 

 

This deliverable provides the design of the monitoring infrastructure (as outcome of task T2.2), and of 

the multi-agent platform for grid management (as outcome of task T2.3). In the first part of the 

document, the monitoring infrastructure of the Low Voltage (LV) grid, which aims to provide the 

input data to the multi-agent platform, is described based on the project business and technical 

requirements and use cases. In the second part, the components of the multi-agent grid management 

platform are described, and the agent types, behaviours, and their interactions are defined using the 

Gaia methodology. The Multi Agent System (MAS) platform requirements are mapped into the 

platform components. The deliverable is concluded by a deployment plan. 

 

[End of abstract] 
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Executive summary  

This deliverable reports on the outcomes of two tasks dedicated to the design of the MAS2TERING 

monitoring and management hardware and software platforms.  

The first part of the deliverable focuses on the design of the monitoring infrastructure and the 

associated communication architecture. The scope of the monitoring infrastructure is to collect data 

from the LV grid and communicate it to the optimisation platform for grid management. The focus is 

therefore on the monitored data that is required by the MAS to carry out the optimisation process.  

The monitoring devices that form part of the infrastructure are the smart meter and the Energy Box, 

that is a home energy management system produced by Telecom Italia (TI), that communicates with 

home appliances and gives an interface for users to control their appliances through TI’s cloud. 

Monitored data includes actual consumption and generation, as well as expected use and consumption 

of smart appliances and technologies of domestic and other users in the local area. Monitoring devices 

are mapped in a global layout, which also shows how monitored data is used to support the MAS 

optimisation. 

Based on the project objectives and on the use cases, primary attention is given to the design of the 

Home Area Network (HAN) monitoring and communication infrastructure. This includes 

specifications of the communication layers available in the Energy Box, enabling interactions between 

the HAN appliances and smart technologies, the smart meter and the MAS platform. 

To support future demonstration activities and business analyses, the defined monitoring layout is also 

applied to a representative portion of LV grid in the Cardiff area. The real case is used to identify 

benefits deriving from the additional monitoring and describe them from a qualitative point of view, 

but also to estimate costs associated with the implementation of the monitoring infrastructure. 

The second part of the deliverable focuses on providing the design of the software management 

platform for LV smart grids. The MAS platform requirements from deliverable D2.1 are first 

highlighted, then the platform design is documented, and how the platform will be integrated with the 

other MAS2TERING components is described. Then, the agent types, their roles, behaviours, and 

interaction are described using the Gaia methodology.  

The software management platform is also organised in components; each component provides a 

collection of classes, functionalities, and services that relate to each other. The platform contains 1) the 

user interface component; 2) the smart grid model that shall contain a Common Information Model 

CIM profile for MAS2TERING; 3) the agents component, which contains the agent classes and their 

behaviours, based on the adapted solution; 4) the constraints and objectives component, which allows 

devices from the smart grid and agents to model their objectives and constraints for the optimisation 

algorithms; 5) the communication component, that includes the protocols used by the agents and the 

description of the message contents, which are defined in D5.3; 6) the security component, that 

provides agent authentication, agent actions authorization against agent permissions, and message 

signature and encryption; 7) a utilities component that includes some connectors and integration 

elements used by the other components.  

MAS2TERING also relies on additional components that will be integrated within the final solution. 

These are the forecasting service and three security components. The Forecaster is provided as a web 

service and will use current and historical data: current data is collected in the request call of the web 

service, whereas the historical data is accessed by means of web service calls to the historical data. 

The security components are also briefly described in this deliverable, and more details are provided in 

the deliverables D4.1 and D4.2. 

Using Gaia methodology, and based on the use cases and the Universal Smart Energy Framework 

(USEF), four types of agents that will be implemented have been identified. These agents are 1) the 

Customer Energy Management System (CEMS) that monitors, controls and optimises the flexibility of 
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the prosumer; 2) the Aggregator (AGR) that manages the flexibility produced by a portfolio of 

prosumers in a local community, and provides flexibility to other participants in the flexibility market. 

It is an intermediate agent between the prosumer and the Distribution Service Operator (DSO); 3) the 

DSO, which is responsible of the cost-effective distribution of electricity to end users; 4) the Device 

agent, which represents the energy-consuming and/or producing systems in the grid. For each of the 

identified agents a list of protocols and services is provided. These agents are described in more detail 

in D3.1, where they are also implemented and tested. 

Based on the design and the defined agents, the platform requirements (further detailed in D3.1), are 

mapped into the platform components, to check if all of these requirements are fulfilled by a 

traceability matrix. Finally, the deliverable is concluded by a deployment schema for the agents and 

the other components in MAS2TERING. 
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Definitions 

- Gaia methodology: Gaia is a methodology for the analysis and design of agent-based 

systems. It is based on the roles model of the agents, which have associated with them 

responsibilities, permissions, activities, and protocols 

- JADE framework: JADE (Java Agent Development Framework) is a Java software 

Framework. It is intended to simplify the implementation of multi-agent systems through a 

middle-ware that complies with the FIPA specifications and through a set of graphical tools 

that support the debugging and deployment tasks. 

- Multi-agent System (MAS): it is a system that models an application as a collection of 

components, called agents, which are characterised by their autonomy, proactivity and an 

ability to communicate. Agents in a MAS are considered improving the current methods for 

conceptualizing, designing and implementing software systems, and may also be the solution 

to the legacy software integration problem. 

- Prosumer: this indicates an active consumer that is able to provide flexibility (either through 

local generation or use of smart technologies). 

- Local community: collection of consumption and/or production nodes that are managed by a 

single energy management entity (aggregator, ESCO, local authority energy department, etc.); 

The nodes of a local community belong to a portion of the grid supplied by an individual 

MV/LV transformer but several local communities, each related to an energy management 

entity, can coexist in the same geographical area; 

- Neighbourhood: collection of consumption and/or production nodes belonging to the same 

geographical area (e.g. all consumption/production nodes of a street); oppositely to a local 

community, that relates to the energy management entity, a neighbourhood includes all nodes 

located in the concerned area, regardless of their energy management entities. 

- Local Flexibility Aggregator (LFA): the LFA represents a local community of 

prosumers/smart consumers within the Mas2tering framework 

- District/LV sub-grid: portion of the LV grid supplied by a single MV/LV transformer; 

- Energy Box: Commercial device to be installed in residential and small commercial premises, 

able to communicate with smart appliances and technologies and with the smart meter and to 

provide the resulting actual and expected consumption/generation data to the optimisation 

tool. The commercial device considered in the project is a Customer Energy Management 

System (CEMS) developed by Telecom Italia and based on an open technology (Jemma). The 

MASTERING platform introduced in this document is however designed to be compatible 

with other CEMS present on the market.  

 



 

Deliverable D2.2   Version 1.0 

MAS2TERING Platform design document     February 2015 
16 

1 Introduction 

MAS2TERING aims at enabling flexibility management at local level through the creation of local 

communities of prosumers fully empowered to participate in the electricity market at the LV level of 

the smart grid. To do so, MAST2TERING develops an ICT platform with the objective of optimising 

the use of flexibility in the local area. 

This deliverable, which is entitled “MAS2TERING platform design document”, provides design 

specifications for the development of the two main components of the MAS2TERING platform, 

namely:  

 The grid monitoring infrastructure and associated communication architecture, that is 

required to monitor the status of the LV grid and collect information about actual 

consumption and expected energy patterns and behaviour of prosumers; and  

 

 The Multi-Purpose grid management software platform, which receives the data 

provided by the monitoring infrastructure and use them in the multi-agent system 

(MAS) platform to optimise the use of flexibility provided by prosumers in the local 

area. 
 

The MAS optimises the use of the available flexibility based on actual and forecasted data, with the 

aim of maximising revenue for the prosumers in a community (through self-consumption, load 

shifting, flexibility sales, etc.) and preventing occurrence of congestions at the level of the MV/LV 

substation. The MAS requires a precise set of data to be provided by the monitoring devices located in 

the local area. Monitoring devices include the smart meter, which provides data about actual 

consumption and generation, and the Energy Box, which is connected to smart appliances and 

technologies located in the prosumers’ premises. The data is acquired by the MAS through a specific 

agent and then used for the optimisation. In particular, historical data is entered into prediction 

algorithms for the estimation of expected consumption of the end users; data about the planned use of 

programmable appliances and smart technologies are then used to estimate the amount of available 

flexibility. Based on this set of data the grid management platform optimises the use of flexibility in 

the local area. 

A grid management platform is a software platform that allows the automatic and distributed 

management of the devices in a smart grid, securely, and in a scalable architecture. MAS2TERING 

provides an agent-based solution for local management; i.e., the management is performed in a 

distributed way by an agent-based platform, in which devices in the grid are managed by means of 

agents that allow controlling and reporting on the current state of the grid with user-friendly interfaces.  

The MAS2TERING agent-based management platform is intended to provide the basis for researchers 

and developers, by covering the major requirements for smart grid solutions based on MAS paradigm. 

The architecture is composed of components, each of which has a well-defined responsibility. 

Furthermore, the architecture provides reusable components, which can be extended by user-defined 

classes and algorithms. In order to map the requirements and roles of the agents into the MAS 

platform, the Gaia methodology is used. This is defined by means of six models, namely: roles model, 

interaction model, agents’ model, service model, acquaintance model, and data model.  
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1.1 Relationship to Other Deliverables 

The design of the two main components of the MAS2TERING platform presented in this deliverable 

represents the output of tasks T2.2 and T2.3 respectively. Task T2.2 receives inputs from the thematic 

workshops and activities carried out in WP1, which are used to define cost-effective monitoring 

solutions for the LV grid, finalised at enabling local optimisation. It also analyses the requirements of 

the project use cases and user stories, as sketched in deliverable D2.1 and refined in WP6, in order to 

shape the monitoring infrastructure in agreement with their boundaries and objectives. Task T2.3 

provides the design of the multi-purpose grid management software platform based on the proposed 

monitoring infrastructure and the use cases requirements. In particular, this document provides the 

specification of the agents and protocols, which will be developed in WP3 and WP5 and detailed in 

deliverables D3.1 and D5.3, respectively. The designed MAS2TERING system architecture, and the 

deployment overview, in turn will become input to several WPs, providing the architecture in which 

MAS2TERING prediction, optimisation (WP3), cyber risk assessment, anonymization and 

communication (WP4 and 5) components will be integrated.  

 

Figure 1: Relationship with other deliverables 

1.2 Structure of this Document 

This deliverable is divided into two main parts: the first part, which is contained in chapter 2, deals 

with the design of the grid monitoring infrastructure; the second part, which is contained in chapter 3, 

deals instead with the design of the Multi-Purpose Grid Management Software Platform. The sum of 

the two parts provides design specifications for the MAS2TERING Platform, which will be developed 

in WPs 3-4-5 and then implemented in the three technical Use Cases of the project. 

In chapter 2, after an overview of the local management scenarios, section 2.1 provides details of LV 

grid monitoring, highlighting types of monitoring that are required in MAS2TERING and roles of grid 

actors from the data exchange point of view. Then the section focuses on the LV grid monitoring 

required to enable the MAS optimisation. Section 2.2 introduces the grid monitoring layout and the list 

of monitored data that are required by the MAS to carry out the optimisation process. Section 2.3 

provides details of the monitoring infrastructure and related communication architecture required to 

provide those sets of data. The focus is mainly on the design of the HAN monitoring infrastructure and 

associated management platform. The aim is to define how data is monitored and managed in the 

HAN and then sent to the MAS platform.  Finally, the monitoring layout defined in section 2.2 is 
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applied in section 2.4 to the real case of the Cardiff reference grid and a cost-benefit analysis is carried 

out. 

Other types of monitoring, not required for the MAS optimisation, but useful to improve DSO’s 

awareness for planning activities and real-time management of the grid, are dealt with separately in 

Annex A. The annex includes a description of the data and devices required and details of the 

communication options. The layout is then applied also to the Cardiff reference grid and a cost-benefit 

analysis is carried out.  

The second part of the deliverable focuses on the design of the multi-purpose grid management 

platform. Section 3.1 briefly describes the requirements of the platform. The platform is then 

elaborately designed in section 3.2. The latter section defines the architecture of the platform by 

describing the components inside the platform, their high-level UML diagrams, and the services 

provided by each of them. Section 3.3 details how the domain-specific MAS2TERING components 

(i.e. optimisation, forecasting, communication and security) will be integrated into the platform.  

Since the MAS2TERING solution builds on the Multi-agent System paradigm, analysis and design of 

the agents is defined following the Gaia methodology (i.e. instead of the most traditional object 

oriented approach). After a brief description of this methodology and its models, section 3.4 carries 

out an analysis phase by defining the roles and the interaction model from the specification of the 

requirements (i.e. those defined in D2.1 and from the sketching of use cases in D6.1), depicting the 

platform as a set of interacting abstract roles. These two models are then used as input to a further 

design phase, in which an agent model, a service model and an acquaintance model are defined. The 

agent model defines the different agent types that will be implemented, whereas the service model 

defines the services needed by the roles to undertake their activities and protocols. The acquaintance 

model depicts communication links between agent types. These models complete the design 

specification of the MAS2TERING software use cases used in the subsequent implementation phase 

that takes place as part of T2.4. Section 3.5 matches the specified requirements for the management 

platform with the MAS platform architecture, indicating which component(s) satisfies each 

requirement. Finally, the deliverable is concluded with a deployment plan. 

 

1.3 Relationship to Standards 

Several standards have been considered as of relevance to MAS2TERING during the evaluation of 

smart grid standards and ICT standards in WP4 and WP5. Those standards that are identified to be 

relevant will be used for the development of the MAS2TERING platform. The table below provides a 

non- exhaustive list of the standards or standardised components considered in this deliverable and 

related description of area of use. The description includes possible integration issues and other 

challenges. 

FIPA-ACL 

Overview FIPA-ACL is the standard language for agent communications. It includes a language 

implementation with semantics based on speech act theory that models communication as 

actions. 

Usage JADE software agent platform is used for the implementation of agents in MAS2TERING. 

JADE implements FIPA-ACL.  
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ZigBee Home Automation 1.2 

Overview ZigBee Home Automation (HA) is a standard for connecting home devices developed by the 

ZigBee Alliance to support home automation solutions based on the ZigBee wireless network 

protocol and ZigBee Cluster Library (ZCL). 

Usage ZigBee HA will be used in UC1 to connect home devices with smart meter and the energy 

gateway. 

OSGi specification 

Overview The specification provides service-oriented, modular, dynamic and manageable gateway 

software components. It also provides tools to support software provisioning. 

Usage OSGi specification is used in energy gateways ensuring dynamic lifecycle management of 

software running on gateways. 

OSGi Device Abstraction Layer 

Overview OSGi DAL provides a uniform layer to access heterogeneous devices regardless of the 

technology and protocol supported by the device. 

Usage OSGi DAL will be used to support connections of physical agents to home devices. 

Customer Energy Management System 

Overview CEMS is a component that receives grid signals and enables the management and optimisation of 

energy consumption, production and load scheduling inside a HAN. The definition has been 

provided by the CEN-CENELEC-ETSI Smart Grid Coordination Group. 

Usage CEMS is implemented in JEMMA software running on the Energy Box. 

IEEE 802.15.4 

Overview A standard which specifies the physical layer and media access control for low-rate wireless 

personal area networks. 

Usage IEEE 802.15.4 is the basis for ZigBee used in UC1 which adds additional components at the 

upper OSI layers. 

Common Information Model (IEC 61970 and IEC 61968) 

Overview UML models that define a common vocabulary and basic ontology for aspects of the electric 

power systems. Harmonization and mapping to IEC 61850 has been proposed in order to provide 

a common data model for the different purposes of monitoring, network operation, asset 

management, protection and other applications. 

Usage CIM will be used in the shared model in MAS2TERING to facilitate generic communications, 

guide the design and architecture specification and support interoperability. 

OpenADR 

Overview IEC 61850 does not define demand response signals such as prices or curtailment signals. For 

DR signals, OpenADR is the standard for the home area and distribution level that is most 

widespread. OpenADR supports signals for electricity, energy prices, demand charges, customer 

bids, load dispatch, and storage. 

Usage OpenADR support is required for the implementation of the three MAS2TERING use cases. 

ISO/IEC 27k Standards 

Overview The ISO27k comprises information security standards published jointly by ISO and IEC. The 

standards provide guidelines for the so called information security management system (ISMS), 

security risks and controls. 

Usage The standards are the basis of EBIOS risk management methods used for the risk assessment of 

MAS2TERING use cases in D4.1. 

IEC 62351 

Overview The scope of IEC 62351 series is information security for power system control operations. The 

standards define security requirements for power system management and information exchange, 

including communications network and system security issues, TCP/IP and Manufacturing 

Message Specification (MMS) profiles, and security for Inter-Control Center Communications 

Protocol (ICCP) and Sub-station automation and protection. This standard focuses on application 

layer authentication. 

Usage The standard may be required to provide security for IEC 61850 and CIM in UC2 and UC3 

including authentication and data integrity. 

NIST 7628 

Overview The US standard presents an analytical framework that organizations can use to develop effective 

cyber security strategies tailored to their particular combinations of Smart Grid-related 
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characteristics, risks, and vulnerabilities. 

Usage The standard guidelines may be used for security UC1 e.g. HAN data exchange between devices 

and appliances. 

Table 1: Standards considered in MAS2TERING and in the deliverable 

 

 IEC 62056 and IEC/TR 61968-9 
 

The set of Standards IEC 62056 “Electricity metering - Data exchange for meter reading, tariff and 

load control” and the Standard IEC/TR 61968-9 “Application integration at electric utilities - System 

interfaces for distribution management -Part 9: Interfaces for meter reading and control” deal with 

electricity metering data exchange.  

The IEC 62056 standards are the International Standard versions of the DLMS/COSEM (Device 

Language Message Specification/Companion Specification for Energy Metering) specifications. These 

standards have been already evaluated as part of D5.2 and target electricity meter reading and protocol 

stack from application layer down to transport. Particular focus is given to TCP-UDP/IP networks 

(Part 9-7) and communications profiles for PLC S-FSK neighbourhood networks (Part 8-3). The 

standards also include part 21 known as “Flag”, which originally targeted hand held units, but has 

been used with public telephone networks and GSM wireless modems. Part 31 “Euridis” targets 

remote reading of meter registers over twisted pair cabling with carrier signalling. Further parts define 

the DLMS/COSEM application layer (Part 5-3) and the OBIS (Object Identification System). 

Although evaluated in D5.2, the set of IEC 62056 standards has not been further analysed in the core 

document of this deliverable, since not particularly adequate to the project. This is because the data 

exchanges envisioned in MAS2TERING mainly involves forecasted information about expected 

consumption and generation profiles of grid users. Historical data are only used as input to prediction 

algorithms to improve their accuracy with the passing of the time and are not related to real-time 

management. Metering data exchange, which involves the DSO and the management of the grid in 

real-time, is only partially considered in MAS2TERING and is dealt with in Annex A regarding the 

monitoring infrastructure for DSO’s awareness. 

The IEC/TR 61968 standard aims at supporting integration of metering systems (either manual, AMR 

or meter with data management capabilities) with other systems and business functions such as load 

control, dynamic pricing, DER control signals and on-request read, outage detection, etc. Part 9 in 

particular focuses on defining standard messages for the integration of enterprise applications. The 

IEC/TR 61968 standard is part of the CIM, which has been evaluated in D5.2 and is also summarised 

in Table 1. CIM is particularly relevant to the project and will be the data model to be used in 

MAS2TERING to represent all components and aspects of power systems (it is used as a basis for 

what information is exchanged as well as defining specific data content for each message). IEC/TR 

61968 standard and also Part 9 will be therefore used for the definition of the MAS communication 

infrastructure, which will be sketched in chapter 3 of this deliverable and then fully reported in D5.3. 
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 Other standards and protocols  
 

There are other standards that will be considered during implementations depending on need. These 

include standards relating to use case 3 such as: 

 IEEE 1159:1995 for the monitoring of electrical power quality,  

 IEEE 1613:2009 for the environmental and testing requirements for communications 

networking devices,  

 IEEE 1646:2004 delivery time performance requirements.  

 IEEE 1615:2007 provides recommended practices for communication and interoperation of 

devices using IP networks. 

Other security standards will be used to secure the communication and data such as TLS (IETF RFC 

5246) and IPSec (several IETF RFCs).  
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2 Grid monitoring HW infrastructure to enable MAS 

optimisation 

Smart grids aim at improving resilience, performance and reliability of the grid by transforming the 

current centralised electricity grid into a distributed, self-adaptive and self-healing grid of the future. 

To do so, great importance must be given to the monitoring of the grid (and in particular the LV 

distribution grid) and to the two-way communication of the monitored data to enhance grid 

management.  

Currently monitoring is done almost entirely at HV level and little attention is paid to MV and LV 

grids. An evidence of this is that many distribution companies are still relying on reactive approaches 

based on customer complaints to identify systems deficiencies and technical problems [1]. The 

introduction of proper monitoring devices and sensors in the LV grid, besides increasing the 

awareness of DSOs about grid assets conditions, can significantly unleash grid management potential 

and bring added value to grid actors. The design of a proper monitoring infrastructure is therefore 

fundamental to the development of the smart grid vision. In MAS2TERING the monitoring 

infrastructure is mainly required to monitor the low-voltage distribution network and provide input to 

the grid management platform for MAS optimisation processes. This chapter aims therefore at 

defining and designing the grid monitoring HW infrastructure of the MAS2TERING solution, 

intended as the set of sensors and devices that are required to monitor key nodes of the grid and 

provide key data to the actors of the grid for local management duties.  The main focus is given to the 

devices and related data that is required by the MAS to perform the local optimisation. By designing 

the associated monitoring infrastructure, this chapter provides data requirements for the development 

of the MAS2TERING platform in the technical WPs of the project.  

2.1 LV grid monitoring 

2.1.1 LV grid topology – Radial configuration  

It is widely accepted that Transmission and High Voltage distribution networks are constructed and 

operated in such a way that supply can be automatically redirected and maintained from alternative 

sources in times of outage or plant maintenance.  At Medium Voltage it is usual for networks to be 

constructed and operated in an ‘open ring’ formation, with both legs of the ring supplied from the 

same Primary substation, and for the ‘open’ point to be ‘closed’ either manually or remotely when 

necessary to isolate a section of the network due to fault or planned maintenance. 

However, at Low Voltage level, it is common practice for low voltage feeders from a substation to be 

constructed in a radial configuration, and in some EU countries would be designed such that a reduced 

size of cable would be used along the length of the feeder corresponding to the level of demand 

connected to it (see Figure 2, representing a typical LV grid in UK, where four individual feeders have 

been shown). 
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Figure 2: Typical Urban LV Grid in UK 

These are usually referred to as Radial Feeders, because they start at the substation and radiate out 

along a road or street.  Because of the drop in voltage that occurs as a result of (a) the resistance of the 

cable conductor and (b) the current drawn by the load connected to it, these radial feeders usually have 

a maximum length of approximately 300m.  Beyond that distance, voltage available at the customers’ 

meter may be outside the prescribed tolerance limits and insufficient to power certain appliances.  

Also, because properties are typically connected along the whole length of the cable, the load will be 

greatest along the section closest to the substation, and least at the section furthest from the substation.  

For this reason, it is normal for radial feeders to be ‘tapered’ along their length, so that a large size 

cable is used at the substation end (e.g. 300mm
2
), a medium size cable in the mid-section (e.g. 

185mm
2
) and possibly a small size cable for the remote section (e.g. 95mm

2
) as shown. 

2.1.1.1 Reference UK LV grid to be used in MAS2TERING  

The referenced Low Voltage grid utilised in MAS2TERING is based on a large housing estate in 

South Wales, UK, which comprises approximately 1,200 properties, the majority of which (98%) are 

domestic and operating on an unrestricted tariff i.e. there is no provision for varying the price paid for 

energy at set times of the day or night. 

These properties are supplied from six 11kV/415V substations via a predominantly underground cable 

network constructed and operated in a radial configuration.  Whilst much of the low voltage grid detail 

has been made available for the project by the DSO, it has been anonymised in order to support the 

protection of the customer data for the connected properties. 

Figure 3 below is a true geographical representation of the reference grid but the names of the roads 

and substations have been replaced. 
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Figure 3: Reference LV Grid 

For each of these substations the network detail has been extracted in order to form a model based on 

the known configuration, against which the anonymised customer data will be mapped.   

The portion of the grid supplied by the “Bologna substation” will be used as reference for the cost-

benefit analysis reported in section 2.4. 

2.1.2 Overview on local management scenarios 

MAS2TERING defines three technical use cases to test and validate the solution developed in WP3, 4 

and 5 and assess the achievement of the project objectives. The three use cases have been refined in 

the first stage of T6.1 to clearly reflect the project requirements and provide a consistent framework 

for both implementation and result assessment activities. Each use case deals with a portion of the LV 

grid and has specific general and quantified objectives. Also, starting from use case 1, each use case is 

an enabler to the subsequent one, for each analyses portions of the LV distribution network that are 

gradually wider.  
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Figure 4: USEF operation scheme [2] 

The three use cases are inserted in what has been called the “MAS2TERING conceptual framework”, 

in which the concept of a local flexibility market is introduced. As specified in deliverables D1.6 and 

D6.1, to give concreteness to the framework from both business and technical perspectives, this has 

been aligned with the Universal Smart Energy Framework (USEF). USEF provided a common 

baseline for the definition of processes and interactions between grid actors. The use of a reference 

framework has been considered fundamental for the development of the MAS2TERING vision, 

considering that MAS2TERING focuses on a small portion of the LV grid, but by providing benefits 

at local level it also positively affects the other levels of the grid.  

Figure 4 above shows the USEF operational scheme, which reports both market and grid management 

phases defined within the USEF framework. In MAS2TERING the same phases are considered, but 

the focus is given to the LV grid only and only to some specific management conditions. 

In the MAS2TERING framework smart consumers and prosumers are part of local communities 

represented by Local Flexibility Aggregators (LFAs).  End users are providers of flexibility, which can 

be used within their same house to reduce the costs associated to the energy bill (through self-

consumption, load shifting and use of storage systems), but also traded as a product to support other 

users belonging to the community or other actors in maximising their revenues. The DSO, for 

example, may buy flexibility on these local markets and use it for network congestion management as 

a more effective or cheaper alternative to grid reinforcement. Flexibility is also sold or bought by other 

actors like owners of storage systems, large Renewable Energy Sources (RES), Electric Vehicles 

(EVs) charging stations that either provide flexibility or need it to respect generation or demand 

programmes. The procurement of flexibility occurs during the planning and validation phases, that last 

from few months up to the day ahead the day of delivery; instead the provision of flexibility during the 

day of delivery and the respect of energy and flexibility programmes happen in the operative phase. 



 

Deliverable D2.2   Version 1.0 

MAS2TERING Platform design document     February 2015 
26 

The full description of the MAS2TERING framework and of the three use cases, including services 

provided by each of them and relationships with the business models identified in D1.6 will be 

reported in D6.1, due at M21. However, this section of the deliverable aims at providing a summary of 

the three use cases, highlighting grid management aspects and grid monitoring requirements.  

Use Case 1, led by TI, focuses on the HAN and the services that involve the prosumer; the scope is to 

demonstrate the interoperability between the HAN management system, the smart meter and an 

Energy Box (technical interface) that allows the bi-directional communication between the end user 

and the rest of the LV grid. The enabled communication is a prerequisite to the local optimisation 

proposed in the other UCs and, for the prosumer, to enter the market of flexibility products. This UC is 

fundamental to the subsequent ones, since it clearly defines data that is possible to monitor at domestic 

level (to be then used in the optimisation) and means of communication between the final user and the 

rest of the grid. Two main monitoring devices are analysed: the Energy Box, installed in the final user 

premises and used to monitor home smart appliances (including local RES and storage system) and the 

smart meter. Both will be described in more detail in sections 2.2.2.1 and 2.3 of the document. 

Use case 2, led by ENGIE, deals instead with local management using MAS. The objective is to 

demonstrate the effectiveness of balancing and optimisation at local community level as an alternative 

to traditional centralised optimisation. Here a local community of prosumers is considered as a 

collection of prosumers that are managed by a single entity (i.e. the LFA). The objective is to 

maximise revenue for prosumers belonging to the local community when coping with variable 

external conditions and conflicting requests from the DSO and the other grid actors. As a 

consequence, use case 2 is particularly focused on local management. In terms of grid monitoring, use 

case 2 receives data coming from the devices analysed in use case 1 to carry out optimisation 

activities. 

Use case 3, led by SMS, can be considered as an extension of UC2 and tackles the LV grid, intended 

as the union of more local communities in a given area (represented by a MV/LV substation). The UC 

targets in particular DSOs and aims at demonstrating that the local optimisation enabled in UC2 can be 

a cost-effective way to deal with local congestions and globally increase grid performances, reliability 

and resilience.  From the point of view of the grid monitoring, the DSO receives aggregated data of 

expected consumptions of the local communities belonging to the targeted portion of LV grid and 

assesses the occurrence of congestions.  
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2.1.3 Monitoring for LV grid and for MAS optimisation 

This section clarifies the different types of monitoring required at LV grid level and those that will be 

particularly considered in MAS2TERING. As shown in Table 2, monitoring the LV grid may be 

required for three different reasons as shown in the table below:  

Type of monitoring General Description 

Monitoring for MAS 

optimisation 

Required by MAS to carry out optimisation during normal operation 

and capacity management. It mainly includes data provided by Energy 

Boxes and smart meters. 

Monitoring for DSO’s 

awareness (planning) 

Required by the DSO to improve its knowledge on the actual 

performances of the LV grid and better plan reinforcement or purchase 

of flexibility (prior to any optimisation). 

Monitoring for DSO’s 

awareness (real-time 

management) 

Required by the DSO to cope with real-time emergency situations. 

Table 2: Types of monitoring 

In Figure 5, the types of grid monitoring activities are mapped against the MAS2TERING operational 

phases and the MAS2TERING scope.  

 

Figure 5: Monitoring required during the MAS2TERING operational phases (background 

image taken from USEF [2]) 

As seen, monitoring for DSO’s awareness is required during the planning phase, to support DSO’s 

decisions, but also during the operating phase, for real-time management of the grid, which is only 
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partially considered in MAS2TERING. Both types of monitoring are thoroughly described in Annex 

A. The core document focuses only on the monitoring that is required to enable the MAS optimisation.  

This type of monitoring includes all monitoring devices and related data that are input to the MAS and 

are required for the optimisation activities. The key technologies required are the smart meter and the 

Energy Box, both located in the final user premises (both domestic and non-domestic). In this case the 

monitored data are not required by the DSO only, but by any player involved in the flexibility 

management activities (the local flexibility aggregators above all). Of course this type of monitoring is 

also useful to increase the awareness of the DSO on the status of the grid on a close-to-real-time basis, 

but in this case data is used for grid management (e.g. self-consumption, peak shaving) and 

congestions prevention. Data provided by grid monitoring devices (e.g. schedules of home appliances, 

battery levels, etc., as provided by Energy Boxes) and other external information provided by services 

that are not part of the monitoring infrastructure (e.g. solar radiation, wind speed, price of electricity, 

expected behaviour of end users, etc.) are used by LFAs to predict generation and demand profiles of 

their customers for a given period of time (e.g. the following 24 hours). During the various phases of 

the optimisation process the MAS receives this set of data and runs optimisations aimed at re-

allocating flexible demand or generation in the most optimal way and respecting grid physical and 

statutory constraints. The output is a set of smart optimised profiles for all nodes of the analysed grid, 

based on the result of market transactions between players (e.g. between DSO and local aggregators) 

and on the most effective use of the available flexibility. As shown in Figure 5, monitoring for MAS 

optimisation is required during the planning and validation phases and during the operative phase.  

Since MAS optimisation is based on forecasted information, the whole process is repeated at regular 

intervals and whenever new information is available. In fact, whenever something is expected to 

change in future (e.g. solar radiation is expected to cease or decrease at a certain time in future) the 

MAS runs a new optimisation based on the most updated information (applying what is known as 

receding horizon control). The expected time step for this operation is 15 minutes. The key 

technologies required for this type of monitoring are the smart meter and the Energy Box in the 

domestic user’s premises, besides similar devices required by non-domestic users. 

2.1.4 Grid actors and functionalities from the data exchange perspective 

This section explains in more detail the roles of the various actors of the smart grid as briefly 

introduced in 2.1.2 and as defined during the refinement phase of T6.1. Functionalities are here only 

described from the point of view of the monitoring and data flow aspects. For the complete description 

of the grid actors and their roles (from both commercial and technical perspectives) the reader is 

invited to examine D1.6 and D6.1.  

1) Final users (smart consumers and prosumers) 

Domestic final users belong to local communities and are providers of flexibility. This can be defined 

as the capacity of the controllable smart technologies to modify demand/generation profiles based on 

varying external and internal conditions. Within the MAS2TERING framework final users are 

equipped with programmable smart appliances (such as smart washing machines and dish-washers), 

local storage systems (both for electricity and heat) and local generation systems (PV and wind 

turbines, CHP, etc.). All these technologies are able to provide flexibility; this is first used by final 

users to reduce their energy bill (though self-consumption, load shifting, etc.), but is also traded with 
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other users belonging to the community or to other players (e.g. the DSO). To enable MAS 

optimisation data about actual consumption and programed use of smart appliances and technologies 

(and therefore of the available flexibility), as monitored by smart meter and Energy Box, must be 

made available to the LFA.  

2) Local Flexibility Aggregator (LFA) 
 

A LFA represents a portfolio of final users, all belonging to the same local community. It has 

contractual agreements with the final users of its local portfolio and is therefore allowed to manage 

their flexibility and sell it to the market players that require it (of course by compensating the end 

users for the provided flexibility). In the MAS2TERING vision a domestic user is free to choose from 

the various aggregators the one that offers services at the best conditions. The LFA in turn is allowed 

by the user to know and manage the provided data and to ask or influence the domestic user in the use 

of smart technologies. It has also the role of aggregating local data for use of other actors of the LV 

grid (i.e. the DSO or other aggregators). Aggregated data does not include sensitive information and 

can be therefore freely exchanged between grid actors without need for further contractual agreements. 

As better described in the following paragraphs, data includes both flexibility data and energy 

consumption information.   

3) DSOs 
 

In EU countries DSOs are in charge of the distribution of electricity at MV and LV levels. Their role is 

to make sure that electricity is always supplied to final customers within statutory limits (in terms of 

voltage drop, cosϕ, etc). DSOs buy flexibility on the local market from LFAs or other players (e.g. 

local flexibility providers) and use it to manage congestion, reduce grid losses and perform additional 

network management operations. In particular DSOs receive aggregated data about predicted 

generation and demand from the LFAs and the other actors of the LV grid and send flexibility requests 

to cope with eventual identified congestions.  

 
4) Other local actors (non-domestic) 

The local area can also include other actors, such as owners of storage systems, EV charging stations, 

medium size renewable generation systems, etc. Their functionality is to provide flexibility, as 

described for the final customers and in some cases also to buy flexibility (e.g. to increase their 

revenues or respect generation or demand programmes). This last case is not however considered in 

the MAS2TERING UCs. 

 

2.2 Grid monitoring layout and data  

This section reports global layout, monitored data and monitoring devices required to support the 

MAS optimisation process. As mentioned earlier, the MAS is required during both planning and 

validation, and operative phases, to ensure flexibility is procured, provided, but also used in the most 

optimal way for all actors. As better described in chapter 3, The MAS is not a real-time optimisation 

system, but works based on forecasted information. In particular the MAS uses forecasting algorithms 

to predict the behaviour of prosumers and define expected consumption profiles based on historical 
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data and external conditions. Local aggregators then use the MAS to optimise their portfolios 

(communities of prosumers) and provide best load allocation for their end users based on the expected 

forecasted profiles and on the availability of flexible loads. Once optimal profiles for each customer 

are produced, aggregated profiles are analysed by the DSO to check the future occurrence of 

congestion; if congestion is expected, the DSO buys flexibility from aggregators by proposing new 

consumption profiles; aggregators in turn use the MAS to re-allocate flexible loads according to 

DSO’s requests. 

To produce forecasted profiles, the MAS relies on information provided by monitoring devices (like 

smart meters and smart gateways), besides additional external information (like weather conditions, 

price of electricity, etc.) provided by services that are not part of the monitoring infrastructure. This 

part of D2.2 focuses therefore on the monitoring devices located in the LV grid that support the 

optimisation process. 

2.2.1 Global LV grid monitoring layout for MAS optimisation 

This section describes the global layout of the MAS2TERING monitoring infrastructure for MAS 

optimisation operations. In paragraph 2.4 this will be applied to the real case of the Cardiff reference 

grid. 

 

Figure 6: Grid monitoring layout and data flow for MAS optimisation  
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Figure 6 shows the monitoring layout and data flow applied to a generic LV grid; in the figure the 

following elements can be identified: 

1) Domestic smart meters and Energy Boxes located at the prosumers’ premises 

and connected to the domestic appliances and smart technologies;  

2) Non-domestic smart meters and Energy Boxes for other users of the LV grid 

(e.g. owners of RES, storage systems, EVs charging stations); 

3) Local Flexibility Aggregators (LFA), representative of communities of 

prosumers; 

4) DSO aggregation, which operates a further aggregation of data and makes it 

available to the DSO. 

 

As shown in the figure, each domestic and non-domestic user is provided with a smart meter and an 

Energy Box. It must be however noted that only domestic smart meters and Energy Boxes will be 

included in the demonstration activities of WP6; monitoring devices for the non-domestic users of the 

local area are mentioned in the optimisation and are here included for completeness, but will not be 

further developed.  

The data-flow is further detailed in Figure 7, to highlight data exchanges that are part of the 

monitoring infrastructure management of the monitored data that is part of the MAS optimisation.  

 

Figure 7: Detailed data flow 
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The following phases can be observed: 

- The Energy Box collects data from the smart appliances and technologies present in 

the HAN. Data include scheduled use of the various technologies, expected resulting 

consumption and other information more related to the specific technologies  (as 

reported in the following paragraph). 

  

- The Energy Box is also connected to the domestic smart meter that is used to monitor 

the energy imported from the grid or injected into the grid. The actual consumption 

and generation data of the prosumer is not directly input to the MAS to carry out the 

optimisation, but is required as historical data to improve the accuracy of forecasting 

algorithms.  

 

- The data provided by the prosumer is input to the MAS; the connection between the 

devices and the MAS is detailed in section 2.3.1.1. Data is managed by the LFA with 

which the prosumer has specific contractual agreements. The LFA also operates an 

aggregation of the data provided by the prosumers that belong to its portfolio. 

Aggregation is performed as part of the MAS optimisation process by appropriate 

agents, as better described in the second part of this deliverable.   

 

- The aggregated data is further aggregated by the DSO aggregators and used for the 

management of congestion. The DSO aggregator also receives and aggregates the data 

provided by the non-domestic users.  

 

2.2.2 Monitored data 

2.2.2.1 Data in the HAN: Domestic smart meters & smart boxes 

This section describes the set of data that must be measured at domestic level for MAS optimisation 

purposes. As also mentioned in 2.2.1, the main monitoring device at domestic level is the smart meter 

itself and the Energy Box. Each provides a set of input data for the MAS optimisation.  

 Smart meters 
 

Smart meters are monitoring devices able to provide periodic interval measurements of demand, 

energy consumption and other grid-related data. Frequency of the measurements and sending interval 

depend on the specific capabilities of the meter, but also on the specific requirements of the 

management operations at LV level and may vary from country to country.  

In recent years several research groups have identified and analysed functional requirements of smart 

meters to be deployed in the EU Member States to support smart technologies capabilities. Based on 

the results of a questionnaire circulated as part of the Digital Agenda for Europe – Action 73, the 

following minimum functionalities have been selected [3]: 

1) For the customer: 

 

1. Provides readings from the meter to the customer and to equipment that he may 

have installed; 

2. Updates these readings frequently enough to allow the information to be used 

to achieve energy savings. 
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2) For the meter operator: 

 

1. Allows remote reading of meter registers by the Meter Operator;  

2. Provides two-way communication between the meter and external networks for 

maintenance and control of the meter; 

3. Allows readings to be taken frequently enough to allow the information to be 

used for network planning. 

 

3) For commercial aspects of energy supply: 

 

1. Supports advanced tariff systems; 

2. Allows remote ON/OFF control of the supply and/or flow or power limitation. 

 

4) For security and privacy: 

 

1. Provides secure data communications; 

2. Fraud prevention and detection. 

 

5) To allow distributed generation: 

 

1. Provides Import/Export & Reactive metering.  

 

Smart meters installed in EU member states already support some of these functionalities. Focusing on 

MAS2TERING and on the data that has to be monitored at domestic level and that is directly input to 

the prediction algorithms (and therefore to the MAS), the following table is produced: 

 

Data (referred to the individual domestic 

user)
Details

Unit of 

measurement

Required for 

MAS 

(prediction 

algorithms)

Sending 

interval 

Actual electricity consumption
Total active energy consumed by the user in a given 

period of time (Cumulative energy consumption up to 

the end of the interval)

kWh Yes 15 min

Actual electricity generation
Total active energy generated by the user in a given 

period of time (cumulative energy generation up to the 

end of the interval)

kWh Yes 15 min

Instantaneous rms voltage Instantaneous rms voltage at the end of the interval V No -

Instantaneous rms current Instantaneous rms current at the end of the interval A No -

Instantaneous active power Instantaneous active power at the end of the interval W No -

Average active power over the interval Average active power during the monitored interval W Yes 15 min

Instantaneous reactive power Instantaneous reactive power at the end of the interval VAR No -

Average reactive power over the interval Average reactive power during the monitored interval VAR No -

House actual reactive energy 

consumption

Total reactive energy consumed by the end user in a 

given period of time (Cumulative energy consumption 

up to the end of the interval)

kVARh No -

House actual reactive energy 

generation

Total reactive energy generated by the user in a given 

period of time (cumulative energy generation up to the 

end of the interval)

kVARh No -

Instantaneous power factor Instantaneous power factor at the end of the interval - No -

Instantaneous phase angle
Instantaneous (sine of the) phase angle at the end of the 

interval
- No -

Energy tariff applied during interval
Cost of electricity (both withdrawn and injected), 

including eventual feed in tariffs 
€/kWh Yes 15 min

Domestic smart meter
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Table 3: Minimum set of data measured by domestic smart meters 

 

In addition to the listed data, if local generation systems are present in the house the smart meter is 

also able to provide the total net energy flow. Furthermore, looking at the increasing smart grid 

technologies penetration and at the functionalities reported above, it is likely that all next generation 

smart meters will also be able to collect additional data related to the applied electricity tariff during 

the interval.  

 Energy Box 

 

The Energy Box, besides collecting the data provided by the smart meter itself, collects all data 

provided by the domestic smart technologies. This includes at least: 

 

Table 4: Minimum set of data collected by Energy Box 

All of the above data is required by prediction algorithms and MAS optimisation. Of course type of 

data and metrological properties of the monitoring devices may vary according to the specific smart 

appliance and specific commercial Energy Box. 

2.2.2.2 Data from smart meters & other monitoring devices for non-domestic users  

Non-domestic users are customers or owners of smart technologies that are not necessarily represented 

by a local aggregator and can directly sell their energy/flexibility to the local market. These users 

mainly include owners of large RES (PV and wind or others), owners of storage systems and EV’s 

charging station and all other users other than domestic.   

Data Details
Unit of 

measurement

Input to MAS 

or prediction 

algorithms?

Required sending 

interval 

Scheduled time of use of the  

smart appliance

Time of use of smart appliance  within the next 24 h as 

scheduled by the user
hh:mm:ss Yes 15 min

Chosen cycle of use
Cycle of use chosen by the user (required to define 

duration and expected consumption of the smart 

appliance)

- Yes 15 min

Duration of smart appliance cycle 

of use

Duration of the cycle of use of the smart appliance 

(depending on the chosen cycle of use)
hours or minutes Yes 15 min

Expected consumption of smart 

appliance cycle of use

Expected consumption pattern for the specific cycle of 

use of the smart appliance

kWh/15 minutes 

(time-series) 
Yes 15 min

Flexibility in smart appliance use
Range of time in which the user allow the smart 

appliance to be moved with respect to scheduled time

hh:mm:ss (initial time)

hh:mm:ss (final time)
Yes 15 min

Battery capacity at the end of the 

interval
Level of the battery at the end of the interval Ah Yes 15 min

Battery capacity at the end of the 

interval
Level of the battery of the EV at the end of the interval Ah Yes 15 min

Scheduled time of use of EV
Expected time in which the user require the EV to be 

fully charged

hh:mm:ss (initial time)

hh:mm:ss (final time)
Yes 15 min

Expected electricity generation by 

domestic RES (PV and wind)

Expected electricity generated by domestic RES within 

the next 24h based on weather forecasting (external 

data provided to energy box)

kWh/15 minutes 

(time-series) 
Yes 15 min

Smart appliances (smart washing machine, dish-washer, etc.)

Storage systems

EV storage system 

RES
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As seen with domestic users, also non-domestic users must be monitored, since their contribution to 

energy demand may significantly modify the network management operations. The following tables 

report the minimum set of data to be monitored (Table 5 and Table 6). 

 

Table 5: Minimum set of data to be monitored by non-domestic users’ smart meter 

Table 5 reports the data provided by smart meters belonging to non-domestic users. It is easily 

noticeable that the set of data provided by these users is very similar to that provided by domestic 

smart meters. What is different is the way the MAS uses this set of data to forecast generation and 

consumption profiles and to perform the other optimisation processes.  

Table 6 below reports instead on the data provided by non-domestic smart gateways or similar 

devices. In fact it is expected that also non-domestic users belonging to the local area, like owners of 

EV charging station and storage systems, will be equipped with management devices connected to 

appliances and smart technologies. As mentioned earlier, these have been included in this deliverable 

for completeness, but will not be further developed in MAS2TERING. The list does not target specific 

technologies, but it is useful to provide a general understanding of the data to be monitored.  

Data (referred to an individual  non-

domestic user of the local area)
Details

Unit of 

measurement

Input to MAS 

or prediction 

algorithms?

Sending 

interval 

User actual electricity 

consumption

Total active energy consumed by the user in a given 

period of time (Cumulative energy consumption up to 

the end of the interval)

kWh Yes 15 min

User actual electricity generation
Total active energy generated by the user in a given 

period of time (cumulative energy generation up to the 

end of the interval)

kWh Yes 15 min

Instantaneous rms voltage Instantaneous rms voltage at the end of the interval V No -

Instantaneous rms current Instantaneous rms current at the end of the interval A No -

Instantaneous active power Instantaneous active power at the end of the interval W No -

Average active power over the 

interval
Average active power during the monitored interval W No -

Instantaneous reactive power Instantaneous reactive power at the end of the interval VAR Yes 15 min

Average reactive power over the 

interval
Average reactive power during the monitored interval VAR No -

User reactive energy 

consumption

Total reactive energy consumed by the house in a given 

period of time (Cumulative energy consumption up to 

the end of the interval)

kVARh No -

User reactive energy generation
Total reactive energy generated by the house in a given 

period of time (cumulative energy generation up to the 

end of the interval)

kVARh No -

Instantaneous power factor Instantaneous power factor at the end of the interval - No -

Instantaneous phase angle
Instantaneous (sine of the) phase angle at the end of the 

interval
- No -

Energy tariff applied during 

interval

Cost of electricity (both withdrawn and injected), 

including eventual feed in tariffs 
€/kWh Yes 15 min

Non-domestic user smart meter
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Table 6: Minimum set of data to be collected by non-domestic users’ Energy Box 

It must be noted that although these monitoring devices are required for the correct management of the 

LV grid, non-domestic Energy Boxes or management systems do not represent key technologies in 

MAS2TERING. 

2.3 Monitoring infrastructure design  

The section provides details of the grid monitoring infrastructure required to enable the MAS 

optimisation. As anticipated in the previous sections, this mainly involves the devices in the HAN and 

the additional smart meters and management devices required by non-domestic users. 

The following paragraphs report the design of the HAN and related communication infrastructure 

(which will be developed and detailed in D5.3) and some information regarding monitoring devices 

for non-domestic users. 

 

 

Data (referred to an individual  non-

domestic user of the local area)
Details

Unit of 

measurement

Input to MAS 

or prediction 

algorithms?

Required 

sending 

interval 

Scheduled time of use of the  

smart appliance

Time of use of smart appliance  within the next 24 h as 

scheduled by the non-domestic user
hh:mm:ss Yes 15 min

Chosen cycle of use
Cycle of use chosen by the non-domestic user (required 

to define duration and expected consumption of the 

smart appliance)

- Yes 15 min

Duration of smart appliance 

cycle of use

Duration of the cycle of use of the smart appliance 

(depending on the chosen cycle of use)

hours or 

minutes
Yes 15 min

Expected consumption of smart 

appliance cycle of use

Expected consumption pattern for the specific cycle of 

use of the smart appliance

kWh/15 

minutes (time-

series) 

Yes 15 min

Flexibility in smart appliance use

Range of time in which the non-domestic user allow the 

smart appliance to be moved with respect to scheduled 

time

hh:mm:ss 

(initial time)

hh:mm:ss (final 

time)

Yes 15 min

Battery capacity at the end of the 

interval
Level of the battery at the end of the interval Ah Yes 15 min

Battery capacity at the end of the 

interval
Level of the battery of the EVs at the end of the interval Ah Yes 15 min

Scheduled time of use of EV
Expected time in which the users require the EV to be 

fully charged

hh:mm:ss 

(initial time)

hh:mm:ss (final 

time)

Yes 15 min

Expected electricity generation 

by RES (PV and wind)

Expected electricity generated by district RES within the 

next 24h based on weather forecasting (external data 

provided to smart gateway or local weather station)

kWh/15 

minutes (time-

series) 

Yes 15 min

Non-domestic RES

Non-domestic user energy box

Smart appliances of non-domestic users

District Storage systems

EV charging stations
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2.3.1 Home Area Network Platform Design and communication architecture 

The HAN consists of the following devices and assets: 

 DSL/Fiber router providing internet connection. 

 

 Energy Box: This is a mini pc embedding a Linux operating system that is connected 

to the DSL/Fiber router to send data to the cloud and runs the JEMMA open source 

software. Its function is to coordinate the HAN wireless sensor network and obtain 

readings from the smart meters, smart appliances and the other smart technologies in 

the house. In MAS2TERING Telecom Italia’s Energy Box is considered, but the 

platform is designed to be compatible to other CEMS.  

 

 Smart technologies: These include smart appliances (like smart washing machine, 

smart dishwasher, etc.), but also domestic storage systems (such as batteries and EVs) 

and local generation systems (CHP and RES).   

 

 A suitable wireless adapter: If the meter supports ZigBee Home Automation protocol 

no additional hardware is required. Otherwise, a suitable wireless coordinator must be 

physically attached to the gateway or a ZigBee Home automation device able to obtain 

reading from the meter must be attached to it and connected to the gateway (e.g. 

Develco External Meter Interface http://develcoproducts.com/products/meter-

interfaces/external-meter-interface/ )  

 

The Energy Box also communicates with the electricity smart meter of the house. The figure below 

shows the connection schema for the elements described above: 

 

Figure 8: HAN layout and connection to MAS platform 

http://develcoproducts.com/products/meter-interfaces/external-meter-interface/
http://develcoproducts.com/products/meter-interfaces/external-meter-interface/
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The figure above shows the software communication layers available in the Energy Box allowing the 

interaction between the HAN devices and the MAS platform. 

The connection between Device Agent and real devices is ensured by the Device Abstraction Layer: A 

ZigBee libraries stack is provided in the Energy Box in order to translate the ZigBee-specific 

commands into Device Abstraction Layer functions. These functions are then exported via 

HTTP/REST and WebSocket interfaces to the Device Agent. A more detailed explanation is provided 

in section 2.3.1.1. 

The Historical data agent exports Cloud Synchronization bundle APIs in a JADE Directory Facilitator 

service: this allows other agents to query Telecom Italia (TI)’s cloud platform in order to obtain 

historical data that is required by use cases implementation (e.g. forecasting service implementation). 

The cloud platform is a virtual machine hosted on TI’s cloud, but the server software is designed to be 

installed in third-parties clouds. A more detailed view of this connection is provided in section 2.3.1.2.  

2.3.1.1 Home Area Network devices connection with MAS platform 

The figure below shows the detailed software stack involved in the communication between the HAN 

devices and MAS Agents: 

 

Figure 9: JADE agents and HAN devices communication stack 

A JADE agent hosted on the Energy Box, called “Device Agent” is exposing via JADE Directory 

Facilitator service, the functionalities that are exposed by the Home Area Network devices. These 

agents take advantage of HTTP REST and WebSocket APIs in order to query the OSGi Device 

Abstraction Layer. The OSGi Device Abstraction layer exposes its functionalities through OSGi 



 

Deliverable D2.2   Version 1.0 

MAS2TERING Platform design document     February 2015 
39 

Declarative Services specifications that are being used by all gateways’ bundles to provide and 

consume services. Additionally, the layer takes advantage of EventAdmin specification, which is 

exploited to represent asynchronous notifications pushed by the devices to the gateway software 

environment. 

The list of OSGi Device Abstraction Layer functions exploited in the context of MAS2TERING 

project is provided in the content below: 

 EnergyMeter function 
 

The EnergyMeter function allows getting the current consumption value and the total consumption. It 

is created for every device exposing a ZigBee SimpleMetering server. 

EnergyMeter functions use the "EnergyMeter" suffix in the function UID. 

Example of EnergyMeter function UID: 

ZigBee:SmartPlug 1:ah.app.3521399293210526015-8:EnergyMeter 

the ""dal.meter.flow" service property value can be "in" or "out": it is "in" in case the energy/power 

consumption is measured, false in case the energy/power production is measured. 

The table below shows the properties that the EnergyMeter function provides. 

Name Type Description Readable(R)/Writable(W)

/Eventable(E) 

current java.lang.BigDecimal The current consumption R,E 

total java.lang.BigDecimal The total consumption R,E 

 

The data obtained by the properties (through publish/subscribe pattern or synchronous readings) are 

enriched with the information about the unit of measure with the “unit” property and with the 

information about the correct timestamp corresponding to the measure with “timestamp” property. An 

example of the reading is provided below: 

{"level":0,"unit":"W","timestamp":1441261876098} 

 Smart appliances functions (e.g. WashingMachine function) 

 

The Energy Box is also able to communicate with smart appliances like a smart Washing Machine (the 

ones supporting ZigBee Home Automation). These devices can be controlled by third parties 

applications through the WashingMachine DAL function and  the PowerProfile DAL function. 

The WashingMachine function allows the setting of many parameters associated with a Washing 

Machine. WashingMachine functions use the "WashingMachine" suffix in the UID. 

The table below shows the properties that the EnergyMeter function provides. 
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Name Type Description Readable(R)/Writable(

W)/Eventable(E) 

temperature java.lang.Integer The current temperature for 

this cycle 

R,E 

cycle java.lang.Short The current cycle for this cycle R,W,E 

spin java.math.Short The current temperature for 

this spin 

R,W,E 

RemoteControl java.lang.Boolean True if the appliance is 

remotely controllable 

R 

StartTime org.energy_home.d

al.functions.data.Ti

meData 

The current StartTime for this 

cycle 

R,E 

FinishTime org.energy_home.d

al.functions.data.Ti

meData 

The current FinishTime for 

this cycle 

R,E 

RemainingTime org.energy_home.d

al.functions.data.Ti

meData 

The current RemainingTime 

for this cycle 

R,E 

 

The table below shows the operations that the WashingMachine function is able to expose:  

Name Arguments Description 

execStartCycle none Starts the cycle now 

execStopCycle none Stops the cycle now 

execPauseCycle none Pauses the cycle now 

execOverloadPause none Pauses the cycle because there is an overload 

execOverloadPauseResume none Resumes the cycle previously stopped because of 

an overload 

execOverloadWarning none Prints an overload warning on the Washing 

Machine display 

 

 PowerProfile function 

Smart Appliances also offer a functionality enabling the analysis of the power profile of the cycle that 

is going to be started by the device. This information is provided through the Energy Box by the 

PowerProfile function (matching the PowerProfile ZigBee cluster). 

The PowerProfile function allows to get parameters associated with the scheduled energy 

consumption of appliances. PowerProfile functions uses the "PowerProfile" suffix in the UID. 

The table below shows the properties made available by the PowerProfile function. 
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Name Type Description Readable(R)/Writable(W)/E

ventable(E) 

TotalProfileN

um 

java.math.Short Total number of 

power profile 

available 

R 

PowerProfile

Phases 

org.energy_home.dal.functio

ns.data.PowerProfilePhases

Data 

The energy phases R 

 

It must be noted that to see power profiles, first you need to invoke getTotalProfileNum, the 

getPowerProfilePhases specifying as an argument a Short value referring to the power profile you 

want to get info about. 

For instance if getTotalProfileNum returns "1", it means that there is only 1 PowerProfile and you 

have to specify the Short argument "0" when you invoke getPowerProfilePhases (like array indexing). 

An example response of getPowerProfilePhases request is: 

{"powerProfileID":1,"totalProfileNum":1,"phases":[{"Energy":0,"EnergyPhaseI

D":1,"ExpectedDuration":0,"MacroPhaseID":0,"MaxActivationDelay":65535},{"En

ergy":257,"EnergyPhaseID":0,"ExpectedDuration":19984,"MacroPhaseID":0,"MaxA

ctivationDelay":25},{"Energy":0,"EnergyPhaseID":0,"ExpectedDuration":0,"Mac

roPhaseID":0,"MaxActivationDelay":0}] 

 

2.3.1.2 Cloud historical data connection with MAS platform within the Energy Box 

Environment

 

Figure 10: JADE Agent and Cloud platform communication stack 

The figure above shows the communication stack used by OSGi Bundles, Jade Agents and cloud 

platform to interact each other. 
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The Cloud synchronization bundle controls the receipt of data generated by devices using Device 

Abstraction Layer events dispatched with OSGi EventAdmin and OSGi Declarative Services. The 

obtained data is then stored in (and can be obtained from) TI’s cloud platform using HTTP REST 

calls. 

This component also offers a set of functions that enables third parties components to obtain historical 

data from the cloud. These functions are exposed via both OSGi Declarative Services and HTTP 

REST APIs: those APIs are exploited by the Device Agent which exports them to the rest of MAS 

platform using JADE Directory Facilitator. 

2.3.2 Non-domestic smart meters & devices 

The LV district will also include non-residential users, such as owners of small/medium size PV 

plants, owners of EV charging stations, larger consumers with CHP systems, etc. Although 

MAS2TERING mainly focuses on residential users and aims at testing monitoring solutions applied to 

the HAN, the design of the monitoring infrastructure must include smart meters and devices required 

by non-domestic users. 

Utility scale smart meters and devices have been developed and designed for several basic 

functionalities: 

1) to measure, indicate and remotely signal load current, voltage, power, cos φ and 

frequency of distribution networks; 

2) to monitor the load flow direction (A or B);  

3) to detect short-circuits and earth faults; 

4) to indicate and remotely signal the fault direction (A or B); 

 

The MAS requires the set of information reported in Table 5 and Table 6. However, due to the nature 

of the load connected to the district users, additional functionalities and information may be required: 

1) Power quality measurements, such as true-RMS for voltage and current, frequency 

analysis (THD); 

2) Partial discharge analysis; 

3) Line drop-out (dead line); 

 

In order to use these measurements, the conditioning of the signal and the transfer to the control 

station require additional functions or additional devices. The main difference relies on the number of 

channels used, the technology used to transfer the information and the error on measurement. 

Some of the devices currently commercialised are summarised in the next table. The SGU (Smart grid 

unit) of Thiim would be interesting for the project for the use case 2 or 3, due to its polyvalence.  
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Type Monitoring system Fault Current Indicator Low voltage 

Characteristics 

Jomitek Horstmann Kries Locamation Thiim 

Compact iCon Compass B IKI-20 A 
AIM251 + 

converters 
SGU 

Voltage 

operating range 
6-50 kV 6-24 kV 1-36 kV  

No 

information 

available 

3 * 400 

V 

Precision 
3% 

calibrated 

2% 

calibrated 

1% 

calibrated 

Depends 

on VDS 
 

Current range 24 kA 24 kA 630 A  
2.5 – 400 

A 

Table 7: Comparison table 

 

2.4 Cost-benefit analysis of monitoring infrastructure for MAS 

optimisation 

This section reports an estimated cost-benefit analysis of the monitoring infrastructure required to 

enable the MAS optimisation. To this aim, the monitoring layout described in this deliverable has been 

applied to one area of the Cardiff reference grid presented in section 2.1.1.1. 

Quantification of benefits related to the MAS optimisation will be carried out only following the 

results of WP6 activities. In this deliverable, the benefits will be described only from a qualitative 

point of view; a further cost-benefit analysis will be performed as part of D6.3, once the results of tests 

and simulations will be ready. Details about the ownership of the monitoring devices, required to 

enable the MAS optimisation, (i.e. whether they belong to customers, retailers/ aggregators or DSO 

and information about who should deploy them) will be provided in subsequent WP1 deliverables.  

The data measured by smart gateways and smart meters, which are inputs to the MAS, have been 

already described in previous sections of the document. The resulting monitoring layout has then been 

applied to the “Bologna” substation, as shown in the following schematic: 
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Figure 11: Schematic of the Bologna sub-station and related portion of LV grid in the Cardiff 

area with PV plant 

The “Bologna” substation consists of a 500 kVA transformer and 4 main feeders that supply 184 

domestic users. Western Power Distribution (the local DSO) provided the MAS2TERING partners 

with the physical data of the grid (length and type of the feeders), size of the transformer, number and 

type of users, average consumption profiles (per type of user) for different periods of the year (typical 

weekday, Saturday and Sunday for each season and high summer) and total annual consumption of 

each user of the grid. Tables with grid data are included in Annex C. 

The grid has been modified to take into account penetration of RES by adding 2 PV systems. The 

results are showed in Figure 11. The final projected grid will be issued after the delivery of D2.2 

(creation of a projected smart grid, based on the Cardiff reference grid, taking into account penetration 

of all smart technologies and not only RES), and therefore cost-benefit analysis outlined in this 

deliverable will be updated as part of D6.3.  

Considering that the monitoring infrastructure is an enabler to the MAS, benefits coincide with the 

results of the project in terms of grid performance, reliability and resilience.  

In particular the benefits can be grouped as follows: 

1) Benefits for Residential Users (Prosumers) 

Through the enhanced monitoring the final user will be able to visualise actual consumption in his 

house and therefore this allows prosumers to make better choices to reduce their bills. It is estimated 
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that, due to the access to more real-time information (updated data every 30 minutes) about our energy 

use and the related costs, final users will be able to reduce energy consumption on average by 10% (as 

for the objectives of UC1). In addition end users will be able to manage in-home appliances and smart 

technologies to reduce energy costs (e.g. by moving loads when local generation is expected or when 

electricity is cheaper). Finally, by installing smart meters and smart gateways, the final users will be 

able to access the flexibility market and get additional revenue from selling flexibility, generated by 

active demand response, to prosumers within the prosumer’s community, to the DSO for grid 

management and to other local players.  

2) Benefits for non-domestic users 
 

As described above, commercial users can also benefit from consumption monitoring by reducing or 

better timing their energy use and hence reducing business costs. LV commercial users can benefit 

financially by selling their flexibility directly to energy operators or through a local aggregator. Within 

the prosumer’s community, commercial users can purchase flexibility for their own consumption and 

in this way avoid high electricity prices. In addition, all these strategies present a social marketing 

benefit by transforming commercial users into sustainable business for reducing their CO2 footprint.   

3) Benefits for the local flexibility aggregators 

Local aggregators represent local communities of prosumers. They use the monitoring infrastructure 

proposed in this deliverable to get data from the prosumers and offer flexibility on their behalf to 

energy operators interested in purchasing it on the local market. Selling flexibility locally represents a 

new source of revenue and the role of the local aggregator has several business models available. In 

this way, local aggregators will be also able to better optimise their portfolios and reduce risks related 

to the compliance of the flexibility programmes.     

4) Benefits for the DSOs 

By enabling the MAS local optimisation, the monitoring infrastructure designed in this deliverable 

will allow DSOs to use flexibility to cope with local congestions as an alternative to grid 

reinforcement, thus deferring the related costs. Additionally, the DSO will be able to increase the 

performance of the grid in terms of losses and quality of supply, meeting efficiency objectives and 

therefore reducing costs and avoiding penalties.  

5) Benefits for Suppliers/Retailers 

Involvement of Suppliers/Retailers in the MAS monitoring is fundamental. They are the connection 

point between energy operators and final users, which provides them with a strategic position to get 

valuable information about prosumers and therefore opening new sources of revenue by offering 

additional services and winning and retaining clients.   

6) Overall benefits for the LV grid 

The LV grid will indirectly benefit from the MAS optimisation enabled by the monitoring 

infrastructure designed in this deliverable. For instance, due to the simple fact that end user will self-

consume the energy that they produce locally (to reduce the costs associated with the energy bill), the 

grid will gain in terms of reduced grid losses and general performance. 



 

Deliverable D2.2   Version 1.0 

MAS2TERING Platform design document     February 2015 
46 

The following table includes an estimation of costs associated to the deployment of the monitoring and 

communication infrastructure required to enable the MAS optimisation in the portion of LV grid 

supplied by the “Bologna” substation. The table includes also costs related to the fiscal smart meters, 

although their deployment is considered as a prerequisite in MAS2TERING. The analysis also 

assumes the absence of regulatory constraints, which would involve additional costs, and the existence 

of infrastructures not directly related to the monitoring infrastructure (e.g. the existence of cloud 

systems to exchange and store data). 

Finally it must be noted that the following analysis only concerns the costs associated with the 

monitoring devices and related infrastructure and does not represent the total cost of the 

MAS2TERING solution, which would also include the MAS and the additional costs associated to the 

communication, data management and cyber security aspects.  

 

Table 8: Breakdown of costs related to monitoring infrastructure for MAS 

 

Table 8 gives a breakdown of the costs associated to the monitoring infrastructure required for the 

MAS optimisation. Monitoring devices in this case include 184 domestic fiscal smart meters and 

related Energy Boxes and 2 non-domestic fiscal smart meters and related Energy Boxes for the 2 PV 

plants. When possible, estimations of costs have been provided directly by the MAS2TERING 

partners based on their field of expertise; when not possible, these have been obtained from 

manufacturers of monitoring devices and from literature. It should be noted that costs have not been 

associated to any particular actor of the smart grid. The aim is to provide a rough estimation of the 

order of magnitude of the CAPEX required to implement the additional monitoring infrastructure and 

the OPEX needed to operate it, independently of which actors will be entrusted with these roles.  

Items of costs have been divided into CAPEX and OPEX. CAPEX includes costs for the physical 

monitoring devices and for their installation. OPEX includes maintenance costs (which can be also 

related to maintenance of communication services) and all other operational costs, which include data 

retrieval, data management, cyber security services, etc. It must be noted that CAPEX related to the 

overall grid monitoring communication infrastructure (e.g. the costs for servers, cloud systems, etc.) 

have been indirectly considered within the operational costs. In fact, as confirmed by telco companies, 

business models for HAN services generally translate these CAPEX, which may be related to huge 

portfolios of users, into OPEX, which can be more easily referred to the individual customer and then 

used for billing purposes or to set up marketing strategies. It must also be noted that the analysis does 

not consider operative costs for fiscal meters (for data retrieval to the DSO or the utility), since not 

required for the MAS optimisation. 

Number of 

devices

min max min max min max min max min max min max

Domestic fiscal smart meter 227.0€  323.0€  30.0€    35.0€    10.0€    15.0€    -€      -€      184 47,288.0€  65,872.0€  1,840.0€    2,760.0€    

Energy box -Energy Box 60.0€    120.0€  -€      -€      10.0€    10.0€    36.0€    60.0€    184 11,040.0€  22,080.0€  8,464.0€    12,880.0€  

Non-domestic fiscal smart meter 350.0€  420.0€  45.0€    50.0€    15.0€    25.0€    -€      -€      2 790.0€       940.0€       30.0€          50.0€          

Non-domestic Energy Box 80.0€    150.0€  30.0€    50.0€    15.0€    15.0€    40.0€    70.0€    2 220.0€       400.0€       110.0€       170.0€       

Monitoring for MAS optimization - "Bologna" LV grid - Costs 

-
€

Total OPEX

€/year

Equipment Installation Total CAPEXMaintenance
Operation                    

(all services)
Item €/device €/device €/device/year €/device/year
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Table 9: Summary of CAPEX and OPEX for the reference grid 

Table 9 summarises the total CAPEX and OPEX for the “Bologna” LV grid. The results have been 

differentiated between a scenario that also includes installation and operation of fiscal meters (both 

domestic and non-domestic) and a scenario that does not include them. This because, as mentioned 

earlier, roll-out of smart metering programmes in EU countries is considered a prerequisite for the 

project. 

As seen, total CAPEX associated with the installation of the additional monitoring infrastructure 

required for MAS optimisation are in the range 11,260 ÷ 22,480 €; OPEX associated to the operation 

of additional monitoring infrastructure are instead within the range 8,580 ÷ 13,050 €. In the other 

columns of Table 9 the costs are also referred to the capacity of the MV/LV transformer that supplies 

the reference LV grid (500 kVA) and the total number of users (186). 

2.5 Use of the monitored data in the MAS optimisation 

This final section of chapter 2 aims to link the monitoring infrastructures and the Multi-Purpose Grid 

Management software platform. In particular, this section explains how the data monitored in the LV 

grid and provided by the HAN and the non-domestic users monitoring devices are used by the 

management tool to carry out the whole local optimisation. To do this it explains all phases of the 

USEF market-mechanisms, as extended by MAS2TERING and applied to the LV grid and the local 

communities of end users. 

A few considerations must be made before starting with the explanation of the various phases: 

1) In MAS2TERING, the USEF market mechanism is applied to an individual portion of 

LV grid. To this aim, MAS2TERING introduces the figure of the Local Flexibility 

Aggregator, which represents a local community of end users in a given geographical 

area (identified by the portion of the LV grid supplied by an individual MV//LV 

substation).  

2) In MAS2TERING a congestion point is represented by a MV/LV substation. 

3) To keep consistency with USEF, MAS2TERING utilises some of the USEF 

terminology when describing the adapted market mechanism. Introduction of new 

terms and/or explanation on how these have been adapted is provided in the following 

description. 

4) More information about USEF and how MAS2TERING is aligned to it can be found in 

D1.6 and D6.1. 

 

Min Max Min Max Min Max

59,338.0€  89,292.0€  118.7€        178.6€        319.0€        480.1€        

11,260.0€  22,480.0€  22.5€          45.0€          60.5€          120.9€        

10,444.0€  15,860.0€  20.9€          31.7€          56.2€          85.3€          

8,574.0€    13,050.0€  17.1€          26.1€          46.1€          70.2€          

/kVA /user

Total OPEX (with fiscal meters) - €/year

Total OPEX (without  fiscal meters) - €/year

Costs for the"Bologna" LV grid

Total CAPEX (with fiscal meters) - €

Total CAPEX (without  fiscal meters) - €

Total
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Figure 12: USEF extended market mechanism applied to local LV grid 

 

MAS2TERING considers the following adapted phases of the USEF framework: 

1. Plan: During the plan phase, in any of the local communities in the LV grid, (see pane on 

the left in Figure 12), data monitored in prosumers’ premises is used by the CEMS to 

optimise use of flexibility within the house with the aim of reducing costs for the end 

users. The result is a P-plan for each end user, which represents the expected consumption 

profile of that user during the day of delivery. The P-plans of the users belonging to the 

individual community are sent to the related LFA, together with information about 

available flexibility (as defined in section 2.2.2.1). The aggregator uses these data to 

optimise use of flexibility within the local community, by requesting modifications to the 

P-plans to the prosumers. Requests for modifications may depend on internal requests 

(e.g. a user of the community who has surplus of PV generation) or from external requests 

(e.g. purchase of flexibility from external market players other than the DSO). The output 

of this process is an A-plan, which aggregates optimal P-plans and therefore represents the 

expected consumption profile of the whole community during the day of delivery. During 

the plan phase the same process is carried out in all the communities of the LV grid (as 

many as the number of LFAs in the area) 

When applied to a congestion point, the A-plan becomes a D-prognosis, which represents 

the expected aggregated consumption profile of the end users that are connected to or may 

influence the congestion point. Since in MAS2TERING the congestion point is 

represented by the MV/LV substation, which supplies all communities of end users in the 

area, the A-plans and the D-prognoses coincide (see pane on the right in Figure 12).  

D-prognosis profiles from all local aggregators are sent to the DSO, which also get similar 

profiles from non-domestic users which are not represented by an aggregator. The DSO 

aggregates all the D-prognoses and obtains the aggregated D-prognoses profile associated 

with the congestion point, which represents the total expected consumption of the LV grid 

during the day of delivery. 

 

2. Validate: In the Validate phase, the DSO validates whether the expected global 

consumption profile, as shown by the global D-prognoses, is acceptable in terms of grid 
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statutory limits and congestions. If congestion is expected to occur, the DSO starts the 

negotiations to procure flexibilities from the local aggregators to solve the grid capacity 

issues. Multiple iterations between plan and validate phases can take place until the 

foreseen energy flows can be distributed safely (Validate) in an economically optimised 

way (Plan). When back in the Plan phase, the only difference is that the aggregator takes 

the already sold flexibility into account. 

 

3. Operate: In the Operate phase, the actual assets and appliances are dispatched and each 

prosumer adheres to its P-plan whereas the aggregator adheres to its D-prognosis / A-plan. 

In principle DSOs and all other actors involved in the market transactions could invoke 

additional flexibility from the LFAs to resolve unexpected congestions or situations. 

MAS2TERING does not model the complete Operate phase, but it just focuses on 

continuously monitoring the grid and the prosumer´s assets to detect any changes in the 

plan, any change for PTUs, for which the intraday gate closure time has not yet passed. In 

other words, MAS2TERING does not model the processes that deal with these changes 

that affect PTU in the current period, which is expected to trigger fur ther actions within 

the Operate plans such as DSO and other players adding flexibility orders directly).  

 

4. Settle: In the Settle phase, the flexibility traded is settled and all involved players are paid 

off.  This phase is out of the scope of MAS2TERING (see D1.6). 
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3 Multi-purpose grid management software platform 

This chapter describes the architecture of the grid management software platform. It first identifies the 

requirements for the design of the management platform, which are added to the requirements 

identified by D2.1. Then, the design of the MAS platform is provided.  In order to map the 

requirements and roles of the agents into the platform, the Gaia methodology is used; this is defined by 

means of six models, namely: roles model, interaction model, agents’ model, service model, 

acquaintance model and data model. Finally, the defined requirements are mapped into the project 

MAS platform, to show how these requirements are handled by the platform. 

3.1 Requirements for the grid management software platform 

The requirements for the management platform were included in deliverable D2.1. A grid management 

software platform is expected to collect, and analyse energy usage, and communicate with metering 

devices. Its design must be modular, where different components can be reused or replaced.  The 

network between the measurement devices and business systems allows collection and distribution of 

information to customers, suppliers, utility companies, and service providers. This enables these 

businesses to participate in demand response services. 

Grid control is supposed to be intelligent and distributed. Distributed Intelligence (DI) is dedicated to 

the development of distributed solutions for complex problems regarded as requiring intelligence. DAI 

is closely related to and a predecessor of the field of Multi-Agent Systems.  

The management platform should be highly secure by avoiding intruders and message interception, 

and devices connected to the Grid Management platform software must authenticate before sending 

any information. Furthermore, the management platform is supposed to collect events and log them for 

their analysis, if necessary. Finally, grid Management platform software must be capable of receiving 

the monitoring data and provide parameters such as, voltage, current, active and reactive power.   

3.2 MAS platform design 

The MAS2TERING MAS platform shall allow simulating a given smart grid, monitoring a real or 

virtual external smart grid, and controlling a smart grid through either agents executing automating 

coordination or manual inputs. 

Given the complexity of smart grids, an ICT platform should, at least, provide the basis for 

simplifying and optimising the grid design, and for the validation of the smart grid applications before 

their deployment, by means of simulation. In order to achieve these challenging goals, a holistic 

platform, combining different models has been built for this purpose. 

The platform is built upon component system architecture to enable clear separation between the 

components; i.e., each one represents a reusable component that is composed of a collection of 

conceptually related classes, which implement specific functionality and provide services to the other 

ones. These components are: the user interface, the smart grid component, the agents’ component, the 

constraints and objectives component, communication protocols component, security component, and 

a utility component (c.f. Figure 13).  
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Figure 13: MAS platform architecture 

3.2.1 User interface  

This component contains the elements necessary for providing a graphical, interactive, and user-

friendly interface (GUI). It is based on the 3D engine (jME) that has been integrated with CityGML to 

show the information in 3D, a 2D model of the grid, and the real time information from the agents, by 

means of a multilayer representation.  It allows monitoring and managing the network by providing 

real-time information on the current state for each component in it and allowing the interaction with 

the agents. (c.f. Figure 14) 

 

A factory is used to create the entities that represent the components that are part of the grid, place 

them on the CityGML map, and to connect them with their agents in the Agents’ component. 

Furthermore, it creates an information panel for each of them in order to display the information and 

events on real time using user-friendly reporting tools. Such tools allow colour-stated visualisation on 

a map of the entire network, including some metric parameters for statistical and historical reporting 

(c.f. Figure 15). 

Figure 14: Platform user interface 
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Figure 15: GUI layer internal architecture 

 

3.2.2 Smart Grid component 

This component contains all the classes for defining the physical components and characteristics of a 

power grid (The smart grid model). It contains a representation of the power and energy grid itself, 

with components (e.g. breakers, lines, transformers, loads, generators) and their dynamics, as well as 

the topology of the grid (i.e., how the components are connected with each other). Based on this 

component, the user is expected to define the grid model by using the user-defined profile. The 

defined grid is validated by means of restrictions and constraints on the devices and their connections, 

which are defined using the constraint component; i.e., connected components are checked to see if 

they can be connected or not. 

Since the IEC 61968/61970 Common Information Model (CIM) for Power Systems provides a highly 

detailed model for modelling electric networks using UML, the profile is defined using UML 

language. This level mainly consists of a CIM profile, created for the use cases of the project. A CIM 

profile is a subset of the CIM model that includes only essential classes and associations, which are 

needed for a specific scenario or task.   

CIM profiles for MAS2TERING will be defined following these steps: i) choosing the CIM model 

version that will be used; ii) identifying which packages (including the classes, attributes, and 

associations) that will be used for MAS2TERING; iii) specifying the restrictions and extending the 

existing model, when some attributes are needed but are not existing in CIM. In the last step, in case 

missing attributes in CIM are identified, issues are raised to enhance the current CIM model. This 

profile is defined in D3.1. 
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3.2.3 Agents component 

This component is considered as the core of the platform, which handles the decision-making. It 

implements the distributed runtime environment that supports the entire platform and its tools. The 

base of this component is Jade platform, which is extended to provide more functionality to the other 

components. This component proposes a paradigm in which agents are made of modular, reusable 

components. This way, this architecture allows capitalizing software bricks developed across the 

project, making easy to expand agent decision processes. 

This component is based on the most up-to-date and active platform for multi-agent systems: JADE 

(Java Agent Development Framework). JADE aims at developing multi-agent systems confirming the 

FIPA standards for intelligent agents by including two main packages, namely: FIPA-compliant agent 

platform, and a package to develop Java agents. JADE is written in Java, and it has been described in 

previous deliverables. 

In order to define the different agents for MAS2TERING, we have studied JADE’s internal 

architecture and classes, which will be extended by defining the specific agents for our use cases. 

These agents are described in the following sections, using Gaia methodology, and are specified and 

implemented in deliverable D3.1. 

An agent class in JADE is an abstract class, extended by users, who specify its concrete behaviours. 

The Agent class provides the basic generic mechanics for integrating agents within the MAS 

(registration, configuration, remote management), a set of basic “utilities” that agents can use for 

operating (e.g. sending messages, register to domains) and abstract methods to be implemented by 

agent designers for customizing the behaviour of the agent JADE generality comes from the way 

agents decision processes are defined: agent decision processes consist of a set of (relatively 

independent) behaviours. To that extent, the behaviour of an agent can be easily transferred to other 

agents, providing high generality in this regard.  

 

Figure 16: UML model for Agent in Agent Model layer 

We have defined an AgentFactory for creating JADE agents, based on the agent’s specifications; an 

agent specification includes the set of predefined behaviours an agent shall include depending on the 

device it is representing. Furthermore, the user can extend this layer by defining new behaviours, 

which are specific for each scenario. This factory receives a collection of AgentSpecification objects, 

creates the agents, adds their behaviours and the data they will be working on, and starts the JADE 

platform (c.f. Figure 16).   
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As mentioned earlier, Agent-specific tasks shall be implemented by means of behaviours. Agent class 

allows adding or removing behaviours to the agent task list. A task scheduler in each agent, which is 

already provided by JADE, runs the agent behaviours. Behaviours are modelled as abstract classes, 

and can be of different types (c.f. Figure 17). A simple behaviour aims at defining a simple task (that 

is not composed of subtasks), whereas a composite behaviour can tackle more complex tasks, relying 

on a finite state machine in which each state represents a simple behaviour, and a transition represents 

the flow of execution from one micro-behaviour to the next. FSMBehaviour models a complex task 

whose sub-tasks correspond to the activities performed in the states of a Finite State Machine; 

SequentialBehaviour models a complex task whose sub-tasks shall be executed sequentially; and the 

class ParallelBehaviour models a complex task whose sub-tasks shall be executed concurrently. 

 

Figure 17: Different Behaviour types implemented by JADE 

For MAS2TERING, different behaviours for the identified agents will be implemented, based on the 

tasks and responsibilities for each agent type, and following USEF framework. 

3.2.4 Constraints and objectives 

This component includes the necessary classes for modelling the constraints for defining the 

restrictions of a grid component and of agents, and the objectives for the agents. For agents, it contains 

the classes needed to define the particular agent (reasoning) model; i.e., it contains a set of classes to 

express the objectives and constraints of an agent. It also allows defining variables, the objectives, and 

the constraints over the variables. 

Each constraint is defined over a set of variables. As such, all constraints need to implement the 

method getVariableSet(), that returns the set of variables over which constraint is defined. We have 

identified two types of constraints, namely: Soft and Hard Constraints (c.f Figure 18):  

1) Soft: A soft constraint calculates the cost for a given assignment of variables. It models 

the constraints so that, when not fulfilled, the cost function shall be applied to the solution 

cost, which usually becomes worse. Implementations of this kind of constraints shall 

implement the getCost Function, in which the cost of the constraint is calculated, for the 

cases in which the constraint is not fulfilled. 
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2) Hard: A hard constraint must be fulfilled; otherwise the solution is not valid. As such a 

hard constraint is required to implement the method isValid that given a variable 

assignment returns a boolean indicating if the constraint is satisfied or not. 

 

 

Figure 18: Constraints model 

This component also includes the classes needed for modelling variables and their values (c.f. Figure 

19). A variable is a mathematical object whose value can vary across a set called the variable´s 

domain. Variables can be given a value as a result of an observation (e.g. the external temperature) or 

as a result of a decision taken by an agent (i.e. a decision variable).  

Each variable is associated to a domain and a domain can be discrete or continuous. Another related 

class is the VariablesAssignment class that allows assigning specific values for a given variable. 

 

Figure 19: Variables and their assignments model 

3.2.5 Communication and Protocols 

This component includes the communication model for interoperability between the grid components. 

In this layer, we define the communication network used in the power grid, as well as the information 

model for the data exchanged in the network. Furthermore, this layer specifies the communication 

protocols and standards that will be used for the communication between the smart grid components. 

The contents of this component are described in deliverable D5.3 and it should comply with the Agent 

Communication Language, and the ACL Message Structure (FIPA no. 61).  
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Some protocols are already defined by JADE, in which an Agent can be an Initiator or Responder. 

These protocols will be extended, and new protocols will be created, to fulfil MAS2TERING 

requirements. 

3.2.6 Security component 

This component includes the classes necessary for authentication of the agents in the MAS platform, 

and the message encryption, necessary for the communication between the agents. The contents of this 

component are defined in deliverable D4.2.  

This component shall be based on JADE-S, which is the combination of JADE and the JADE-security 

add-on. It is the most prominent security extension of JADE, which was developed by Telecom Italia 

(c.f. Figure 20). JADE-S is publicly distributed on JADE’s website and has been studied, used, and 

tested extensively.  JADE-S provides four additional kernel services: security service (authentication), 

permission service (authorization), signature service (message signature), and encryption service 

(message encryption). 

 

Figure 20: JADE-S architecture 

3.2.7 Utilities component 

The utility and services classes that can be used by the other layers are included in these components. 

It is composed of four sub-components, namely: 

1) Connectors: It includes services for connecting to the real world by means of web 

services connectors. One of the web services connectors that will be implemented 

in this layer will be the one responsible for connecting to the prediction component 

developed by CU. Furthermore, since one of the first steps to validate the design of 

a smart grid includes a simulation phase, several connectors to simulation toolkits,  

such as OpenDDS and Gridlab_d, and other tools, such as Matlab and JMetal, will 

be included in this sub-model. 

2) Loggers: This sub-model includes the classes necessary for event registration, by 

means of loggers; these loggers can be configured and adapted for each case and 

can be used by the other layers for the analysis of the registered informatio n, when 

necessary. 

3) Information fusion: Since the previous connectors need to deal with different data 

models, adapters for merging and wrapping data are included in this sub-

component. 
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4) Utils: This component includes classes, with utility functions, that can be used 

from other components. For instance, file readers and some statistical utilities.  

 

3.3 Integration with other MAS2TERING components 

MAS2TERING platform includes two more sets of components that shall be connected to the MAS 

platform. These components are the ones responsible for forecasting and security. In the following 

subsection, we detail how these components will be integrated with the MAS platform: 

3.3.1 Forecasting component 

At the heart of smart energy grid solutions is the ability to forecast energy demand at various temporal 

scales the resolution of which depend on the upstream requirements. Reducing uncertainties in 

forecasting; i.e. improving accuracy has become more important with the increased penetration of 

intermittent distributed energy resources such as photovoltaic generation that are highly dependent on 

ambient conditions. Sales and grid operations are increasingly relying on accurate forecasting to 

reduce impacts of variable sources on energy reliability. MAS2TERING focuses on low-voltage 

network that is characterised by significant variability in the type and scope of devices used. 

Forecasting demand from these devices are challenging from the point of view algorithm development 

and implementation.  

Forecasting algorithms will work on the same timestamp as in MAS2TERING solution; i.e., the 

forecasting will be conducted every 15 minutes on various nodes of the considered network as stated 

above that, starting from the substation in the district energy management domain to the device level 

nodes at prosumer premises and controllable nodes in between. The forecasting component has a 

layered architecture where high level network nodes such as substation electricity demand is predicted 

at a geospatially aggregated level. Device level disaggregated demand is at the centre of the layered 

architecture and is forecasted using device level monitored data, available within the context of 

MAS2TERING. Boundary conditions such as past and forecasted weather data will be used to further 

improve the accuracy of predictions, in particular for the distributed energy resources. Home level 

energy demand as well as the aggregated demand at the substation level will take into account 

variability in the weather, although the parameter of interest will depend on the type of demand being 

forecasted.  

Connection with the MAS platform will be performed using the Forecasting component as a web 

service. The forecasting process will be carried out on an automation server deployed at Cardiff 

University (CU) facilities using the smart meter data. This smart meter data (smart grid data) will be 

received via requested forecasted energy consumption. To get this request, a representational state 

transfer (REST) architecture based web service API will be utilised. To receive the REST request, a 

web service will be deployed at CU facilities. Once the request received by the generated web 

services, the forecasting agent (service) will generate a GET request to access weather data and the 

posted current energy consumption, then the forecasted output will be included in the web services 

with a POST message as a Json(XML depends on request) format. Thus this Json/XML output would 

be available for the other agent such as optimiser agent to access and utilise it with a GET request. 

Once the results is posted the DELETE request will process to delete previous forecasting output and 

include the updated result in the next 15 minutes, given in figure 21. 
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Figure 21: The block diagram of the proposed forecasting agent/service. 

Further, the predicted energy consumption data will be stored in a database. The data are then 

provided to the other agents through the generated a Web services, if it is requested. This Web services 

is deployed at CU and can communicate with other agents via their API.     

Moreover, a get request is also used to get historical data from Telecom Italia every fixed period of 

time (e.g. once a month or once every 3 months), to retrain the forecasting agent (service) with 

correspondent weather data and time ranges. The communication between provided web services and 

APIs are going to be enabled through Internet using the HTTP protocol with the REST architecture, as 

stated above. 

The REST based architecture provides flexible and interoperable services for the client server 

interaction [4]. Thus the communication among the different platforms is ensured by RESTful [5]. 

SOAP RESTful based framework architecture is capable to utilise several data formats such as XML 

and JSON-based messaging protocols which consists of set of organised messages, and it is highly 

popular with remote procedure calls. The SOAP REST message contains the  headers and 

parameters such as URI, query parameters and fragment parameters [6].   

The communication among these various components are presented in the http standards as GET, 

POST, PUT and DELETE actions.   The implementation of the proposed framework proceeds well 

with a robust and coherent API call without needs of any additional conceptual information about the 

call request.  The implementation of this framework can be realised either internally and/or externally 

without any reference to conceptual model of system and with a coherent API call. 

The forecasting agent (service) contains a client software to interact with the entire system. The kernel 

component operates to carry out the communication between clients and other part of the proposed 

framework, which acts as broker, delegating the request from other services. When a call is received 

by the forecasting framework, the kernel component runs the requested method with the associated 

parameters. During the each call the kernel component release a call to a service with the requested 

method name and associated parameters.   
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3.3.2 Security components 

MAS2TERING includes three security components that will be implemented in order to secure the 

proposed solution. Those components are: 

1) “Secure communication” to secure data transmission across the MAS2TERING solution 

in terms of confidentiality, integrity and authenticity. 

2) “Data access control” in order to apply the confidentiality policy based on a role-based 

access control on the MAS platform. 

3) “Anonymization” to ensure data privacy, in particular of those obtained from prosumer 

premises through the open communications infrastructure. 

In the following we briefly describe each of the previous solutions, which are more detailed in 

deliverable D4.2, and how they shall be integrated in the final solution. 

 

3.3.2.1 Secure communication 

This component is based on an innovative technology to secure stateless communication. It provides: 

1) Smart appliance auto-enrolment (no need for PKI) 

2) Smart appliance suspension / revocation (in case of lost or corrupted device) 

3) Authentication of each stateless communication 

4) Encryption of each communication, even over non secured applicative protocol 

5) Anti-replay protection 

 

It is composed of 2 components, namely: 

1) Management & Enrolment interfaces: this component allows a user to control what kind 

of device is allowed to communicate with the gateway and to manage all the registered 

devices (for example, the user is able to block a lost device). 

2) Secure Communication Component: this component is able to transform a non-secured 

message in an authenticated and encrypted message, and it is able to check the validity of 

a secured message, and to decrypt it. This component can also register itself to the 

Management & Enrolment interfaces. 
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Figure 22: Typical deployment 

In this example, the secure communication component is deployed on each smart appliance that needs 

to communicate with the smart device gateway (Energy Box). Adding a new smart appliance, which 

includes the secure communication component, is performed as follows: 

1. Plug the smart appliance to the network 

2. The smart appliance uses our Secure Stateless Communication Protocol (SSCP) to register 

itself in the smart device gateway, without any user interaction  

3. The smart appliance can communicate securely with the Smart device gateway. 

More details about SSCP protocol and this component design could be found in deliverables D4.1 and 

D4.2. 

3.3.2.2 Data Access Control 

PANDA is a policy authoring, analysis and evaluation framework being developed at TSSG providing 

Attribute Based Access Control (ABAC) using XACML. In MAS2TERING, an agent will be used to 

intercept requests from external entities for information from devices in the HAN. The agent will 

consult PANDA for a decision on whether to allow the request to be received by JEMMA.  

PANDA will provide an access control decision based on the subject (e.g. aggregator), the data source 

or some set of data attributes (object) and the request type (action). The access control decision made 

by PANDA will also be based on the applicable XACML policies. These policy rules and attributes 

will be used by the Policy Decision Point (PDP) Engine. The outcome of the decision is either DENY 

or PERMIT. The agent that received the requests will forward those requests to JEMMA if PANDA 

sent back PERMIT. Further details of PANDA are included in the deliverables D4.2 and D5.3. 
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Main application Main application
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3.3.2.3 Anonymisation  

The process of anonymisation is the transformation of data into a form that upholds the utility of the 

data to some level while protecting the data from various models of privacy including direct re-

identification, membership (where a set of attributes in combination if not protected could lead to 

identity disclosure) or attribute association (attributes which an entity should not be associated with). 

Protection in the different models is quantified according to appropriate metrics. Several syntactic and 

semantic techniques for protection have been considered for MAS2TERING and will be made 

available via the provision of a web service and / or service-providing agent. The interface provides 

methods to set metrics for the anonymisation as well as to specifically required utilities. The service 

interfaces use URI references to reference the source dataset and process (anonymised) the resulting 

data set. 

The primary algorithm in MAS2TERING will be k-anonymisation, which guarantees from the 

perspective of a given attribute that the entity to which that attribute belongs cannot be differentiated 

from ‘k’ others in the data set. Further algorithms such as ‘delta presence’ protect from another 

‘attack’ scenarios. 

An application of the anatomisation service in MAS2TERING is the anonymisation of meter data 

supplied from CEMS agents to the aggregator. At predetermined or dynamic triggers a module that 

will be implemented for the aggregator platform will perform anonymisation of the data set that has 

been accumulated and make it available for non-trusted agents. A publish / subscribe implementation 

will notify interested agents of the new data set availability. 

Internally the anonymisation service uses the open source framework ARX, which offers 

transformation implementations for several anonymisation models as well as implementations for 

carrying out utility and risk analyses. 

3.4 Mapping MAS2TERING roles into the MAS platform 

3.4.1 Introducing Gaia methodology 

We followed the Gaia Methodology in order to specify the use cases that are to be integrated within 

the MAS2TERING multi-agent platform. Gaia is a methodology for the analysis and design of multi-

agent systems that helps to engineer multi-agent systems starting from business use case descriptions.  

Traditional object oriented approaches are different from the methodologies followed for modelling 

agent-based systems; i.e., the semantic of the use-cases are different given that in multi-agent systems 

the interaction is usually between agents, and the focus is generally to describe the agent behaviours. 

According to [7], existing software engineering approaches fail to adequately capture an agent’s 

flexible, autonomous problem-solving behaviour, the richness of an agent’s interactions, and the 

complexity of an agent system’s organisational structures. 
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At the core of Gaia methodology, the user is imagined to interact with a team of agents instead of a 

software system. Starting from the requirements, Gaia defines two phases, namely: Analysis and 

Design. The analysis phase develops the understanding of the system and its structure by devising two 

models, namely: Role model, and Interaction model. The design phase involves generating three 

models, namely:  the Agent model, the Service model, and the Acquaintance model. These models are 

briefly described as follows: 

Role model: this model identifies and defines the roles of the use-case. Roles are described by five 

attributes: description, permissions, activities and protocols. 

1- Interaction model: it defines with more detail the protocols listed in the roles.  

2- Agent model: it identifies the agent types that will make up the system, and the agent 

instances that will be instantiated from these types. 

3- Service model: this model identifies the main services that are required to realise the agent’s 

role. 

4- Acquaintance model: documents the lines of communication between the different agents. 

Figure 24 illustrates the relationship among these different models. In the analysis phase, the role 

model and the interaction model are constructed from the specification of requirements (i.e. these 

defined in the deliverable D2.1 and from the sketching of use cases in D6.1) to depict the platform as a 

set of interacting abstract roles. These two models are then used as input to the design stage, in which 

an agent model, a service model, and an acquaintance model are defined to form a complete design 

specification of the MAS2TERING software use cases to be used for the subsequent implementation 

phase that will take place as part of T2.4. 

In the next sections we describe with more detail how to build each of the Gaia models for 

MAS2TERING use cases. 

3.4.2 Roles Model 

The roles defined in MAS2TERING shall be mapped into our MAS platform in order to define the 

agents. This is performed using Gaia methodology.  A role in Gaia is defined by the means of five 

attributes, namely: description, activities, protocols, permissions and responsibilities. The description 

field contains a simple textual description of the role; the activities field describes the tasks that agents 

Figure 23: GAIA phases and models 
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with this role will be able to perform without interacting with any other agent; the protocols field 

stands for the tasks that the agent will perform by interacting with other agents (i.e. specific interaction 

patterns); the permissions field represents what a role is allowed to do and in particular, which 

information resources it is allowed to access; the responsibilities field is a key attribute related to a 

role since it determines the functionality. There is always a responsibility with the same name of the 

role that is called the top responsibility. Responsibilities are represented by a regular expression over 

the set of activities the role executes. The syntax of the regular expressions in the responsibilities field 

is described in the following table: 

Table 10: Syntax of expressions in the responsibilities field 

Operator Interpretation 

A.B A followed by B 

A | B A or B occurs 

A* A occurs 0 or more times 

A+ A occurs 1 or more times 

A
ω
 A occurs in definitively often 

[A] A is optional 

A || B A and B are parallel 

 

In MAS2TERING, and following USEF framework, we have identified the following key roles, which 

are already defined in D1.6, namely: Aggregator, DSO, Device, and CEMS. The CEMS (Customer 

Energy Management System) provides the service of an in-home optimiser, whereas a Device 

executes the role that manages the devices at home level. 

Role: Customer Energy Management System (CEMS) 

Description: The CEMS monitors, controls and optimises the flexibility of the prosumer. 

It aims at minimizing the corresponding prosumer energy bill (i.e. it carries 

out an internal optimisation behind the meter). To do this, the CEMS has 

access to all the devices of the corresponding prosumer as well as to the 

tariff that the prosumer contracted with the supplier. The outcome of this is 

twofold: the configuration of the devices and the prosumer energy 

consumption plan (the P-plan).  The in-home optimiser can minimize the 

bill by using flexibilities to perform: 

- TOU optimisation: if the tariff subscribed by the prosumer charges 

differently depending on the time-of-use. 

- Controlling the maximum load. If the tariff subscribed by the 

prosumer includes a component based on the prosumer´s maximum 

load (KWmax over a predefined duration). 

- Self-balancing: if the Prosumer also generates electricity (i.e. PV or 

CHP systems) and the price for selling electricity is lower than for 

buying. 

In case the prosumer subscribes to an Aggregator, the CEMS serves as a 

first aggregation level being in charge of communicating the P-plan to the 

Aggregator and handles the messages received from the Aggregator to 

provide flexibility. The flexibility will be considered in the in-home 

optimisation when updating P-plans. A CEMS is a logical entity and not 

necessarily a physical device. 

The CEMS is also responsible for realising the agreed P-plan when 

entering the corresponding Operate phase, by sending the corresponding 
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control signals to the home devices (i.e. executing all the corresponding 

flexibility orders). 

Activities: ComputePPlan 

Protocols: InformControlSignals, SubscribeFlexibilities, HandleFlexibilityRequest, 

ServeSubscribePPlan 

Permissions: Create, read and update the A-plan 

Responsibilities: CEMS = DayAheadInitialization || ServeSubscribePPlan
ω || 

ProvideFlexibility
ω 

|| ReceiveDeviceUpdate
ω
 || ReceiveFlexibilityUpdate

ω
 

|| Operate 

DayAheadInitialization = SubscribeForecast*. SubscribeFlexibilities* 

ReceiveDeviceUpdate = (ReceiveForecastUpdate | 

ReceiveFlexibilityUpdate). HomePortfolioOptimisation  

Operate = RealizePPlan. InformControlSignals  

HomePortfolioOptimisation = InHomeOptimiser. PublishP-plan.  

ProvideFlexibility = HandleFlexibilityRequest. 

HomePortfolioOptimisation 

 

Role: Aggregator  (AGR) 

Description: The role of the aggregator is to manage the flexibility produced by a local 

community of prosumers. 

Aggregators compete with each other to provide flexibility to other 

participants in the flexibility market (i.e. DSO, other aggregators) (see 

D1.6).  To do this, the aggregator participates in the following phases: 

- Plan: The plan phase starts when the aggregator collects P-plans for 

the prosumer it represents. Then the aggregator optimises its 

portfolio based on its client needs (i.e. maximizing the value of 

flexibility within its own portfolio). Notice that unlike the in-Home 

optimiser, the local aggregator typically represents multiple 

prosumers. These prosumers, being different socio-economical 

entities, the aggregator should compensate the use of their 

flexibility in an individual basis for each prosumer. The outcome of 

this is an A-plan that is the expected consumption profile during 

the day of delivery of the portfolio of prosumers of the aggregator. 

- Validate: The aggregator sends/updates a D-prognoses per 

congestion point to the DSO. The aggregator handles flexibility 

requests from the DSO entering into negotiations to provide 

flexibility from its portfolio.  

- Operate: The aggregator adheres to its D-prognoses and A-plans. 

To do this, the aggregator needs to monitor the P-plans of their 

prosumers, and if any change in the forecast is detected, it has to 

process the corresponding affected pre-gate closure PTUs in the 

plan phase (MAS2TERING does not model the process of dealing 

with changes that involve post-gate closure PTUs). 

In more detail, the aggregator: 

- Participates in the flexibility market as a provider of flexibility (i.e. 

making offers to modify its D-prognoses and/or A-plan) 

- Participates in the flexibility market as a buyer of flexibility (i.e. 

providing flex requests namely the amount of needed flexibility, 

price offered for that flexibility)  

- Enables a local flexibility market among its prosumer in which 

they can act as buyers/sellers of flexibility. They can get reductions 
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by doing community balancing (selling the local generation to 

another prosumer in the community for a price cheaper than not the 

external supply), or by sharing flexibilities such as storage. 

Activities: IdentifyChangesInDPrognoses, IdentifyChangesInAPlan 

Protocols: RegisterConnections, QueryCongestionPoints, SubscribePPlan, 

OptimiseInternalPortfolio, TradeFlexibilityForPortfolioOptimisation 

FlexibilityTradingAGRDSO 

Permissions: Read the P-Plan, Create the A-Plan 

Responsibilities: AGR = DayAheadInitialization. Plan  

DayAheadInitialization = RegisterConnections . QueryCongestionPoints 

|| SubscribePPlan* 

Plan = OptimiseInternalPortfolio. IdentifyChangesAPlan. 

TradeFlexibilityForPortfolioOptimisation.IdentifyChangesInDprognoses. 

[Validate] 

Validate = InformDPrognoses. FlexibilityTradingAGRDSO. 

IdentifyChangesAPlan.[Plan] 

 

Role: Distribution System Operator (DSO) 

Description: The DSO is responsible for the cost-effective distribution of electricity to 

end prosumers within statutory limits for the region of the distribution grid 

for which it is responsible (See D1.6). 

During the planning phase the DSO will publish the locations in the grid 

where overload may occur (i.e. based on its analysis of the trends in energy 

flows in its grids). After this, the DSO mainly participates in the validate 

phase, in which takes place the alignment AGR/DSO. In more detail, the 

DSO whether the demand and supply of energy can be distributed safely 

without any limitations based on the received D-prognoses from AGRs. If 

congestion is expected to occur, the DSO procures flexibility from AGRs to 

solve the grid capacity issues. 

Activities: ForecastNonAggregatorConnections,ComputeMissingPrognoses, 

GridSafetyAnalysis  

Protocols: RegisterLongTermCongestionPoints,RetrieveActiveAggregators, 

ReceiveDPrognoses,  FlexibilityTradingAGRDSO,  

Permissions: Create, read, update the distribution network data structure 

Responsibilities: DSO = DayAheadInitialization.Validate
ω
 

DayAheadInitialization = RegisterLongTermCongestionPoints. 

QueryActiveAggregators. ForecastNonAggregatorConnections 

Validate = ReceiveDPrognoses*. [ComputeMissingPrognoses]. 

GridSafetyAnalysis.[FlexibilityTradingAGRDSO] 

 

Role: Device 

Description: It represents all the energy-consuming and/or producing systems that can 

be actively controlled to provide flexibility (i.e. to shift, increase or 

decrease their energy consumption or production). It encapsulates the 

communication with the device in order to set up their actuators. 
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In more detail, it interacts: 

- With a CEMS that control their flexibility 

- With a prosumer that control its user settings 

Activities: SetActuatorValues, ComputeFlexibility 

Protocols: ReceiveControlSignals, ReceiveUserSettings, SubscribeForecast 

Permissions: Create, read and update the user settings 

Responsibilities: Device = (ServeSubscribeFlexibility. [UpdateFlexibility])
 ω

  ||   

SubscribeForecast  ||  (ReceiveControlSignals . [SetActuatorValues])
 

ω
||(ReceiveUserSettings. [UpdateFlexibility])

 ω 
||(ReceiveUpdateForecast. 

[UpdateFlexibility])
 ω

 

UpdateFlexibility = ComputeFlexibility. PublishFlexibility 

 

There are other roles, such as the role of the supplier or the ESCO, which can easily integrate into the 

MAS2TERING framework, but for which the Gaia model is not studied given the focus of the project. 

The role of the supplier is to source, supply, and invoice energy to its customers. Thus the supplier 

acts as the single contract point for access to the electricity market. It is also responsible for the 

reimbursement of the flexibility that prosumers have provided (See D1.6). However since the 

settlement phase is out of the scope of the technical solution of MAS2TERING, the supplier role is not 

included in the Gaia model.  

Regarding the Energy Service Company (ESCO) role, in MAS2TERING it is assumed that the ESCO 

will provide energy optimisation services to prosumers, so indeed the ESCO’s role will be performed 

by the CEMS.  

3.4.3 Interaction Model 

The interaction model defines the protocols listed in the roles model.  In particular, for each protocol 

the interaction model summarises by which role this protocol can be initiated (initiator roles), which 

are the roles that can respond to that protocol (receiver roles) and what are the allowed responding 

actions. The protocol definition describes the high-level purpose of the protocol, disregarding 

implementation details such as the sequence of messages exchanged. 

From the roles model we identify a total of 14 protocols. In the following, we provide a brief 

description and the interaction schemas for each of these protocols. 

  

Protocol InformControlSignals 

Initiator(s) CEMS 

Receiver(s) Controllable Device 

Purpose/ Parameters The CEMS communicates the control signals to the Controllable Device 

indicating which device behaviour is desired at which time.  
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Protocol SubscribePPlan 

Initiator(s) Aggregator 

Receiver(s) CEMS 

Purpose/ Parameters During day-ahead plan phase, the AGR needs to collect the P-plans from 

the Prosumers it represents in order to create its A-plan. In order to do 

this, the AGR subscribes to the P-plan of the CEMS. As a result of this 

subscription the AGR will attend to receive the first plan. This first P-plan 

may change even when entering into the operate phase and the CEMS will 

update the AGR every time this happens.  

 

Protocol SubscribeForecast 

Initiator(s) CEMS 

Receiver(s) Forecasting web service 

Purpose/ Parameters The CEMS subscribes to a forecaster to get updates for a specific forecast 

during some interval of time. The forecaster will send the forecasts to 

CEMS anytime it publishes a new forecast. 

 

Protocol RegisterConnections 

Initiator(s) Aggregator 

Receiver(s) Directory 

Purpose/ Parameters Publish to the directory the list of the Connections in which the 

Aggregator has contracted Prosumers.  

Protocol QueryCongestionPoints 

Initiator(s) Aggregator 

Receiver(s) Directory 

Purpose/ Parameters Retrieve a list of all registered Connections represented by this AGR, 

grouped by Congestion Point, in order to send D-prognoses to the 

responsible DSO. 

 

Protocol OptimiseInternalPortfolio  

Initiator(s) Aggregator 

Receiver(s) CEM (in behalf of Prosumer) 

Purpose/ Parameters A local community of prosumers is enabled by an AGR to collectively 

optimise energy flows inside the portfolio without considering grid 

constraints (i.e. only considering generation costs, balancing issues). More 

specifically, the AGR enables a local flexibility market among the 

members of its portfolio (i.e. Prosumers) and the optimisation is done 

based on negotiation with these prosumers (i.e. the CEMS receive 

flexibility requests) to exploit their available flexibility (e.g. by 

maximising the sharing of sustainable energy among its clients). The 

outcome of the optimisation is an agreed P-Plan for each prosumer and the 

corresponding aggregated A-plan for the aggregator.  

 

 

 



 

Deliverable D2.2   Version 1.0 

MAS2TERING Platform design document     February 2015 
68 

Protocol TradeFlexibilityForPortfolioOptimisation  

Initiator(s) Aggregator or other actors interested in acquiring flexibility (e.g. BRP) 

Receiver(s) Aggregator 

Purpose/ Parameters All AGR wait and handle flexibility requests from other AGR or the BRP 

and negotiates flexibility offers for its portfolio. Similarly the AGR can 

also communicate flexibility requests to other AGRs in order to buy 

flexibility to optimise the energy flows inside its portfolio. The AGR will 

need to propagate these flexibility request to its prosumers (CEMS) 

 

Protocol FlexibilityTradingAGRDSO 

Initiator(s) DSO 

Receiver(s) Aggregator 

Purpose/ Parameters If as outcome of the grid safety analysis it is detected that congestion will 

arise, the DSO starts the Yellow regime and the process of flexibility 

trading to solve the expected congestion. 

 

Protocol RegisterLongTermCongestionPoints  

Initiator(s) DSO 

Receiver(s) Directory 

Purpose/ Parameters Publish the Congestion Points, including their associated Connections, to 

the Directory, in order to make them available to the AGRs. 

 

Protocol QueryActiveAggregators  

Initiator(s) DSO 

Receiver(s) Directory 

Purpose/ Parameters The DSO receives the active AGR for the period being planned: for each 

Congestion Point it has registered, it receives the identity of each AGR (if 

any) plus the number of Connections that AGR represents. 

 

Protocol ReceiveDPrognoses 

Initiator(s) Aggregator 

Receiver(s) DSO 

Purpose/ Parameters This behaviour is running at DSO until the day-ahead gate closure passed 

or all D-prognoses for a congestion point are received.  

An AGR sends a D-prognoses for a congestion point. The DSO receives 

the D-prognoses, checks the message, after which it communicates if it is 

accepted or rejected. 

 

Protocol SubscribeFlexibility 

Initiator(s) CEMS 

Receiver(s) Controllable 

Purpose/ Parameters The CEMS subscribes to a controllable device to get informed of the 

available flexibility that the device can offer for the required interval of 

time. The controllable device will send updates to CEMS every time this 

flexibility changes.(i.e. as a result of a new forecast or new user settings). 
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3.4.4 Agent Model 

The agent model includes the agent classes that should be defined to play specific roles, and the 

number of instances of each agent class that are expected to be instantiated (c.f. Figure 24).  In the 

following table, we provide the Agent classes that will be available in the MAS platform for 

MAS2TERING. 

Agent  Description 

CEMS The Customer Energy Management System monitors, controls and 

optimises the flexibility of the prosumer. 

Aggregator The aggregator manages the flexibility produced by a portfolio of 

prosumers, and tries to provide flexibility to other participants in the 

flexibility market. It is an intermediate agent between the Prosumer and 

the DSO. 

DSO This class is responsible for the cost-effective distribution of electricity 

to end users within statutory limits for the region of the distribution grid 

for which it is responsible 

Device This class of agents represents the energy-consuming and/or producing 

systems in the grid.  

 

 

Figure 24: Agent model 

3.4.5 Service model 

The service model details the services provided by each agent class. The services are derived from the 

activities and protocols of the roles. For each service, four attributes must be specified, namely: the 

inputs, outputs, pre-conditions and post-conditions. They are easily driven from attributes such as 

protocol input, from the roles model and the interaction model.  

Indeed, activities like registration to the DF or querying for agents of specific types, are already 

defined in JADE framework by means of DF services, and are provided as function calls. The JADE 

framework automatically handles the relevant messages exchange between the agent and the DF and 

returns the outcome to the agent. The JADE developer should replace those by relevant activities that 

will be directly mapped to JADE method calls. 

In Object Oriented development terms, a service would correspond to a method; however, this does 

not mean that services are available for other agents in the same way that an object’s methods are 

available for another object to invoke. Rather, a service is simply a single, coherent block of activity in 



 

Deliverable D2.2   Version 1.0 

MAS2TERING Platform design document     February 2015 
70 

which an agent will engage. It should be clear that every activity identified at the analysis stage would 

correspond to a service, though not every service will correspond to an activity. 

CEMS 

Service Read and aggregate 

Device Plan 

Send P-plan plan Inform Control 

Signals 

Inputs Device flexibility P-plan User configuration 

Outputs P-plan P-plan Control signals 

Pre-condition Flexibility ready Prosumer Plan ready Device is ON, 

Confirmed plan by 

Aggregator 

Post-condition P-plan ready Prosumer Plan sent Device receives the 

control signals 

 

Aggregator  

Service Collect and aggregate 

Prosumer Plans 

Send Plan to DSO Send Plan to Prosumer 

Inputs P-plan Prosumer aggregated 

plans 

DSO response 

Outputs Aggregated plans Aggregated plans A-Plan accepted 

Pre-condition Plans received Plans aggregated P-Plan received and 

DSO response received  

Post-condition Plans aggregated Message including Plans 

sent 

A-Plan sent 

 

DSO  

Service Collect Aggregator Plans Validate aggregated plans and send prices 

Inputs D-Prognosis   D-Prognosis from Aggregators  

Outputs Aggregated D-Prognosis Acceptance or not of D-Prognosis and prices 

Pre-condition Plans received D-Prognosis received 

Post-condition Aggregated D-Prognosis Response sent 

 

Device 

Service Receive controls signals Send Flexibility 

Inputs Control signals - 

Outputs True or false Flexibility 

Pre-condition Device is available Device is available 

Post-condition Device applies received 

controls 

Flexibility sent 

 

3.4.6 Acquaintance model 

This model defines how agents are coupled. This model can be used for identifying potential 

communication bottlenecks that may arise at runtime. This model provides a high-level overview of 

the origins of bottlenecks, skipping low-level details that are less relevant at this stage of the design 

phase (e.g. details about the content of messages). 

 



 

Deliverable D2.2   Version 1.0 

MAS2TERING Platform design document     February 2015 
71 

 CEMS AGR DSO Device 

CEMS  X  X 

AGR X X X  

DSO  X   

Device X    

 

3.5 Matching platform requirements and solution 

In the following table, we present a traceability matrix, in which for each of the identified 

requirements for the management platform and the requirements from D2.1, we state how the current 

design of the MAS platform fulfils this requirement. 

Number Requirement MAS platform component that 

fulfils this requirement 

Details 

#41 Agents 

communication 

security 

Security component  The Security component 

implements encryption and 

authentication, which allow 

communicating securely.  

#38 Platform must be 

distributed 

Agent model component Using JADE as a base platform to 

run agents allow the distribution 

of the platform. 

#40 Agents addressing 

and identification 

Agent model component Agents in JADE have unique 

identifiers, and the yellow pages 

directory allows their localisation 

to communicate with them. 

#43 Agents 

communication 

with external 

components 

Utilities component: connectors 

sub-component 

The connectors in the Utilities 

component allow connecting with 

external software 

#48 Platform dynamic 

and holonic 

organization 

Agent model component The organisation of agents, and 

their behaviours in the Agent 

Model allow a holonic 

organisation of the agents. 

#151 Agents must be 

able to 

communicate and 

interchange 

messages 

including the 

flexibility and the 

prices. 

Communication protocols 

component 

Defining the Agents inside JADE 

allows them to communicate, 

whereas messages are defined 

based on the message ontology 

defined in D5.3.  

 #81 Platform actions 

recording for 

transparency 

among 

stakeholders 

Utility component: Logger sub-

model 

The Logging server fulfils this 

requirement by registering the 

actions. 
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#146 Local data 

protection 

mechanisms 

Security component The security component includes 

algorithms for encryption. 

#39 Agents hosting in 

platform instances 

Agent model component JADE platform allows hosting 

agents in platform instances 

#47 Platform dealing 

with simulated 

and real data 

Utility component: connectors 

sub-component 

Utils sub-component 

It is possible, using the 

connectors and file readers, to 

work with both simulation and 

real data 

#45 Platform security 

threats 

identification and 

warning 

Security component This component shall be able to 

detect security threats in the MAS 

platform 

#49 Platform 

scalability 

Agent model component It is possible to add agents to 

JADE platform dynamically, in a 

scalable manner 

#50 Platform hosting 

different socio 

economical 

entities securely 

Agent model component 

Security component 

Socio-economical agents are 

defined in the Agent model 

component, and run securely 

using the security component. 

Table 11: Traceability matrix 
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4 Conclusions 

This deliverable reports on the design specifications for the two main components of the 

MAS2TERING platform: the monitoring infrastructure and the multi-purpose grid management 

platform based on MAS.  

The monitoring infrastructure is required to collect data from the end users of the LV grid and 

provides them as input to the MAS for grid management duties. The two main monitoring devices are 

the smart meter and the Energy Box, which are deployed in the end user premises and provide data 

about the actual consumption, generation, and expected use of smart technologies, as illustrated in 

Figure 25:  

 

Figure 25: Monitoring infrastructure and data collection in the HAN 

 

The Energy Box receives data from the smart meter and the smart appliances and technologies in the 

HAN and communicates them to the MAS through a specific Device agent. This is responsible for 

monitoring and sending the monitored data to the cloud, and of invoking the Forecasting service for 

the definition of a consumption plan, which represents the expected consumption of the device based 

on the end user’s preferences. Once computed, the Device agent sends its plan to the CEMS Agent, 

which communicates with the Aggregator agent that in turn communicates with the DSO agent. The 

process is further detailed in the deployment schema. 
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Figure 26: Deployment schema 

 

Figure 26 illustrates the deployment schema for MAS2TERING platform, to be developed in the 

technical WPs of the project based on the requirements specified in the previous deliverable (D2.1), 

and the platform design provided in this deliverable. The schema can be summarised as follows:  

 At the home level: 

o The energy box hosts the CEMS and the Device agents, each representing a smart 

appliance/technology. 

o Device agents communicate among each other and with the CEMS using the Zigbee 

standardised communication.  

o The Device agent accesses the Forecasting web service through the access point 

(which provides internet access), and sends information about the expected use and 

the flexibility of the device it represents to the CEMS. 

o The Device agent sends monitored data (actual consumption and generation of the 

prosumer) to the historical data server.  

 The CEMS sends consumption plans to the Aggregator agent, which is hosted in the cloud.  

 After receiving the plans from the CEMS belonging to the end users of the local community, 

the Aggregator agent communicates with the DSO agent to validate these plans or ask for a 

modification.  

 The DSO agent sends a response to the Aggregator agent, which in turn sends the updated 

plans to the CEMS.   

 

All the agents will be deployed in a JADE platform, which allows communication based on different 

protocols (see D5.3) and considering security aspects in their connections (see D4.1 and 4.2).  



 

Deliverable D2.2   Version 1.0 

MAS2TERING Platform design document     February 2015 
75 

Annex A Monitoring HW infrastructure for DSOs awareness 

This Annex is focused on the monitoring infrastructure required to improve DSO’s awareness. As 

reported in Table 2 in the core document, enhanced LV grid monitoring may be required by DSOs to 

increase their knowledge on the status of the LV grid and take more informed decisions in terms of 

grid reinforcement or purchase of flexibility. In a smart grid context such decisions should be taken by 

DSOs on a regular basis, generally every 6 months – 1 year, based on historical consumption data 

provided by smart meter and additional monitoring devices, as described in this annex. Furthermore, 

this type of monitoring enables real-time management of the LV grid. This type of monitoring has 

been analysed separately from the core document since it involves DSOs only and is not required by 

the MAS optimisation.  

This Annex provides the grid monitoring layout and a brief description of sub-meters and power 

quality measurement devices that could be used to improve DSO’s awareness on the status of the LV 

grid. Then section A.3 introduces state estimation techniques which are used to provide values of 

current and voltage in all nodes of the LV grid based on measures on few nodes. These technics are 

applied to the real case of two of the Cardiff reference LV grids and used in an optimal placement 

algorithm (fully described in Annex B) to calculate number and position of additional monitoring 

devices to obtain specific levels of awareness. Finally, in section A.5 this information is used to carry 

out a cost-benefit analysis of the monitoring infrastructure. 

A.1 Types of monitoring for DSO’s awareness 

As mentioned in the core document, monitoring for DSO’s awareness may be required during the 

planning phase and during the operative phase for real-time management 

- Monitoring for DSO’s awareness (planning) 
 

The first type of grid monitoring is not related to grid control, but simply aims at increasing awareness 

and visibility of the DSO on the LV grid performances and quality of supply and making it decide 

whether a portion of the grid (i.e. a neighbourhood) is becoming a congestion point. Many DSOs still 

rely on reactive approaches based on customer complaints to identify systems deficiencies and 

technical problems at LV level. The situation is getting worse due to the increased penetration of 

DERs (and especially RES) and the expected increasing electricity demand due to penetration of 

electrical appliances (e.g. heat pumps and EVs) in future. By introducing power quality sensors (and in 

particular voltage sensors) and sub-metering devices in key nodes of the grid, the distribution 

companies would significantly improve their knowledge of the grid, locate and quantify problems 

more easily and enhance their services. In relation to MAS2TERING, this type of monitoring is 

considered fundamental to support the DSOs in procuring resources for congestion management prior 

to any optimisation. DSOs will possibly buy flexibility in local markets as a cheaper alternative to grid 

reinforcement and use it to manage congestions (e.g. reducing peaks, spreading loads, etc.). However, 

DSOs have no instruments at the moment to accurately evaluate the convenience of two scenarios, i.e. 

to estimate the amount of flexibility required to effectively manage grid congestions in the long-terms 

(e.g. during a following year) and then evaluate if it is more convenient to buy it on the market of 

directly reinforce the grid by increasing the size of transformers and cables. To this aim they can only 

rely on reactive approaches or on analysis based on the historical consumption data provided by smart 

meters in the end users premises. The granularity of this data (generally 30 minutes or 1 hour based on 
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the country) is often not enough to carry out accurate analysis. To monitor the occurrence of specific 

issues (like over-voltages due to intermittent local generation and temporary overloads that may 

significantly reduce the lifetime of cables) and their impact on the quality of the supply, higher time-

granularity is required. The deployment of additional sensors in the LV grid can increase the 

awareness of DSOs and help them take more informed decisions in terms of grid upgrade. 

Furthermore, monitored data can be recorded and then used by DSOs to localise technical problems, 

better plan maintenance activities and prevent outages with greater advance, thus reducing both 

maintenance and operational costs. Of course number and characteristic of the required monitoring 

devices is subject to a cost-benefit analysis.  

- Monitoring for DSO’s awareness (real-time management) 
 

The last type of monitoring uses real-time information provided by LV grid sub-meters and sensors to 

monitor the status of all the nodes of the grid on a real-time basis. The scope is to cope with 

emergency situations (e.g. unexpected over-voltages or current peak that could significantly reduce the 

life of grid assets), in which the DSO could be forced to operate load curtailment or other emergency 

measures. Although real-time management is considered as required for the proper and effective 

management of the LV smart grid, this will not be fully considered in MAS2TERING, since not 

closely related to the MAS. Real-time optimisation has been only partially added to the scope of 

MAS2TERING and will be eventually addressed in some of the UC2’s scenarios only from the point 

of view of technical viability and potential benefits.  

A.2 Monitoring layout and data for DSO’s awareness 

Figure 27 below reports the monitoring layout required to improve DSOs awareness on the LV grid. 

Some details about communication options supporting this layout are provided in section A.4. From 

Figure 27 the following monitoring devices can be identified: 

1) Smart meters for domestic and non-domestic grid user; 

2) Power quality sensors and sub-meters in key nodes of the LV grid; 
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Figure 27: Grid monitoring layout for DSO’s awareness 

In this case data provided by smart meters is not used for local management (as happens for the MAS 

optimisation), but is analysed as historical information to improve the knowledge of the DSO on the 

LV grid. 

 

Table 12: Data provided by domestic and non-domestic smart meters for DSO’s awareness 

Data (referred to the individual domestic 

user)
Details

Unit of 

measurement

Required for 

DSO'awareness
Sending interval 

Actual electricity consumption
Total active energy consumed by the user in a given 

period of time (Cumulative energy consumption up to 

the end of the interval)

kWh Yes 15 min

Actual electricity generation
Total active energy generated by the user in a given 

period of time (cumulative energy generation up to the 

end of the interval)

kWh Yes 15 min

Instantaneous rms voltage Instantaneous rms voltage at the end of the interval V Yes 15 min

Instantaneous rms current Instantaneous rms current at the end of the interval A Yes 15 min

Instantaneous active power Instantaneous active power at the end of the interval W Yes 15 min

Average active power over the interval Average active power during the monitored interval W Yes 15 min

Instantaneous reactive power Instantaneous reactive power at the end of the interval VAR Yes 15 min

Average reactive power over the interval Average reactive power during the monitored interval VAR Yes 15 min

House actual reactive energy consumption
Total reactive energy consumed by the end user in a 

given period of time (Cumulative energy consumption 

up to the end of the interval)

kVARh Yes 15 min

House actual reactive energy generation
Total reactive energy generated by the user in a given 

period of time (cumulative energy generation up to the 

end of the interval)

kVARh Yes 15 min

Instantaneous power factor Instantaneous power factor at the end of the interval - Yes 15 min

Instantaneous phase angle
Instantaneous (sine of the) phase angle at the end of the 

interval
- Yes 15 min

Energy tariff applied during interval
Cost of electricity (both withdrawn and injected), 

including eventual feed in tariffs 
€/kWh No 15 min

Domestic & non - domestic smart meter
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Table 12 reports the data measured by domestic and non-domestic smart meters and the expected 

sending interval. Information used to fill the table refers to the smart meters that are currently 

deployed in EU countries or will be soon deployed as part of the obligations related to the Third 

Energy Package [8]. More information about smart meter requirements has been already provided in 

section 2.2.2.1 of the core document. It is however expected that next generation smart meters will 

have additional capabilities in terms of monitored data and time-granularity. In fact, although actual 

meters have to measure both current and voltage to obtain the resulting power information (than then 

relates to consumption), in many cases voltage and current are not recorded nor visualised on the 

meter screen. 

Due to the poor time-granularity of data recorded by fiscal smart meters in end users’ premises, DSOs 

could install additional sub-meters in key nodes of the grid. These devices get the same information 

detailed in Table 12, but with the extra capability of higher sampling frequency (i.e. 1 measurement 

per second). This feature would imply the use of more advanced data concentrators in order to manage 

large amount of data and retrieve it to the energy operators or any other involved grid actors (allowed 

to manage the data). The number of nodes that require monitoring varies from grid to grid and mainly 

depends on the topology and geographical distribution of the grid. However there is no need to 

monitor all the nodes of the grid. In fact there are techniques that can be used to estimate values of 

voltage and current (and eventually other grid parameters) at each node of the grid based on the 

measurements done on few key nodes. Section A.3 will deal with these techniques more in detail. 

In addition to sub-meters, DSOs may need to monitor additional parameters to deal with power quality 

issues. The main standard for power quality is EN 50160, “Voltage characteristics of electricity 

supplied by public distribution systems”, that defines limits to be respected by the distribution network 

operators in the countries member of the CENELEC (i.e. the European Union plus some countries 

such as Norway and Switzerland). 

The main parameters included in EN 50160 are: 

 Frequency: Currently frequency is mainly measured at the high voltage level (transmission 

network) and controlled thanks to centralised generation (including from neighbouring 

countries through interconnectors) connected to the transmission network and with load 

shedding in extreme case. The number of frequency monitoring devices at the distribution 

network is still very limited.  

 Magnitude: This is the most important parameter for power quality. Under normal conditions 

voltages should not vary more than +/-10% compared to the reference voltage. 

 Waveform: It is mainly expressed with harmonic values. There are caused by power 

electronics. Today, the measurement of harmonic at the distribution level is quite limited and 

is not the main issue. 

Another value is reactive power that is directly linked to the power factor. It is important because it 

causes additional losses in the distribution and transmission network. 

Other grid parameters that could be measured in relation to power quality are: 
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1) Apparent power 
2) Active power 
3) Harmonics (U/I) 
4) Voltage imbalance 
5) Flicker (Pst,Plt) 
6) Update time 
7) Ripple control signal 

 

Monitoring devices that can measure most of these parameters are power quality measurement 

instruments, high-accuracy digital fault recorders (DFR) and the Phasor Measurement Units (PMU), 

which are briefly described in the following paragraph for completeness. As a matter of fact, although 

important from a power quality perspective, most of the above parameters are not really relevant at LV 

grid level. The most important parameters to be monitored at LV level are definitely voltages and 

currents, which must be always kept between statutory limits to avoid appliances malfunctions in 

domestic users’ premises and damages to grid assets. So far reactive power and harmonic content have 

not represented a significant problem at LV grid level, but could become relevant with the increasing 

penetration of DER (especially if intermittent RES) and smart technologies and appliances. Devices 

like PMUs, although very accurate in measuring currents and voltages are generally deployed at MV 

level or in some cases also in MV/LV substation, but to provide observability from the MV side. Their 

deep penetration in LV grids is unlikely in the next few years due to the too high CAPEX and the non-

required additional functionalities. 

In conclusion, at the moment fiscal meters and sub-meters to be installed in additional key nodes of 

the grid and able to record and send data with higher frequency would be sufficient to improve the 

knowledge of the DSO on the status of the LV grid on a more granular or real-time basis. Grid power 

quality monitoring devices, which are briefly described in the next section for completeness and for 

the functionalities they could have if installed in MV/LV substations, have not been considered for the 

cost-benefit analysis of section A.5. 

A.2.1 Grid power quality monitoring devices  

This section provides some information about power quality monitoring devices and in particular 

Power quality measurement instruments, high-accuracy digital fault recorders (DFR) and the Phasor 

Measurement Units (PMU).  

Power quality monitoring devices can be classified according to the physical values they measure, the 

accuracy for the different parameters (time, magnitude of voltage/current, accuracy of the magnitude, 

range for which the device can work) and IT capabilities linked to the hardware (storage, 

communication interface such as Ethernet or wireless, computation power) and software 

(programming capabilities, supported standards such as IEC 61850).   

8) Power quality measurement instrument:  

Power quality measurement instrument are designed to record power quality parameters such as 

voltage dips, flicker, and harmonic content. They often compute and record industry standard 

measures for power quality. Power Quality monitors are often set up for continuous recording at a 

relatively low sample rate. They may be configured to switch to a higher sampling rate when triggered 

to do so. 



 

Deliverable D2.2   Version 1.0 

MAS2TERING Platform design document     February 2015 
80 

9) High-accuracy digital fault recorder (DFR) : 

A digital fault recorder (DFR) is an IED that records information about power system disturbances. It 

is capable of storing data in a digital format when triggered by conditions detected on the power 

system. Harmonics, frequency, and voltage are examples of data captured by DFRs. 

10) Phasor Measurement Unit (PMU) 

PMU is a device that records phasor quantities and accurately references them to a standard time 

signal. PMUs are considered to be one of the most important measuring devices in the future of power 

systems. A PMU can be a dedicated device, or the PMU function can be incorporated into a protective 

relay or other device. 

Phasor Measurement Units are considered steady-state recording devices, which collect the system 

state information over a wide area. Depending upon the type of phenomena being analysed, higher 

sample rates may be required to capture the events and data of interest. 

Installation of a typical 10 Phasor PMU is a simple process. A phasor will be either a 3 phase voltage 

or a 3 phase current. As a consequence each phasor will require 3 separate electrical connections (one 

for each phase). Typically an electrical engineer designs the installation and interconnection of a PMU 

at a substation or at a generation plant. Substation personnel will bolt equipment rack to the floor of 

the substation following established seismic mounting requirements. Then the PMU along with a 

modem and other support equipment will be mounted on the equipment rack. They will also install the 

Global Positioning Satellite (GPS) antenna on the roof of the substation per manufacturer instructions. 

These devices may need current transformers and/or voltage transformer to be connected to the grid. 

Follows a simple multi-criteria analysis related to power quality devices. This is based on the criteria 

reported in the next tables and on the 6 devices illustrated in Figure 28.  

 

 

Standards 

1 - Classe A (IEC 61000-4-30) 

2 - EN 50160 

3 - IEC 61000-4-7 

4 - IEC 61000-4-15 (Flicker) 

Measured parameters 

1 - Voltage Average (min, max, average)  200 ms by step x to 15 min 

2 - Currents (average) 

3 – Frequency 

4 - Apparent power 

5 - Active power 

6 - Reactive powers 

7 - Power factor / Cos Phi 

8 - Harmonics (U/I) 

9 - Total Harmonic Distortion (THD/TDD) 

10 - Inter-harmonics (U/I) 

11 - Voltage imbalance 

https://en.wikipedia.org/wiki/Protective_relay
https://en.wikipedia.org/wiki/Protective_relay
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12 - Flicker (Pst,Plt) 

13 - Update Time (automatic)  

14 - Ripple control signal 

  

Online Remote 

measurement 

1 - U,I, cos Phi 

2 - Representation vector 

Characteristic 

1 - Number of input voltage (3) 

2 - Number of input current (3 isolated)  

3 - Ability to measure single phase 

4 - Connection to retrieve data (RS485 or Ethernet or USB or integrated modem) 

5 - Data storage (15 days with all EN50160 parameters) 

6 - Device configuration with the history of configurations 

7 - Information processing software (Viewer) and reporting 

8 - Frequency of sampling (10 kHz minimal) 

9 - Software to retrieve data (ability to plan calls/ability to recall the group failed calls) 

10 - Accuracy (0,1%) 

11 - Power supply (AC-230V/DC110V) 

Data Base 
1 - Primary key (vendor-independent, the device,…) 

2 - Data base SQL 

 

Updating the Firmware 1 - Free and updated remotely 

 

 (Enerdis)                                      ALPTEC2444d (Alpes technologies)                                   

 Rack 61000 (Dranetz)     INFORMA (Qualitrol)                        

SICAM Q100 (Siemens)                       PQI DA smart (a-eberle) 

Figure 28: Grid power quality monitoring devices for multi-criteria analysis 
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Alptec 2444d 4 0 Yes 120 B No Yes Yes 

MAP620 3 0 no 98 B+E+D No Yes Yes 

Serie encore 

61000 (without 

display) 

4(16)**  4(12)**  yes 

300 

B+E No Yes Yes 

SICAM Q100 4 0 no 730 F+E No Yes Yes 

INFORMA 4 (8)* 0 yes 10269 C No Yes Yes 

PQI DA SMART 4 0 no 365  A+B+E No Yes Yes 

Table 13: Results Multi-criteria analysis for grid power quality monitoring devices 

A: Unable to recall the failed group calls; B: Recall possible after manual selection; C: Possible to make 

calls grouped by filter; D: Necessity to stop data collection scheduler when device is accessed; E: 

Absence of a call log; F: Always connected, it is the device that provides the data 

 * Possible to have 4 additional Voltage Channels instead of 4 Current Channels (to specify when 

ordering) but impossible to measure with the same device in star and triangle mode. 

  ** This is a paid option.   

These devices could be effectively used to measure power quality parameters at LV grid level. They 

are particularly suitable for substations and non-domestic users (such as owners of large PV systems 

connected to the LV grid). However, range of price of these devices is between 2000 and 4000€, 

which makes their penetration on the LV grid very difficult. 

A.3 LV grid state estimation techniques 

Future distribution networks will require high level of awareness of the state of the LV grid in order to 

provide new solutions for smart monitoring and control, due to intermittent and decentralised RES and 

smart appliances. The measurements must be precise, reliable, and forward-looking, providing 

relevant information to grid operators from the analysis of the data in real-time through energy 

management software tools.  

 

Due to economic reason it would be too expensive to monitor every node of the MV grid, and 

therefore even less so at LV level. However a sufficient knowledge of the LV network state can be 

achieved from the monitoring of specific nodes using smart sub meters (SSM). Historical information 

about consumption and generation (the so-called "pseudo-measures"), derived from smart meters (SM) 

and/or predictions about the operating conditions of the LV-grid, can complement the measures 

actually available and help to estimate the state of the network through state estimation algorithms 

(Distribution System state Estimator, DSSE). 
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Figure 29: Overview of DSSE process (Adapted from “A Literature Review on Distribution 

System State Estimation”) 

 

Figure 29  shows a graphical overview of the main processes and information flows of DSSE. First, a 

topology processor verifies that the network parameters provided to the estimator are correct, ensuring 

that the network model is accurate and up to date. Next, observability analysis is establishes that 

sufficient measurement data is available for the DSSE. If the network, or parts of it, are not 

observable, estimated values of network inputs (often referred to as pseudo-measurements) need to be 

provided. DSSE uses the available measurement data to find a unique solution for the system state. 

Finally, bad data processing is used to identify and remove data affected by gross errors and noise, e.g. 

due to measurement or communication system failures [9]. 

 

DSSE is a prerequisite for any decision surrounding network monitoring and control activity, and can 

be performed using data provided by traditional monitoring devices (e.g. traditional meters), or by 

more advanced metering technologies supporting phasors measurement (Phasors Measurement Unit, 

PMU). In a typical measurement strategy (based on the use of units located in a wide geographical 

area) it is necessary to define the appropriate procedures to ensure the traceability of the results. The 

economics or security risks arising from any incorrect decisions make it essential to assess the quality 

of information provided by the measurement system. 

 

To meet this traceability requirement the monitored data must be reliable, continuously synchronised 

between the various sources of data, and updated accurately. The synchronization from different 

sources can be obtained in different ways: for advanced requirements, e.g. synchronization in the order 

of a few hundred nanoseconds, the most reliable systems are the satellite receivers (GPS); in the case 
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of less stringent specifications it can be convenient to rely on alternative solutions, such as those based 

on protocols synchronization (e.g. NTP, Network Time Protocol).  

 

The DSSE process introduced in this paragraph is used as part of the cost-benefit analysis to define 

number and optimal placement of additional sub-meters required to achieve a sufficient level of 

awareness. 

 

A.4 Communication options  

This section provides some information regarding communication options for sending data monitored 

by fiscal smart meters and additional sub-meters to the DSO to improve its awareness on the status of 

the grid. 

Data monitored by fiscal smart meters can be communicated to the DSO (or a metering operator or 

other utility based on the specific EU country) using several communication options, including Power 

Line Communication (PLC), low-power radio frequency (RF) solutions and cellular wide-area 

network (WAN) technologies. Among the three, PLC and WAN technologies represent the most used 

ones in EU countries. 

With WAN communication big concentrators/servers located at the DSO or utility premises retrieve 

data from smart meters located in large areas (e.g. a region or a point of offer in the wholesale market) 

using GSM/GPRS or other mobile network. Data is then processed for billing or other purposes.  

With PLC communication smaller concentrator located in the MV/LV substations retrieve the 

consumption data from the sub-meters which are directly supplied by that sub-station using the 

electricity power line. Then concentrated packages of data are sent to the concentrators/servers located 

at the DSO or utility premises for further processing using the GSM/GPRS or other mobile networks 

or other communication media (e.g. radio frequency). This approach is used for example in Italy and 

based on the ISO/IEC 14908-3 Standard. 

Both types of communication show advantages and disadvantages. The PLC is more reliable, since it 

not depends on the mobile network, and also more flexible, since overhead limitations are lower (and 

so are costs); at the same time the PLC communication may be distorted due to sudden variations in 

grid parameters (voltage, current, etc.) and associated transients, resulting in less accurate monitored 

data. On the contrary the WAN is more accurate, but also less reliable, since it depends on network 

availability. 

Disadvantages of both communication options are not very relevant when dealing with fiscal smart 

meters, where the data is recorded with HH or lower time granularity and it is not required to retrieve 

them with high frequency. The situation is different when dealing with sub-meters and other grid 

monitoring devices to enhance DSO’s awareness on the status of the grid. As mentioned in the 

introduction of this Annex, the DSO requires data with higher granularity (in order of 1 set of data per 

second or even higher) and requires data to be sent with high speed in case of real-time management 

of the grid.  

The sub-meters and other monitoring devices to be installed in key nodes of the grid could use the 

same communication architecture used by fiscal smart meters, but, according to the specific 
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application, could involve additional capital and operative costs. The next paragraphs provide an 

estimation of these costs for the two scenarios. 

 

A.5 Cost – benefit analysis of the monitoring infrastructure for 

DSO’s awareness 

This section aims at analysing the benefits and the costs deriving from the enhanced monitoring of the 

LV grid to support DSOs in the planning activities, but also for the management of the grid. To this 

aim, a cost-benefit analysis applied to 2 of the portions of the Cardiff reference grid described in 

section 2.1.1.1 has been carried out. 

It has been decided to differentiate this cost-benefit analysis with the one carried out for the 

monitoring for MAS optimisation in the core document for various reasons: first of all the monitoring 

for DSO’s awareness and the related costs only involve DSOs, for they benefit directly from the 

enhanced knowledge of the status of the LV grid; on the contrary, monitoring for MAS optimisation 

concerns all actors involved in the management and trade of flexibility; secondly, a real cost-benefit 

analysis can be only applied to the monitoring for DSO’s awareness, since that is the only case in 

which benefits would really depend on costs. As better described in the following paragraphs, some of 

the benefits deriving from an enhanced monitoring infrastructure for DSOs are proportional to the 

number of additional monitoring devices deployed on the LV grid.  

This analysis has only considered the implementation of additional sub-meters to be installed in key 

nodes of the LV grid. To define number of additional device required to achieve a certain level of 

knowledge of the status of the LV grid, an optimal placement algorithm based on the DSSE process 

introduced in section A.3 has been applied to the two references LV grid. Number of additional 

monitoring devices has been used to estimate CAPEX and OPEX associated with their deployment 

and operation. Finally costs have been related to benefits (only described in a qualitative way) to 

assess cost-optimal solutions based on monitoring requirements. 

A.5.1 Definition of benefits 

As mentioned earlier in the document, at the moment the DSOs do not have enough information to 

accurately identify congestion points, especially at LV level. Outages and low quality of supply are 

identified using a reactive approach, based on users’ complaints or periodic maintenance activities, or 

simply using the half-hourly consumption data provided by meters in the end users premises. 

At the moment congestions do not represent a severe issue for DSOs, but the situation is going to 

become more complex with the increasing penetration of DER and smart technologies that is expected 

in the next few years. In this sense the introduction of additional monitoring devices (like smart meters 

and PDUs) able to monitor grid parameters with higher frequency would allow DSOs to have a clearer 

idea of the status of the grid and to better plan reinforcement and maintenance activities. Although 

only partially within the scope of the project, the enhanced monitoring would also allow DSOs to 

operate real-time management of the grid. 

The data monitored with higher frequency would then be used as input to grid state estimation tools 

that provides values of current and voltage (and all relevant parameters) in all nodes of the analysed 
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grid. As mentioned in section A.3, to have a sufficiently accurate knowledge of the LV grid there is no 

need to monitor all the nodes of the grid. Of course the higher the number of nodes monitored, the 

higher the accuracy of the results of the analysis tool. This is why a cost-benefit analysis is particularly 

suitable for this type of monitoring.  

The enhanced knowledge of the grid would provide the following benefits to the DSO: 

1) Enhanced maintenance activities 

DSOs have to plan ordinary maintenance activities to deal with quality issues, normal wear of grid 

assets and customers’ complaints. The activities are generally planned as part of yearly programmes 

that involve different areas of the MV and LV grids. The possibility of knowing the grid status with 

higher space and time granularity would allow DSOs to identify with greater advance potential 

quality-related issues and prevent outages. This would result either in reduced costs for maintenance 

(with the possibility of targeting specific nodes or very small portion of the grid and thus avoiding 

having to find the source of the issues) and in the achievement of efficiency objectives. In this case the 

number of monitored nodes (and therefore the accuracy of the results) does not represent a key factor. 

The scope is simply to be able to have information about all nodes of the grid with very high time 

granularity to be able to analyse a wide variety of technical issues. 

2) Effective identification of congestion points (Monitoring & Targeting) 

According to USEF, a congestion point is a node of either the MV or LV grid that can experience 

issues related to the respect of statutory or physical limits of the grid in specific intervals of time and 

that may require the intervention of the local DSO. A node can become a congestion point as a 

consequence of increasing demand (due to extension of the grid or penetration of electrical smart 

technologies), increasing local generation or a combination of the two. Congestion issues in the LV 

grid include peaks, over and under-voltages, over and under-currents, unbalances between feeders, 

back-flow through the transformers due to local generation surplus and other quality-related issues. In 

MAS2TERING the congestion point coincides with the MV/LV substation, which supplies an 

individual portion of LV grid. The identification of congestion points is the first phase of the planning 

activities and will represent a key aspect for DSOs in future. By properly identifying congestion points 

DSOs will be able to target specific nodes of the grid and cope more efficiently and more rapidly with 

all related issues. At the moment DSOs can only rely on reactive approaches and on the historical HH 

data provided by end-users to evaluate if a node is already creating or will create problems in future. 

This information is enough to identify issues related to peak management and flow constraints, but not 

for issues related to intermittent RES management and local voltage control. In this sense more 

granular monitoring is required. Also in this case the accuracy of monitored parameters in all nodes of 

the grid is not particularly important. The effective identification of congestion points is considered a 

prerequisite for the subsequent decisions in terms of grid reinforcement or purchase of flexibility. 

3) Enhanced planning activities (replacement of grid assets)  

Grid assets such as cables and transformers must be replaced on a regular basis due to age and wear or 

following specific types of faults. Transformers, cables and all grid assets are designed to work at 

nominal conditions of current, voltage and all relevant physical parameters. If physical parameters are 

out of the range of acceptability (e.g. the current flowing in a cable is higher than the maximum 

acceptable value), even for a short period of time (in the order of milliseconds), the expected life of the 
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assets can be significantly reduced and this could lead to anticipated and unexpected faults. The actual 

grid is designed to be unidirectional and to cope with standard consumption patterns. Currently DSOs 

know quite well the status of their assets, since grid conditions are easily kept within the acceptability 

range.  With the advent of smart grids, the grid will host much more electrical loads and local sources 

of energy, making the local control of flows very difficult. With the actual monitoring infrastructure, 

DSOs will not be able to know if all physical parameters of the grid will be kept within limits in all 

nodes of the monitored grid and in turn will not be able to predict with the same accuracy the expected 

life-time of grid assets and properly plan replacements. In this case an enhanced monitoring would 

provide substantial benefits in reducing risk of outages and also reducing replacement costs.  The 

accuracy of the monitored grid parameters plays an important role, since the calculation of remaining 

life-time of assets is proportional to specific physical parameters. For example, the life-time of cables 

is mainly affected by the value of the current that is carried by the cable. Manufacturers of cables 

provide charts and formulas to calculate the reduction in life-time based on the expected remaining 

life-time of the cable, the value of current and the interval of time in which the current overcomes the 

maximum value. Even a very small difference in current may result in large reduction in life-time.  

4) Enhanced planning activities (reinforcement vs purchase of flexibility)  
 

Planning activities do not only involve replacement of grid assets due to wear and age. Assets can be 

replaced due to changes in grid conditions (i.e. total power flow) due to penetration of local sources of 

energy or increased electricity demand.  In this sense the DSOs may decide to reinforce the grid by 

replacing transformers and cables with units of higher size or may decide to buy flexibility from 

aggregators and other flexibility providers in local markets. The choice between the two options is 

based on costs; DSOs will opt for the purchase of flexibility only if the expected costs required for 

reinforcement are higher than the expected costs for flexibility in a given period of time. Such an 

analysis is complex and requires a very accurate knowledge of the grid. In particular, to accurately 

estimate the amount of flexibility or the size of assets required to cope with congestions, the DSO 

needs to understand the nature of the congestions and the expected consequences in all nodes of the 

grid. In this sense the half-hourly data currently provided by domestic and small-commercial users in 

the LV grid may not be enough. Congestions related to highly intermittent RES may require data with 

higher time-granularity. In this way the enhanced monitoring infrastructure proposed in section A.2 

would allow DSOs to reduce costs for grid upgrade (by either postponing the reinforcement or 

targeting specific assets that need to be replaced/upgraded). Accuracy of the data may be relevant in 

some cases. 

 
5) Continual performance validation 

 

The activities described in the previous point do not only involve the planning phase. In fact, with the 

proposed monitoring infrastructure, DSOs will be able to continuously monitor the performance of the 

grid and to validate the choices taken during the planning phase. Upgrade programmes could be 

modified based on the monitored data, thus iteratively reducing costs for DSOs. 

6) Real-time management of the grid  

As mentioned earlier in the document, real-time management is only partially within the scope of 

MAS2TERING, since use of the MAS developed in WP3 will be based on forecasted information and 

will not be able to cope with emergency situations. The scope of the MAS2TERING platform is to 
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plan use of flexibility with significant advance (no less than 15 minutes from the time of delivery) in 

order to prevent congestions and improve the performance of the grid. However it is apparent that the 

DSO will have to be able to manage the grid on a real-time and close-to-real-time basis (< 1 min) and 

operate curtailments during emergency situations and whenever flexibility is not enough to cope with 

congestions. To this aim the enhanced monitoring for DSO’s awareness proposed in this deliverable is 

fundamental. In this case accuracy of the monitored data and the sending interval play a fundamental 

role in ensuring a correct grid management. 

The following table summarises the benefits described above, providing details about the sources of 

revenues for DSOs and the importance of the accuracy of the monitored data. 

Benefit Source of revenue Importance of accurate 

data 

Enhanced maintenance 

activities 

1) Reduced costs for maintenance 
2) Reduced penalties for outages 

Not relevant 

Effective identification of 

congestion points 

1) Reduced costs for planning and 
reinforcement 

2) Reduced penalties for outages 

Relevant for specific 

congestion issues 

Enhanced planning 

activities (replacement) 

1) Reduced costs for replacements 
2) Reduced penalties for outages 

Highly relevant 

Enhanced planning 

activities 

(reinforcement) 

1) Reduced costs for reinforcement 
2) Reduced penalties for outages 

Relevant for specific 

congestion issues 

Continual performance 

validation 

1) Reduced costs for planning Relevant for specific 

congestion issues 

Real-time monitoring 1) Enabler to smart grid 
management 

2) Reduced penalties for outages 

Highly relevant 

Table 14: Summary table of benefits derived from the enhanced monitoring for DSO’s 

awareness 

 

A.5.2 Definition of costs 

Costs associated to the deployment of additional sub-meters in key nodes of the LV grid can be 

divided into CAPEX and OPEX and can be referred to the specific piece of equipment or to the global 

communication infrastructure or overall services. 

With reference to the specific piece of equipment, CAPEX includes costs for the physical monitoring 

devices and for their installation; OPEX includes maintenance costs (which can be also related to 

maintenance of communication services) and all other operational costs, which include data retrieval, 

data management, security aspects, etc. 
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Among the global costs, CAPEX includes costs for deploying the required communication 

infrastructure (either PLC or WAN) and to produce the DSSE tool; OPEX includes maintenance of the 

communication infrastructure and all other services. 

A.5.3 Applied cost-benefit analysis 

 

Some of the benefits reported in Table 14 are highly depended on the accuracy of the monitored data, 

which in turn depends on the number of additional sub-meters deployed in the LV grid. The higher 

accuracy required, the higher the number of monitoring devices; the higher the number of monitoring 

devices, the higher the costs, but also the potential benefits. To better evaluate the correspondence 

between accuracy, costs and benefits, a specific cost-benefit analysis has been carried out, taking as 

reference two of the 6 portions of the Cardiff grid: the “Bologna” LV grid and the “Isernia” one. The 

two LV grids present some differences. The “Bologna” grid is supplied by a transformer of greater 

size (500 kVA), but has a simple distribution (4 main feeders and 20 nodes which supply 184 

domestics users); the “Isernia grid” is supplied by a transformer of lower size (300 kVA), but has a 

more complex distribution (6 main feeders and 34 nodes which supply 110 domestic users). Together 

they provide a good representation of the LV distribution grid. Schematics and details of both grids are 

provided in Annex C.  

In order to estimate number of additional sub-meters to be installed in key nodes of the two grids, an 

optimal placement technique, based on the DSSE process introduced in section A.3 has been used. The 

method provides the minimum number and the position of monitoring devices that are required to 

achieve a certain level of accuracy as a result of a grid state estimation. Monitored data are input to the 

grid state estimation tool that provides values of current and voltage in all nodes of the analysed grid. 

Accuracy of the results depends on the number, but also the position of the sub-meters. The 

description of the method is reported in Annex B, which details the various phases of the procedure 

(including input and assumptions) and the complete results of the tests related to the “Bologna” and 

“Isernia” LV grids. 

Globally the following 6 scenarios have been considered for the tests: 

Scenario 

1 

Without PV 

Additional smart meters (Low accuracy – 40% error) 

2 Additional smart meters (Medium accuracy – 20% error) 

3 Additional smart meters (High accuracy – 10% error) 

4 

With PV 

Additional smart meters (Low accuracy – 40% error) 

5 Additional smart meters (Medium accuracy – 20% error) 

6 Additional smart meters (High accuracy – 10% error) 

Table 15:  Scenarios for cost-benefit analysis for DSOs’ awareness 

 

The scenarios are based on three levels of accuracy, which is expressed in terms of mean error of the 

results of the DSSE process. The three levels are 40% error (low accuracy), 20% error (medium 
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accuracy) and 10% error (high accuracy). These reference values have been chosen for the following 

reasons: 

- The 20% error is associated to the maximum acceptable overload of lines and transformers 

that, maintained for a short period of time (maximum few minutes), would not result in 

significant reduction in the life time of grid assets. (IEC 354-1991 for EUROPE, CANADA 

and Others and IEEE Std. C57.91-1995 for USA). As a consequence, the SMs configuration 

associated with this error represents the optimal configuration when the aim is to detect 

dangerous overloads.  

- The 10% error is associated with a scenario in which accuracy is important, for example when 

grid monitoring is required more detailed analysis; of course the higher the accuracy the 

higher the number of additional SMs required.  

- The 40% error is associated to a scenario in which accuracy is less important. This provides 

for a cheaper solution, but there is high probability of non-detected dangerous overloads. 

 

To take into account penetration of intermittent RES and evaluate how these could affect the accuracy 

of the results of the state estimation (and in turn the number of required monitoring devices) the 

analysis has also considered a set of scenarios with Photovoltaic plants located in two nodes of both 

reference LV grids.   

Scenario 

Number of additional sub-meters 

“Bologna” “Isernia” 

1 
Without 

PV 

 Low accuracy – 40% error 3 16 

2  Medium accuracy – 20% error 5 22 

3 High accuracy – 10% error 13 26 

4 
With 

PV 

Low accuracy – 40% error 5 17 

5 Medium accuracy – 20% error 9 23 

6 High accuracy – 10% error 16 26 

Table 16: Results of tests on “Bologna” and “Isernia” LV grids 

Table 16 reports, for each scenario, the number of additional monitoring devices required to reach the 

desired levels of accuracy, as resulting from the tests described in Annex B for the “Bologna” and 

“Isernia” LV grids. Other results, including the specific position of additional sub-meters within the 

grids, are provided in the final part of Annex B. 

Looking at the results, the following observations can be made: 

- Grids with simpler configurations require a lower number of additional sub-meters, 

independently on the size of the MV/LV transformer. 

- Presence of PV plants results in a significant increase of required sub-meters only in 

grids with simpler configurations. Grids with more complex configurations are more 

able to compensate intermittent generation. 

 

The number of additional monitoring devices has been used as input for the estimation of both capital 

and operative costs of the monitoring infrastructures. Table 17 and Table 18 contains estimated ranges 

of costs associated with the implementation of the additional monitoring infrastructures in the 
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“Bologna” and “Isernia” reference LV grids (without and with PV) respectively. When possible, 

estimations of costs have been provided directly by the MAS2TERING partners based on their field of 

expertise; when not possible, these have been obtained from manufacturers of monitoring devices and 

from literature. Besides the aforementioned accuracy scenarios costs have been also divided according 

to the type of communication architecture used. This because the choice of the specific communication 

media affects significantly both OPEX and CAPEX, as briefly mentioned in section A.4. 

 

Table 17: Costs for the “Bologna” LV grid 

 

Table 18: Costs for the “Isernia” LV grid  

From the tables it can be noted that there is a very high difference between the minimum a maximum 

values of most cost ranges. The reason is that in many cases both CAPEX and OPEX depend on 

specific grid and communication configurations or on monitoring requirements. To better clarify this 

point the following observations can be made: 

- Costs for the installation of additional smart meters / sub meters in key nodes of the 

grid ranges between 500 € and 9000 € based on the configuration of the LV grid. For 

instance, in Italy costs are very low, since the LV distribution grid is often provided 

with accessible distribution cabin over the ground which can be used to install 

monitoring devices. In UK such distribution cabins do not exist and all cables are 

located under the ground. The installation of sub-meters would therefore require 

digging activities which would result in higher costs.   

 

- Operational costs related to data retrieval may vary significantly based on the 

monitoring requirements. In fact, if the additional monitoring is to be used for real -

time management of the grid, data must be provided to the DSO with very high 

Total CAPEX (€)
Total OPEX 

(€/year)
Total CAPEX (€)

Total OPEX 

(€/year)

1 Low accuracy 40% 6500 ÷ 41700 1490 ÷ 5210 5800 ÷ 39900 2990 ÷ 11210

2 Medium accuracy 20% 8300 ÷ 61500 2150 ÷ 7350 7600 ÷ 59700 4650 ÷ 17350

3 High accuracy 10% 15500 ÷ 140700 4790 ÷ 15910 14800 ÷ 138900 11290 ÷ 41910

4 Low accuracy 40% 8300 ÷ 61300 2150 ÷ 7350 7600 ÷ 59500 4650 ÷ 17350

5 Medium accuracy 20% 11900 ÷ 100900 3470 ÷ 11630 11200 ÷ 99100 7970 ÷ 29630

6 High accuracy 10% 18200 ÷ 170200 5780 ÷ 19120 17500 ÷ 168400 13780 ÷ 51120

Without 

PV

With PV

Scenario - "Bologna LV grid" Error

PLC Communication WAN communication

Total CAPEX (€)
Total OPEX 

(€/year)
Total CAPEX (€)

Total OPEX 

(€/year)

1 Low accuracy 40% 18200 ÷ 170400 5780 ÷ 19120 17500 ÷ 168600 13780 ÷ 51120

2 Medium accuracy 20% 23600 ÷ 229800 7760 ÷ 25540 22900 ÷ 228000 18760 ÷ 69540

3 High accuracy 10% 27200 ÷ 269400 9080 ÷ 29820 26500 ÷ 267600 22080 ÷ 81820

4 Low accuracy 40% 19100 ÷ 180100 6110 ÷ 20190 18400 ÷ 178300 14610 ÷ 54190

5 Medium accuracy 20% 24500 ÷ 239500 8090 ÷ 26610 23800 ÷ 237700 19590 ÷ 72610

6 High accuracy 10% 27200 ÷ 269200 9080 ÷ 29820 26500 ÷ 267400 22080 ÷ 81820

Without 

PV

With PV

Scenario - "Isernia LV grid" Error

PLC Communication WAN communication
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frequency (sending interval < 1 sec), which results in very high costs. On the contrary, 

if the aim is to use data to increase DSO’s awareness during planning activities, 

sending frequency is not an issue (i.e. data can be recorded every second, but then can 

be sent to the DSO once a day) and costs are lower. 

 

Finally, costs related to each level of accuracy have been associated with the benefits described in 

Table 14 to produce the following table, which shows the cost-optimal grid monitoring solution 

according to the specific service for which the DSO wants to achieve some benefits. The table also 

includes an indication of the order of costs associated with the specific service, based on the ranges 

provided in the previous tables. 

 

Table 19: Cost-optimal solutions for DSO’s services (L=Costs close to minimum value of the 

range; H=Costs close to the maximum value of the range; V= Costs very variable within the 

range) 

As seen in Table 19, for reinforcement and continual monitoring low accuracy solutions can be used, 

with costs (and especially OPEX) closer to the lower values of the range, since both services do not 

require data to be sent to the DSO with high frequency. For the same reason, costs associated with the 

identification of congestion points are closer to the minimum value of the range; however, due to the 

nature of some congestion issues, in this case medium accuracy is required. Also grid maintenance and 

faults management require medium accuracy to make sure all dangerous overloads are detected; costs 

associated to these services are variable within the range and based on the specific topology of the 

grid, age of assets, faults history, etc. Finally real-time management requires high accuracy due to the 

nature or all management issues and also requires data to be sent with very high frequency. This 

results in very high CAPEX to enhance the communication and additional OPEX due to the huge 

amount of data to be exchanged and processed. 

Grid 

Maintenance

Faults 

manag. and 

replacement

Reinforc.

Identification 

of congestion 

points

Real-time 

man.

Continual 

monitoring

1 Low accuracy 40% L L

2 Medium accuracy 20% V V L

3 High accuracy 10% H

4 Low accuracy 40% V L

5 Medium accuracy 20% V L L

6 High accuracy 10% H

With PV

Cost-optimal solution

Scenario Error

Without 

PV
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Annex B Methodology for optimal placement of LV grid 

monitoring devices  

This Annex defines a methodology to find the optimal placement for non-fiscal Smart Sub-Meters 

(SSM) in key nodes (busbars) of the LV distribution grid to reach an acceptable level of accuracy for 

electrical grid state estimation. The method used is derived from the works [10], [11] and [12] to 

implement state estimation techniques, while for optimal placement, the papers [13] and [14] have 

been useful. Scope of the method is to provide accurate values of voltage and current in all nodes of 

the LV grid based on historical HH consumption data (pseudo-measures) measured by fiscal SMs in 

prosumers’ premises and more granular (1 second) consumption data provided by additional non-fiscal 

SSM to be installed in key nodes of the LV grid. The results of the method provide number and 

optimal placement for these additional SSM based on the targeted level of accuracy. 

B.1 Inputs 

The method is here applied to two representative LV distribution grids with radial configuration and 

penetration of RES, namely “Bologna” and “Isernia”, which are described later in this Annex. Each 

grid consists of several nodes/busbars to which end users are connected. In the tests, the rated power 

for each electrical busbar during a typical day has been modulated based on the representative 

consumption trend reported in Figure 30 for domestic users (Provided by an UK DSO), number of 

users connected to the specific busbar and capacity of the feeders: 

 

 

Figure 30: Domestic load profile behaviour 

 

B.1.1 Residential Smart Meter (SM) data  

Each consumption profile consists of 48 (one for each half hour) load levels in a day. The measures of 

these 48 load levels are provided by fiscal smart meters belonging to the customers of the grid 

connected to each busbar. These measures are assumed available with following error: 
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 2% for Smart meter (active and reactive load or production)  

 

The loads between two subsequent time steps (pseudo-measures) are statistically distributed based on 

a normal distribution with the following mean and standard deviation: 

 f  = load rated power; 

  
x = 0.02; 

Therefore, these 48 unique measurements have become inputs of the simulations, whereby a 2% error 

is considered (active and reactive power consumption and generation). The loads between two 

subsequent time-steps (30 min.), are statistically distributed with a normal distribution characterised 

by the following mean value and standard deviation: 

-  = Load rated power; 

-  = 0.02; 

 

B.1.2   Additional Smart Sub Meters (SSM) data 

Residential smart meters sending information every 30 minutes are not enough to estimate the real-

time state of whole LV network under study, therefore real-time state estimation of a LV-grid requires 

additional SubMs. Non-fiscal SSMs, to be optimally- placed in key nodes/busbars of the LV grid, are 

assumed to provide data with a smaller time-step (1 second) and with the same error of the fiscal 

domestic meters. 

 

B.1.3 Electrical grid models 

To carry out the tests the two electrical LV grid models reported in Figure 31 and Figure 32 have been 

used. These have been produced based on the following information: 

1. Electrical schematic (nodes/feeders connection);  

2. Feeder resistance [Ω/km]; 

3. Feeder reactance [Ω/km]; 

4. Feeder rated ampere [A]: 

5. Feeder length [m]. 

 

Details of grid electrical parameters are provided in Annex C. 

f

x
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As mentioned earlier, input load in each bus for each time step has been modulated by a coefficient (

jC ) derived by the curve shown in fig.1. For instance, if the line connecting the bus has a limit of 
lI

=175,0 A and jC = 0.8, then the load is: 

jlli CIVP cos3 ; 

;sin3 jlli CIVQ   

where: 

iP , 
iQ : active and reactive power of the load connected to the line l ; 

iV , 
iI : voltage (400 V) and current limit the line l ; 

 : angle between voltage and current (fixed at 28.85°, cos =0.9); 

 

The grid called "Bologna" is supplied by a MV/LV transformer with rated power of 500 kVA, while 

the grid called "Isernia" relies on a 300 KVA one; 

The two LV grids present some differences. The “Bologna” grid is supplied by a transformer with 

greater size, but has a simple distribution (4 main feeders and 20 busbars); the “Isernia grid” is 

supplied by a transformer of lower size, but has a more complex distribution (6 main feeders and 34 

busbars). Together they provide a good representation of a LV distribution grid. 

 

In addition, for each reference grid two scenarios have been considered: 

- A scenarios without RES penetration; 

 

- A scenario with RES penetration, represented by 2 photovoltaic (PV) power plants 

(
nP = 250 kWp for "Bologna" and 150 kWp for "Isernia")  

 

It must be noted that the size of the PV plants has been exaggerated to provide more conservative 

results. Also it must be noted that the PV plants have been located in 2 nodes of the grid, but could 

have also been distributed in the area supplied by such nodes without significantly affecting the results 

of the tests. The PVs are assumed to generate power with cos =1; 
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Figure 31: radial grid “Bologna” - physically connected to the MV network through a 

transformer with a rated power of 500 kVA 

 

 

Figure 32: radial grid called “Isernia” - MV network-connected by a transformer of 300 kVA 
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B.2 Methodology 

To find the optimal placement of additional SSMs in the LV grid based on the desired accuracy a V-

DSSE, (Voltage Distribution System State Estimation) state estimation procedure has been 

implemented. In the model the busbar voltages are written in polar coordinates: 

 

 nslacknslack VVVX  ,.....,,....,, 22                                                                           (1) 

 

slackV , 
slack  are fixed values (at 1 pu and 0 respectively). The measures  mZZZ ....,1  are composed 

by measures obtained from SSMs distributed in the system and pseudo-measures given by historical 

data. The relation between measures and state variables is the following: 

 

eXhZ  )(                          (2) 

 

where )(Xh is the vector of nonlinear functions that relates state with measures and e  is the vector of 

measure errors composed by gaussian independent variables with zero mean and covariance matrix 

 22

1,.... zMzz diag   (where zj is the standard deviation of measure j ). The standard deviation 

of measures provided by additional SSMs is much smaller than that of the pseudo-measures.  

The state estimation is found by minimizing the sum of least squares: 

 

          XhZWXhZXhzXJ
T

ii

M

i i
x

 

2

1
min         (3) 

where 



1

z

W is the matrix of weights.  

The solution is obtained using an iterative Gauss-Newton method. For each iteration n  the correction 

of estimated state variables is computed by the following equation:  

 

 
1 nn XXX  with   1

1)( 

  n

TT XhZWHWHHX        (4) 
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Figure 33: example of Monte Carlo generation 

 

To simulate the possible variability of the load between two subsequent time steps in a given busbar, a 

Montecarlo procedure is used. Figure 33 shows an example of load levels distribution obtained using 

the Montecarlo method. The parameters of normal distribution, used to generate the random 

population, are those presented earlier in the document ( f  and x
).  State estimations are carried out 

for each time step in a given day, which results in 10000 load level estimations between two 

subsequent time steps and a total of 480000 load level estimations during the day for each individual 

non-fiscal SSMs configuration. 

The described state estimation procedure provides values of voltage (angle and magnitude) and active 

and reactive power injections in all nodes of the grid for a given SSMs configuration, based on the 

pseudo-measures and the values of active and reactive power measured by additional SSMs in that 

given configuration. The procedure also computes the errors associated with these parameters, which 

also provide the accuracy of state estimation. Errors for all busbars are averaged for the whole grid; 

Each SSMs configuration for a given day can be therefore associated with a mean and a variance of 

the errors computed in the nodes of the grid. Mean and variance are calculated through the following 

equations: 
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where : 

E :  mean of state estimation error for a stated SSMs configuration; 

E : standard deviation of state estimation error for a stated SSMs configuration; 

bus
N

: numer of busbars; 

ts
N

: number of time-step in a day (48 half hours); 

 
pmsmij ffffX .......,....... 11 : state estimated using the sm  measure of SSMs (in number) placed in 

the particular busbars and using pm pseudo-measures; 

 misNtotij ffX _1....... : state estimated using all measures given by SSMs fictitiously placed in all 

busbars; 

smf
: measures performed by SSMs; 

pmf
:measures performed by pseudo-measures; 

 

To evaluate optimal placement of SMs in the grid the following process is used: 

- The state estimation procedure is executed considering SSMs installed in all busbars (m) of 

the grid, which result in the lowest achievable mean error;  

- The state estimation procedure is then applied to all combinations of SSMs configurations 

considering SSMs installed in m-1 busbars. The configuration which results in the lowest 

mean error represents the optimal placement in the m-1 conditions 

- The state estimation procedure is then applied to all combinations of S SMs configurations 

considering SSMs installed in m-2 busbars. The optimal configuration in m-1 conditions is 

used as starting point to generate the m-2 combinations. The configuration which results in the 

lowest mean error represents the optimal placement in the m-2 conditions 

- The process is repeated by progressively reducing the number of monitored busbars.  
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B.3 Tests and results 

The procedure has been applied to both the “Bologna” and “Isernia” LV grids and for both scenarios 

(with PV and without PV). Results are reported in the following tables, which includes values of mean 

and variance of the state estimation errors associated to specific SSMs configurations. Based on the 

targeted accuracy (or level of error), the tables provide the number of busbars that must be monitored 

using additional non-fiscal SSMs and their location in the grid. 

Bologna Grid without PV 

Position of SSMs (busbars) 
E  E  

All busses  0.0027 0.0193 

All busses without  [19] 0.0402 0.0313 

All busses without  [19,18] 0.0613 0.0370 

All busses without  [19,18,16] 0.0789 0.0399 

All busses without  [19,18,16,15] 0.0871 0.0387 

All busses without  [19,18,16,15,13] 0.0952 0.0377 

All busses without  [19,18,16,15,13,9]  0.1051 0.0393 

All busses without  [19,18,16,15,13,9,6] 0.1154 0.0403 

All busses without  [19,18,16,15,13,9,6,1]  0.1135 0.0383 

All busses without  [19,18,16,15,13,9,6,1,2]  0.1383 0.0433 

All busses without  [19,18,16,15,13,9,6,1,3]  0.1364 0.0412 

All busses without  [19,18,16,15,13,9,6,1,4] 0.2646 0.2273 

All busses without  [19,18,16,15,13,9,6,1,5]  0.2313 0.2313 

All busses without  [19,18,16,15,13,9,6,1,7]  0.1208 0.0401 

All busses without  [19,18,16,15,13,9,6,1,8]  0.1280 0.0425 

All busses without  [19,18,16,15,13,9,6,1,10] 0.1247 0.0394 

All busses without  [19,18,16,15,13,9,6,1,11]  0.1246 0.0417 

All busses without  [19,18,16,15,13,9,6,1,12]  0.2697 0.2322 

All busses without  [19,18,16,15,13,9,6,1,14]  0.1248 0.0416 

All busses without  [19,18,16,15,13,9,6,1,17] 0.1250 0.0402 

All busses without  [19,18,16,15,13,9,6,1,20]  0.2659 0.2307 

All busses without  [19,18,16,15,13,9,6,1,7]  0.1197 0.0410 

All busses without  [19,18,16,15,13,9,6,1,7,8]  0.1337 0.0428 

All busses without  [19,18,16,15,13,9,6,1,7,14] 0.1308 0.0433 

All busses without  [19,18,16,15,13,9,6,1,7,17]  0.1300 0.0411 

All busses without  [19,18,16,15,13,9,6,1,7,17,8]  0.1348 0.0451 

All busses without  [19,18,16,15,13,9,6,1,7,17,14]  0.1314 0.0438 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8] 0.1449 0.0465 
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All busses without  [19,18,16,15,13,9,6,1,7,17,14,8]  0.1532 0.0465 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8,2]  0.1782 0.0492 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8,2,3]  0.2046 0.0461 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8,2,11]  0.1864 0.0492 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8,2,11,3]  0.2115 0.0457 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8,2,11,5]  0.3365 0.2213 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8,2,11,10] 0.1927 0.0489 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8,2,11,10,20]  0.3731 0.2139 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8,2,11,10,12]  0.3683 0.2080 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8,2,11,10,5] 0.3718 0.2122 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8,2,11,10,4]  0.3704 0.2091 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8,2,11,10,3]  0.2479 0.0470 

All busses without  [19,18,16,15,13,9,6,1,7,17,14,8,2,11,10,3,12]  0.4001 0.2088 

[4,5] 0.4985 0.2310 

[4] 0.5674 0.2305 

[5] 0.5699 0.2280 

 

 

Bologna Grid with PV 

Position of SMs (busbars) 
E  E  

All busses  0.0028 0.0171 

All busses without  [19] 0.0408 0.0325 

All busses without  [19,18] 0.0626 0.0374 

All busses without  [19,18,16] 0.1252 0.1020 

All busses without  [19,18,16,15] 0.1396 0.0954 

All busses without  [19,18,16,15,13] 0.1495 0.0858 

All busses without  [19,18,16,15,13,9] 0.1614 0.0878 

All busses without  [19,18,16,15,13,9,6]  0.1662 0.0837 

All busses without  [19,18,16,15,13,9,6,1]  0.1670 0.0841 

All busses without  [19,18,16,15,13,9,6,1,2]  0.2355 0.1230 

All busses without  [19,18,16,15,13,9,6,1,3]  0.2105 0.1244 

All busses without  [19,18,16,15,13,9,6,1,4]  0.3342 0.2301 

All busses without  [19,18,16,15,13,9,6,1,5]  0.3306 0.2312 

All busses without  [19,18,16,15,13,9,6,1,7]  0.1724 0.0831 

All busses without  [19,18,16,15,13,9,6,1,8]  0.1786 0.0825 

All busses without  [19,18,16,15,13,9,6,1,10]  0.2655 0.1705 
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All busses without  [19,18,16,15,13,9,6,1,11]  0.2688 0.1745 

All busses without  [19,18,16,15,13,9,6,1,12]  0.3353 0.2304 

All busses without  [19,18,16,15,13,9,6,1,14]  0.1790 0.0794 

All busses without  [19,18,16,15,13,9,6,1,17] 0.1759 0.0828 

All busses without  [19,18,16,15,13,9,6,1,20]  0.3354 0.2305 

All busses without  [19,18,16,15,13,9,6,1,7]  0.1724 0.0831 

All busses without  [19,18,16,15,13,9,6,1,7,8]  0.1836 0.0821 

All busses without  [19,18,16,15,13,9,6,1,7,14] 0.1841 0.0764 

All busses without  [19,18,16,15,13,9,6,1,7,17]  0.1796 0.0794 

All busses without  [19,18,16,15,13,9,6,1,7,17,8]  0.1915 0.0813 

All busses without  [19,18,16,15,13,9,6,1,7,17,14]  0.1930 0.0750 

[2,3,4,5,10,11,12,20] 0.2051 0.0759 

[2,3,4,5,11,12,20] 0.2925 0.1600 

[2,3,4,5,12,20] 0.3805 0.2019 

[2,4,5,12,20] 0.3934 0.1966 

[2,4,5,12] 0.5019 0.2252 

[2,4,5] 0.5281 0.2240 

[4,5] 0.5358 0.2226 

[4] 0.6046 0.2257 

[5] 0.6060 0.2198 

 

Isernia Grid without PV 

Position of SMs (busbars) 
E  E  

All busses 0.0020 0.0030 

All busses without [13] 0.0736 0.0861 

All busses without [13,9] 0.0946 0.0809 

All busses without [13,9,25] 0.1057 0.0811 

All busses without [13,9,25,31] 0.1129 0.0783 

All busses without [13,9,25,31,29] 0.1192 0.0775 

All busses without [13,9,25,31,29,34] 0.1267 0.0735 

All busses without [13,9,25,31,29,34,33]  0.1343 0.0753 

All busses without [13,9,25,31,29,34,33,27]  0.1397 0.0736 

All busses without [13,9,25,31,29,34,33,27,20]  0.1674 0.0808 

All busses without [13,9,25,31,29,34,33,27,20,16]  0.1866 0.0758 

All busses without [13,9,25,31,29,34,33,27,20,16,10]  0.2077 0.0859 

All busses without [13,9,25,31,29,34,33,27,20,16,12]  0.2096 0.0898 

All busses without [13,9,25,31,29,34,33,27,20,16,19]  0.2246 0.0950 
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All busses without [13,9,25,31,29,34,33,27,20,16,28]  0.1999 0.0776 

[2,3,4,5,6,7,8,10,11,12,14,15,17,18,19,21,22,23,24,26,30,32]  0.2001 0.0762 

[3,4,5,6,7,8,10,11,12,14,15,17,18,19,21,22,23,24,26,30,32]  0.2279 0.0880 

[3,4,5,6,7,8,10,11,12,14,15,17,18,19,21,22,23,24,30,32]  0.3459 0.1813 

[3,4,5,6,7,8,10,11,12,14,15,17,18,19,22,23,24,26,30,32]  0.3460 0.1926 

[4,5,6,7,8,10,11,12,14,15,17,18,19,21,22,23,24,26,30,32] 0.2507 0.0951 

[4,5,7,8,10,11,12,14,15,17,18,19,21,22,23,24,26,30,32]  0.2988 0.1184 

[4,5,7,8,10,11,14,15,17,18,19,21,22,23,24,26,30,32]  0.3235 0.1207 

[4,5,7,8,11,14,15,17,18,19,21,22,23,24,26,30,32]  0.3496 0.1301 

[4,5,7,8,11,14,15,17,18,19,21,23,24,26,30,32]  0.4196 0.1651 

 

Isernia Grid with PV 

Position of SMs (busbars) 
E  E  

All busses 0.000593 0.0011 

All busses without [13] 0.0343 0.0286 

All busses without [13,9] 0.0540 0.0346 

All busses without [13,9,25] 0.0629 0.0320 

All busses without [13,9,25,31] 0.0700 0.0340 

All busses without [13,9,25,31,29] 0.0765 0.0316 

All busses without [13,9,25,31,29,34] 0.0878 0.0344 

All busses without [13,9,25,31,29,34,33]  0.0946 0.0354 

All busses without [13,9,25,31,29,34,33,27]  0.1001 0.0350 

All busses without [13,9,25,31,29,34,33,27,20]  0.1449 0.0576 

All busses without [13,9,25,31,29,34,33,27,20,16]  0.1729 0.0601 

All busses without [13,9,25,31,29,34,33,27,20,16,10]  0.1897 0.0617 

All busses without [13,9,25,31,29,34,33,27,20,16,12]  0.1896 0.0617 

All busses without [13,9,25,31,29,34,33,27,20,16,19]  0.2072 0.0912 

[2,4,5,6,7,8,11,12,14,15,17,18,19,21,22,23,24,26,28,30,32]  0.2621 0.1306 

[4,5,6,7,8,11,12,14,15,17,18,19,21,22,23,24,26,28,30,32]  0.3256 0.1429 

[4,5,7,8,11,12,14,15,17,18,19,21,22,23,24,26,28,30,32]  0.3675 0.1517 

[4,5,7,8,11,14,15,17,18,19,21,22,23,24,26,28,30,32]  0.3882 0.1529 

[4,5,7,8,11,14,15,17,18,19,21,22,23,24,26,30,32] 0.4153 0.1674 

 

In the tables above three levels of accuracy and related SSMs configurations have been highlighted, 

which correspond to 10%, 20% and 40% state estimation error. These reference values have been 

chosen for the following reasons: 
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- The 20% error is associated to the maximum acceptable overload of lines and transformers 

that, maintained for a short period of time (maximum few minutes), would not result in 

significant reduction in the life time of grid assets. (IEC 354 -1991 for EUROPE, CANADA 

and Others and IEEE Std. C57.91-1995 for USA). As a consequence, the SMs configuration 

associated with this error represents the optimal configuration when the aim is to detect 

overloads.  

- The 10% error is associated with a scenario in which accuracy is important, for example when 

grid monitoring is required for real-time management; of course the higher the accuracy the 

higher the number of additional SSMs required. 

- The 40% error is associated to a scenario in which accuracy is less important . This provides 

for a cheaper solution, but there is high probability of non-detected overloads. 

 

Results of the tests for the two LV grid and for each scenario are summarised below: 

 

 

 

 

 

 

Additional SSM position for 

estimation error of 10% 

Additional SSM 

position for estimation 

error of 20% 

Additional SSM 

position for estimation 

error of 40% 

Bologna (no PV) 
1, 2, 3, 4, 5, 6, 7, 8, 10, 11, 

12, 14, 20 

3, 4, 5, 12, 20 4, 5, 20 

Bologna (with 

PV) 

1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 

11, 12, 14, 15, 17, 20 

2, 3, 4, 5, 10, 11, 12, 

14, 20 

2, 4, 5, 12, 20 

Isernia (no PV) 

1, 2, 3, 4, 5, 6, 7, 8, 10, 11, 

12, 14, 15, 17, 18, 19, 21, 22, 

23, 24, 26, 30, 31, 32, 33, 34  

2, 3, 4, 5, 6, 7, 8, 10, 

11, 12, 14, 15, 17, 18, 

19, 21, 22, 23, 24, 26, 

30, 32 

4, 5, 7, 8, 11, 14, 15, 

17, 18, 19, 21, 23, 24, 

26, 30, 32 

Isernia (with PV) 

1, 2, 3, 4, 5, 6, 7, 8, 10, 11, 

12, 14, 15, 17, 18, 19, 20, 21, 

22, 23, 24, 26, 28 30, 31, 32 

1, 2, 3, 4, 5, 6, 7, 8, 10, 

11, 12, 14, 15, 17, 18, 

21, 22, 23, 24, 26, 28, 

30, 32 

4, 5, 7, 8, 11, 14, 15, 

17, 18, 19, 21, 22, 23, 

24, 26, 30, 32 
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Annex C Data of UK reference grid 

 

Figure 34: “Bologna” LV grid 

 

Figure 35: “Isernia” LV grid 
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        Resistance Reactance  

Sub 

station 

Feeder 

No. 

Feeder 

Identifier 

From 

Node 

To Node Len

gth 

(m) 

Cable 

Size/Typ

e 

Cable 

Section 

Identifier 

Phase R 

Ω/km 

Neutral 

R 

Ω/km 

Phase 

jX 

Ω/km 

Neutral 

jX 

Ω/km 

Rating 

A 

BOL 10 BOL10 100-10-0 100-10-1 140 5c.06Cu BOL002 0.463 0.463 0.076 0.076 175.0 

BOL 10 BOL10 100-10-2 100-10-3 135 5c.06Cu BOL004 0.463 0.463 0.076 0.076 175.0 

BOL 10 BOL10 100-10-2 100-10-4 40 5c.06Cu BOL005 0.463 0.463 0.076 0.076 175.0 

BOL 10 BOL10 100 100-10-0 120 5c.10Cu BOL001 0.276 0.276 0.073 0.073 240.0 

BOL 10 BOL10 100-10-0 100-10-2 22 5c.10Cu BOL003 0.276 0.276 0.073 0.073 240.0 

BOL 20 BOL20 100-20-1 100-20-5 90 5c.06Cu BOL011 0.463 0.463 0.076 0.076 175.0 

BOL 20 BOL20 100-20-2 100-20-3 100 5c.06Cu BOL013 0.463 0.463 0.076 0.076 175.0 

BOL 20 BOL20 100-20-2 100-20-4 60 5c.06Cu BOL014 0.463 0.463 0.076 0.076 175.0 

BOL 20 BOL20 100-20-0 100-20-6 130 5c.06Cu BOL019 0.463 0.463 0.076 0.076 175.0 

BOL 20 BOL20 100 100-20-0 50 5c.10Cu BOL010 0.276 0.276 0.073 0.073 240.0 

BOL 20 BOL20 100-20-1 100-20-2 12 5c.10Cu BOL012 0.276 0.276 0.073 0.073 240.0 

BOL 20 BOL20 100-20-0 100-20-1 100 5c.10Cu BOL018 0.276 0.276 0.073 0.073 240.0 

BOL 30 BOL30 100-30-0 100-30-1 125 5c.06Cu BOL016 0.463 0.463 0.076 0.076 175.0 

BOL 30 BOL30 100-30-0 100-30-2 110 5c.06Cu BOL017 0.463 0.463 0.076 0.076 175.0 

BOL 30 BOL30 100 100-30-0 135 5c.10Cu BOL015 0.276 0.276 0.073 0.073 240.0 

BOL 40 BOL40 100-40-0 140-40-2 110 5c.04Cu BOL008 0.703 0.703 0.079 0.079 140.0 

BOL 40 BOL40 100-40-0 140-40-3 80 5c.04Cu BOL009 0.703 0.703 0.079 0.079 140.0 

BOL 40 BOL40 100-40-0 100-40-1 155 5c.06Cu BOL007 0.463 0.463 0.076 0.076 175.0 

BOL 40 BOL40 100 100-40-0 65 5c.10Cu BOL006 0.276 0.276 0.073 0.073 240.0 

ISE 60 ISE60 300-60-4 300-60-5 70 120TR ISE029 0.253 0.253 0.073 0.015 265.0 

ISE 60 ISE60 300-60-2 300-60-3 35 185TR ISE027 0.164 0.164 0.074 0.014 355.0 

ISE 60 ISE60 300-60-3 300-60-4 70 185TR ISE028 0.164 0.164 0.074 0.014 355.0 

ISE 60 ISE60 300-60-2 300-60-6 55 185TR ISE030 0.164 0.164 0.074 0.014 355.0 

ISE 60 ISE60 300 300-60-0 175 300TR ISE024 0.100 0.164 0.073 0.011 470.0 

ISE 60 ISE60 300-60-0 300-60-1 70 300TR ISE025 0.100 0.164 0.073 0.011 470.0 

ISE 60 ISE60 300-60-0 300-60-2 140 300TR ISE026 0.100 0.164 0.073 0.011 470.0 

ISE 10 ISE10 300-10-2 300-10-3 40 5c.04Cu ISE010 0.703 0.703 0.079 0.079 140.0 

ISE 10 ISE10 300-10-3 300-10-4 40 5c.04Cu ISE011 0.703 0.703 0.079 0.079 140.0 

ISE 10 ISE10 300-10-3 300-10-5 50 5c.04Cu ISE012 0.703 0.703 0.079 0.079 140.0 

ISE 30 ISE30 300-30-0 300-30-1 60 5c.04Cu ISE022 0.703 0.703 0.079 0.079 140.0 

ISE 10 ISE10 300-10-0 300-10-1 30 5c.06Cu ISE008 0.463 0.463 0.076 0.076 175.0 

ISE 10 ISE10 300-10-0 300-10-2 38 5c.06Cu ISE009 0.463 0.463 0.076 0.076 175.0 

ISE 10 ISE10 300-10-2 300-10-6 20 5c.06Cu ISE013 0.463 0.463 0.076 0.076 175.0 

ISE 10 ISE10 300-10-6 300-10-7 20 5c.06Cu ISE014 0.463 0.463 0.076 0.076 175.0 

ISE 10 ISE10 300-10-6 300-10-8 20 5c.06Cu ISE015 0.463 0.463 0.076 0.076 175.0 

ISE 20 ISE20 300-20-0 300-20-1 90 5c.06Cu ISE017 0.463 0.463 0.076 0.076 175.0 

ISE 20 ISE20 300-20-0 300-20-2 40 5c.06Cu ISE018 0.463 0.463 0.076 0.076 175.0 

ISE 20 ISE20 300-20-2 300-20-3 50 5c.06Cu ISE019 0.463 0.463 0.076 0.076 175.0 

ISE 20 ISE20 300-20-2 300-20-4 55 5c.06Cu ISE020 0.463 0.463 0.076 0.076 175.0 
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ISE 30 ISE30 300-30-0 300-30-2 140 5c.06Cu ISE023 0.463 0.463 0.076 0.076 175.0 

ISE 40 ISE40 300-40-0 300-40-1 180 5c.06Cu ISE002 0.463 0.463 0.076 0.076 175.0 

ISE 50 ISE50 300-50-0 300-50-1 130 5c.06Cu ISE005 0.463 0.463 0.076 0.076 175.0 

ISE 10 ISE10 300 300-10-0 60 5c.10Cu ISE007 0.276 0.276 0.073 0.073 240.0 

ISE 20 ISE20 300 300-20-0 40 5c.10Cu ISE016 0.276 0.276 0.073 0.073 240.0 

ISE 30 ISE30 300 300-30-0 50 5c.10Cu ISE021 0.276 0.276 0.073 0.073 240.0 

ISE 40 ISE40 300 300-40-0 75 5c.10Cu ISE001 0.276 0.276 0.073 0.073 240.0 

ISE 40 ISE40 300-40-0 300-40-2 210 5c.10Cu ISE003 0.276 0.276 0.073 0.073 240.0 

ISE 50 ISE50 300 300-50-0 65 5c.10Cu ISE004 0.276 0.276 0.073 0.073 240.0 

ISE 50 ISE50 300-50-0 300-50-2 210 5c.10Cu ISE006 0.276 0.276 0.073 0.073 240.0 

ISE 60 ISE60 300-60-6 300-60-7 55 70TR ISE031 0.443 0.443 0.076 0.015 196.0 

ISE 60 ISE60 300-60-3 300-60-9 35 70TR ISE033 0.443 0.443 0.076 0.015 196.0 

ISE 60 ISE60 300-60-6 300-60-8 50 95WAV ISE032 0.320 0.320 0.075 0.016 245.0 

Table 20: Grid parameters for the “Bologna” and “Isernia” LV grids 
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