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Abstract
MAS2TERING relies on three technical Use Cases to verify the usefulness and effectiveness of the
technical solution developed as part of the project. Each Use Case targets a specific area of the LV
grid and specific stakeholders. Role of the initial refinement process has been to outline the three Use
Cases into the MAS2TERING conceptual framework to give consistency to the proposed services and
define representative scenarios to be tested as part of the demonstration activities.
[End of abstract]
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Executive summary
The possibility of demonstrating the benefits provided by the MAS2TERING solution in
representative scenarios is fundamental to assess its impact on the electrical grid from both technical
and business perspectives. To do so, MAS2TERING relies on 3 technical Use Cases, each focussing
on a specific portion of the LV grid and targeting specific stakeholders and services.
This deliverable presents the results of the refinement process that was needed to pass from the raw
Use Cases, sketched at proposal stage, to the three refined Use Cases of the project:


UC1: Secure and effective connection of commercial home Energy Boxes with
domestic smart meter and consumption profile optimization;



UC2: Decentralised energy management in a local area with Multi-Agents;



UC3: Enhancing grid reliability, performance and resilience .

The refinement process produced the following outcomes:
1) The three refined Use Cases of the project, which are detailed in terms of objectives and
boundaries, involved stakeholders and services provided, relationships between actors and
with Business Models and cyber security aspects;
2) The list of scenarios associated to each Use Case, to be implemented as part of the
demonstration activities in representative smart grid contexts to assess the effectiveness of the
MAS2TERING solution and the achievement of the objectives of the project;
3) The refined demonstration activities, including best approaches to ensure reliability of results.
These outcomes are all reported in the deliverable and its Annexes.
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Definitions
-

Prosumer: this indicates an active consumer that is able to provide flexibility (either through
local generation or use of smart technologies);

-

Local community: collection of consumption and/or production nodes that are managed by a
single energy management entity (ESCO, aggregator, local authority energy department); The
nodes of a local community belong to a portion of the grid supplied by an individual MV/LV
transformer but several local communities, each related to an energy management entity, can
coexist in the same geographical area;

-

Local Flexibility Aggregator (LFA): the LFA represents a local community of prosumers
within the MAS2TERING framework;

-

Neighbourhood: collection of consumption and/or production nodes belonging to the same
geographical area (e.g. all consumption/production nodes of a street); oppositely to a local
community, that relates to the energy management entity, a neighbourhood includes all nodes
located in the concerned area, regardless of their energy management entities.

-

District/LV sub-grid: portion of the LV grid supplied by a single MV/LV transformer;

-

Balancing services: services required to ensure that electricity demand and electricity
generation are always balanced in operative condition. Electrical power systems require to
have the energy supply matching permanently and perfectly the energy consumption on a realtime basis. Any unbalance induces frequency deviations which can lead ultimately to a blackout. Energy balancing is managed at BRP (balancing Responsible Party) level through
financial incentives (unbalance penalties), national level by TSO and European level by
ENTSO-e;

-

Ancillary services: services provided to the TSO / DSO. These cover voltage regulation with
reactive power, frequency regulation with active power, curtailment, black-out start, etc.;

-

Energy Box: commercial device to be installed in residential and small commercial premises,
able to communicate with smart appliances and technologies and with the smart meter. The
device can provide the resulting actual consumption/generation data to third-party components
and can optimize home load scheduling according to external signals;

-

Scenario/User story: specific event/situation associated with one of the three UCs of the
project. This is implemented as part of the demonstration activities to assess the achievement
of one or more specific objective of the project.
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1

Introduction

The scope of WP6 is to implement specific scenarios based on the utilization of the MAS2TERING
platform in a representative smart grid contexts and carry out tests and demonstration activities to
assess the effectiveness of the MAS2TERING solution against the scientific and technical objectives
of the project. To do this, but also to deal with issues considered as fundamental to smart grid
enablement, MAS2TERING relies on 3 technical Use Cases, which target specific areas of the grid
(Home Area Network, Local community and LV grid respectively) and specific stakeholders.
To be consistent with the MAS2TERING solution developed in the technical WPs of the project and
the business vision defined in WP1, the 3 UCs had to go through a thorough refinement process.
This deliverable, which is entitled “Detailed Use Cases Scenarios”, includes the results of this initial
refinement process, in which the first draft objectives from the proposal phase were refined through
project research and development activities and outlined within a consistent conceptual framework.
The final output of the process is the three refined technical use cases of the project and the elicitation
of representative scenarios associated to each of them.
Refinement activities started earlier than expected to support WP1 with the definition of the project
business vision and WP2 with the elicitation of technical requirements. In both cases the other WPs
needed an initial insight on real scenarios to get a better understanding of potential technical and
economic barriers related to the deployment of the MAS2TERING solution in a smart grid context.
The first step was the definition of a MAS2TERING smart grid conceptual framework, based on the
Universal Smart Energy Framework (USEF), to be used as reference for the characterization of
services enabled by the technologies and tools developed as part of the project. This enabled a more
concrete and effective refinement of the UCs, which resulted in a series of conference calls, workshops
(including a thematic workshop with a Belgian DSO) and brainstorming sessions on specific topics to
assess both technical and economic viability of the solution. The outcomes of these discussions
supported the activities in both WP1 and WP2, which in turn contributed significantly to the
progresses of the refinement process. In particular, this iterative approach was useful to take concrete
decisions related to objectives and boundaries of the use cases, involved stakeholders and services
provided and for the elicitation of scenarios to be implemented.
In addition to this, the refinement process was also necessary to assess the actual demonstrability of
the MAS2TERING solution. This was required to make sure that what proposed, although technically
and economically viable, could also be demonstrated as part of the testing activities related each of the
three UCs. This led to the refinement of the demonstration and testing activities, which included the
identification of best approaches to ensure reliability and consistency of results.
This deliverable reports therefore the outcomes of the various steps of the refinement process by
highlighting key findings and observations and providing the refined UCs for implementation.

1.1

Structure of the deliverable

Figure 1 reports the schematic of the various phases which formed the refinement process. As seen,
the process is divided into 2 phases: scope of phase 1 was to define the MAS2TERING reference
framework, which was required to give consistency and concreteness to the technical and business
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solutions proposed in the project and also support the other WPs in the elicitation of technical and
business requirements; scope of phase 2 was to use the defined MAS2TERING framework to drive the
refinement activities and pass from the MAS2TERING raw Use Cases, as sketched at proposal stage
and only including global objectives and services, to the refined Use Cases of the project, which in
addition include detailed scenarios and highlight the relationships to business models (WP1).

Figure 1: Refinement process schematic

In order to keep the core document compact, most of the outcomes of the intermediate steps have been
moved to the Annexes. In particular, a study on MAS2TERING market positioning has been reported
in Annex A – “Literature review on market models and local energy communities”; then the
description of the key aspects of the standard grid, the transition to the smart grid and all the steps that
led to the definition of the MAS2TERING smart grid conceptual framework have been included in
Annex B – “MAS2TERING reference conceptual framework”; key findings and assumptions related
to technical viability, economic viability and demonstrability of the 3 Use Cases and that have been
used to define specific aspects of each UC have been included in Annex C – “ UCs’ refinement: Key
points and assumptions”; finally, an explained example of the MAS optimization process including
description of market phases and use of forecasting algorithms has been reported in Annex D –
“Market-based optimization process”.
In the core document the focus has been kept only on the final outputs of the refinement process,
which are the refined technical Use Cases of the project and the associated scenarios to be
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implemented; these are all described in chapter 2. All UCs are evaluated in terms of objectives and
boundaries, services and involved stakeholders, relationships to business models developed in WP1,
cyber security aspects and specific scenarios. Finally, chapter 3 reports the refined testing and
demonstration activities, by highlighting relationships with UCs and providing a general overview of
data production and simulation activities and on tests chosen to implement specific scenarios for each
UC.
It must be noticed that although separated from the core document, the Annexes represent a valid
instrument for the full comprehension of the refined UCs. In fact, besides the general description of
smart grids stakeholders and market mechanisms, these provide details on the MAS2TERING
concept, on the Universal Smart Energy Framework (USEF), chosen as reference smart grid
conceptual framework, and on the resulting MAS2TERING smart grid conceptual framework.
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2

The refined MAS2TERING Use Cases

2.1

UCs objectives and positioning with the MAS2TERING smart
grid conceptual framework

Prior to the detailed description, this section introduces the three refined UCs by providing a summary
of the global objective for each of them and placing them within the defined MAS2TERING
framework and storyline. The scope is to show relationships between UCs from a global perspective
and check alignment with the MAS2TERING conceptual framework.
As sketched in D1.6 and also fully reported in Annex A and Annex B of this document, in the
MAS2TERING smart grid conceptual framework, the prosumer is the provider of flexibility and is
part of a local community of prosumers. The community is composed by prosumers all belonging to
the same local area (a portion of LV grid) and represented by the same Local Flexibility Aggregator
(LFA). The “local” aspect of this community is the focus and added value of MAS2TERING.
Flexibility is not only aggregated in a central way by wholesale market aggregators (representing huge
portfolios of prosumers); in MAS2TERING it is first used by prosumers of the community for inhome optimization and then traded at local level both to bring added value to prosumers and LFA and
to support DSOs in congestions management. The local optimization of flexibility is enabled by the
MAS2TERING key technologies (Energy Box), tools (MAS optimization) and services (cyber
security) and is based on the market-based mechanism envisioned by the Universal Smart Energy
Framework (USEF), which has been extended and adapted to the MAS2TERING case.
This MAS2TERING smart grid conceptual framework has been used to frame the refinement phase
and give concreteness to the UCs. Global objectives for each of them are provided in the following
table:
UC

UC1

UC2

UC3

Global objective
This UC focuses on the Home Area Network (HAN) and the services that involve the prosumer;
the scope is to demonstrate the interoperability between the HAN management system, the smart
meter and the Energy Box, which enables consumption profile optimization and allows the bidirectional communication between the prosumer and the rest of the LV grid. The enabled
communication is a prerequisite to the local optimization proposed in the other UCs and, for the
prosumer, to enter the market of flexibility products.
This UC focuses on the local community of prosumers represented by a Local Flexibility
Aggregator in a local area of the LV grid; the scope is to demonstrate that MAS optimization
performed at this local level is effective for energy management and local balancing, as an
alternative to traditional centralised optimization. The objective is to maximise revenue for
prosumers belonging to the local community when coping with variable external conditions but not
considering grid-related constraints.
The last UC can be considered as an extension of UC2 and tackles the LV grid, intended as the
union of local communities of prosumers in a given area (represented by a MV/LV substation).
The UC targets in particular DSOs and aims at demonstrating that the local optimization enabled in
UC2, coupled with appropriate grid monitoring can be a cost-effective way to deal with local
congestions and globally increase grid performances, reliability and resilience.
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Table 1: Global objective of the refined UCs

As shown in Table 1 (and further detailed in the next paragraphs), the three refined UCs fully support
and align with the MAS2TERING smart grid conceptual framework (See Annex B for details). Figure
2 below also shows a graphic representation of the scope of the MAS2TERING framework and the
areas targeted by each individual UC.

Figure 2: Use Cases within the MAS2TERING framework

As shown in Figure 2, each use case deals with a specific portion of the LV grid (i.e. the HAN, the
local community of prosumers and the LV grid). As further detailed in the next paragraphs, starting
from use case 1, each use case is an enabler to the subsequent one, for each analyses portions of the
LV distribution network that were gradually wider.
Finally, as reported in Figure 3 below, it can be noted that the three refined Use Cases are also well
aligned with the storyline introduced in D1.6, which has been the starting point for the development of
the MAS2TERING business vision. In particular, UC1, that targets the prosumer and the HAN, is
fully aligned with the first phase of the storyline; UC2, which focuses on the local community of
prosumers and the local optimization, is fully aligned with the second phase of the storyline; UC3,
which targets the LV grid and the DSO, is fully aligned with and also extends the third phase of the
storyline by including more local communities of prosumers.
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Figure 3: UCs’ alignment with storyline

2.2

Use Case 1: Secure and effective connection of commercial
home energy boxes with smart meters and consumption profile
optimization

2.2.1

Objectives and boundaries

Use Case 1 is centred on the domestic user and on the exploitation of the in-home monitoring and
communication infrastructure required to enable the HAN management either on its own or as part of
the local management. The primary objective is to establish a secure and effective connection between
the commercial Energy Box developed by TI and the smart meters of UK and Belgium and also to
demonstrate that such a connection can support consumption profile optimization at home level. The
Energy Box must be able to collect data provided by HAN appliances and technologies and enable the
bi-directional data flow between the HAN and the LV grid.
Use Case 1 is limited to the HAN and is based on the following assumptions:
-

Prosumers are all equipped with smart meters. Minimum data to be monitored include
consumption and generation data; the full list is provided within D2.1;
Prosumers are equipped with smart appliances (e.g. smart washing machines, smart dish
washers) and/or smart technologies (e.g. RES, DERs, Storage systems, etc.) connected to the
Energy Box; Minimum data to be monitored include expected use of programmable appliances
and smart technologies, expected generation profiles for DER, user’s preferences, etc.; the full
list of minimum data is provided within D2.1;

Smart meters, smart appliances and energy technologies (RES, storage, EVs, etc.) are enablers in
MAS2TERING, but their development and penetration is considered as a prerequisite. More specific
information regarding the penetration of smart appliances and technologies is provided in section 2.4.4
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and as part of the implementation activities for UC3. Regarding smart meters, it is assumed that the
related rollout programmes in all EU countries will be completed as planned.
The additional enabling technology is the Energy Box, a device that in the MAS2TERING project is
produced by TI and tested as part of the MAS2TERING activities to demonstrate the secure and
effective connection with smart meters of UK and Belgium. The Energy Box receives data from both
the smart meter and the smart appliances and technologies in the HAN and enables coordination and
in-home optimization. Data include both consumption and information about the use of smart
technologies. The Energy Box enables the bi-directional communication between devices within the
HAN, but also between the HAN and low-voltage grid. From the MAS platform perspective, the
Energy Box implements the Customer Energy Management System (CEMS), controlling appliances
and optimising use of flexibility according to in-home optimization objectives and signals coming
from energy management stakeholders (e.g. from the Local Flexibility Aggregator). The Energy Box
represents the connection point between the MAS agents and the HAN devices, providing a uniform
device representation to MAS agents. Figure 4 show the HAN platform design, as taken from D2.2.

Figure 4: HAN platform

UC1 is fully aligned with the first phase of the storyline and the optimization targets reported in D1.6.
At the domestic level the objective is to minimise the costs associated with the energy bill by
optimising the value of flexibility enabled by smart technologies and appliances in the HAN. The
prosumer is part of the local community of prosumers, but this aspect is not considered in UC1 (only
in UC2). UC1 is therefore an enabler of the prosumer concept, which UC2 extends to the community
of prosumers.
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UC1 aims at achieving and demonstrating the following detailed objectives:
-

-

Secure and effective communication between HAN monitoring and management devices;
10% energy savings at HAN level due to energy consumption awareness (objective not related
to any test, but based on the results of the Energy@Home initiative provided by TI – See
Annex C for details);
Minimization of costs associated with the energy bill for the prosumer using MAS.

From the cyber security point of view, the focus is on the data privacy for the end user. More
information about scope and objectives of cyber security in UC1 is provided in section 2.2.5.

2.2.2

Involved stakeholders and services provided

UC1 targets the HAN and the domestic user. The prosumer is the key actor of this UC, since it
represents the smallest unit of the community and also the individual provider of flexibility. Other
important actors are the Telco Company, which provides the Energy Box and the annexed services,
and the cyber security services provider, which ensures data privacy to the end user.
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No.

Actor

Service

MAS2TERING
enabling
technologies/
services

Description

Prosumer

Reduction of energy
consumption in the house
due to awareness enabled
by the Energy Box

The Energy Box provides the domestic user with
visibility on its energy use and consumption. The
simple energy consumption awareness is a driver
to energy consumption reduction and
identification of energy saving opportunities.

Prosumer

Reduction of energy
expenditure by optimising
use of smart appliances
and energy technologies in
the house

Other
required
technologies/
services

Sources of revenue

• Energy Box

• Smart meter

Reduced energy expenditure

The Energy Box provides visibility on energy use,
but can be also used to inform the client on
current price of electricity and to set control
strategies to minimize energy costs (e.g. move
loads when there is local PV generation) and
carry out in-home optimization.

• Energy Box

• Smart meter
• Energy
technologies
(RES,
storage…)

Reduced energy expenditure

Prosumer

Access to the flexibility
market and get revenue
from selling flexibility
(represented by an
aggregator)

Smart appliances provide flexibility. The Energy
Box enables the domestic user to take part in the
flexibility market (through the local flexibility
aggregator).

• Energy Box
• Cyber security
services

• Smart meter
• Smart
technologies

Revenue from selling
flexibility. It depends on the
agreement with the local
flexibility aggregator (e.g.
incentive, tariff, etc.)

UC1-4

Telco
company

Provision of the Energy
Box (and all additional
services in the HAN) to
domestic user or
aggregator

The Telco company is the provider of the Energy
Box and of the related services in the HAN.
According to the specific country and type of
market the Telco company may also be the owner
of the device and ask the final user to pay a fixed
rate (like in UK for the metering market)

• Energy Box

UC1-5

Cyber
security
service
provider

Provision of cyber security
services

The cyber security provider ensures data privacy
to end users and provides additional services to
enabling technologies and services providers (e.g.
vulnerability surveys and audits)

• Energy Box

UC1-1

UC1-2

UC1-3
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Variable (data sales +
bundled content, based on
the service provided)

• Smart meter

Variable (fixed fee,
proportional fee, etc. based
on the service provided)

ESCo

Provide energy
management services to
prosumers for HAN
management

ESCos can have agreements with prosumers to
increase their revenue deriving from flexibility
management (i.e. reduction of energy
consumption and energy bill) in the HAN. In
some cases they can also install flexibilityproviding technologies (e.g. storage, CHP) on
behalf of the client and get revenues from a
percentage of the achieved saving.

UC1-7

Metering
provider/
operator

Provision of smart meter
(and the related metering
services) to the domestic
user

The metering operator is the provider of the
electricity smart meter and of the related services.
According to the specific country and type of
market the meters and data are owned by the
domestic user, the DSO or the meter operator
itself.

UC1-8

Local
Flexibility
aggregator
(LFA)

Enhancement of
relationship with the final
user to reduce risks when
requesting flexibility
(portfolio optimization)

The aggregator can increase its revenue by
knowing its client portfolio and reducing the risk
associated with the procurement of flexibility.

UC1-6

• Energy Box

• Energy Box
• Cyber security
services

Table 2: Services related to Use Case 1
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• Smart meter
• Smart
technologies

percentage of the prosumer’s
savings

• Smart meter

It depends on the specific
country (e.g. fixed fee, sale
of devices, etc.)

• Smart meter
• Smart
technologies

Increased revenue by
reduced risk

Table 2 summarises services related to UC1 for each involved stakeholder, together with the required
technologies (highlighting those that are developed as part of the project) and the main sources of
revenue. Some of the services are directly enabled by the MAS2TERING solution, while others are
reported for completeness. These are listed in order of importance in the table and are indicated by
different shading.
The prosumer is the key actor of the UC, with 3 services associated to him and enabled by the Energy
Box and the cyber security services. All of them aim at reducing the energy expenditure and/or
increasing the revenue of the prosumer.
-

UC1-1: due to simple consumption awareness, enabled by the Energy Box (and related
visualization tool), the prosumer is able to reduce his consumption (in the region of 10%
according to the results of the Energy@home initiative) and the related expenditure. This
service does not involve any type of optimization.

-

UC1-2: through the Energy Box, that collects all data in the HAN, the prosumer is able to
optimise the use of flexibility within the house and reduce its energy expenditure. This can
happen in different ways according to the set of smart appliances and technologies located in
the end user premise. When the prosumer is only a smart consumer, use of programmable
loads is shifted when electricity costs less; when the prosumer can also generate electricity,
the optimization is mainly oriented to achieve self -consumption objectives (move loads when
there is local generation). Potential saving depends on the penetration of smart technologies
and appliances.

-

UC1-3: the Energy Box enables the prosumer to sell/buy flexibility as a product rather than
using it for in-home optimization only. Flexibility is sold to the LFA, with which the end user
has a contractual agreement. This service only focuses on the sale of flexibility, independently
on how this will be used.

The second category of services involves the provider of customer energy management services and
technologies and, in particular, the Telco Companies and the providers or cyber security services.
-

UC1-4: Telco companies provide the prosumers with the Energy Box (and energy box) and all
related services. It is still not clear at this stage of the project who will be the owner of the
devices and who will be the buyer. In this sense there are several viable options. The prosumer
will definitely be the beneficiary of the Energy Box, but not necessarily the final one. In turn,
the way the Telco Company will get its revenue depend on the specific situation considered. It
is likely that the Telco will be paid for the services it provides according to a tariff scheme;
more difficult is to envisage its payment in relation to the provision, installation and
maintenance of the physical pieces of equipment.

-

UC1-5: The cyber security service provider offers services to both the Telco companies and
the end user. In both cases the scope is to make sure the devices provided by the Telcos are
protected against external attacks and that user data are always secured when communicated
from the HAN to third parties (e.g. to the LFA). Cyber security experts can provide products
such as vulnerability surveys and audits, but also threads monitoring tools.

The third and last category involves actors and/or services that are not among the main targets of the
project, but have been considered for completeness and because of their relationships with the main
stakeholders. The services are well described in Table 2.
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2.2.3

Relationships with Business Models

In line with the business models presented in D1.6 and their numbering scheme, Table 3 details for
each UC1 service from Table 2 the involved stakeholders, the type of relationship with the actor and
the associated business model. The aim of this table is to show how the business models relate to the
services and in turn how the implementation of UC1 in representative scenarios will be able to support
the definition of business cases.
In addition to this, a summary table including the business models presented in D1.6 is also given in
Appendix 1.
It is noted that services are not necessarily associated with a business model.
Service
No.

UC1-1

UC1-2

Actor

Service

Prosumer

Reduction of energy
consumption in the
house due to awareness
enabled by the Energy
Box

Prosumer

Reduction of energy
expenditure by
optimising use of smart
appliances and
technologies in the
house

Involved
stakeholder(s)

The Telco company provides the Energy
Box to either the aggregator or directly the
prosumer according to the specific
Regulations of the country.

Telco company
Metering
provider/operator

Smart meter provider (type of relationship
depends on the specific country)

Telco company

The Telco company provides the Energy
Box to either the aggregator or directly the
prosumer according to the specific country
Regulations

Metering
provider/operator

Smart meter provider (type of relationship
depends on the specific country)

ESCo

Smart technology
manufacturer
Telco company
Metering
provider/operator

UC1-3

Prosumer

Access to the flexibility
market and get revenue
from selling flexibility
(represented by an
aggregator)

Deliverable D6.1
Detailed Use Cases Scenarios

Type of relationship

Aggregator

Support the prosumer in the creation of
smart technologies and smart appliances
management strategies. It can also install
smart technologies (e.g. RES, storage, etc.)
on behalf of the client and get a revenue
from the achieved savings
Provider of smart appliances and smart
technologies
The Telco company provides the Energy
Box to either the aggregator or directly the
prosumer
Smart meter provider (the type of
relationship depends on the specific
country)
The prosumer has a contractual agreement
with the aggregator, which details
compensation for the provided flexibility,
access to prosumer data, type of control on
prosumer's loads and smart technologies
and all other contractual aspects.

ESCO

Support the prosumer in the provision of
flexibility to maximise its revenue.

Cyber security
service provider

Ensure data privacy to the prosumer
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Service
No.

Actor

Service

Involved
stakeholder(s)

Prosumer

Aggregator

UC1-4

Telco
company

Provision of Energy
Box (and all
additional services in
the HAN) to domestic
user or aggregator

DSO

Cyber security
service provider

Prosumer

UC1-5

Cyber
security
service
prov.

Provision of cyber
security services

ICT company
Metering
provider/operator
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Type of relationship
Beneficiary of the Energy Box and related
services in the HAN and with the
aggregator. Depending on the specific
country he may be the direct or the
beneficial owner of the Energy Box
Beneficiary of the services related to
flexibility procurement. Depending on the
specific country he may be the direct owner
of the Energy Box and the provider of the
related services to the prosumer (according
to the agreement between aggregator and
prosumer). In that case the role of the ICT
company is reduced to the simple provision
of the physical equipment (and possibly
installation and maintenance)
More unlikely the Energy Box will be
owned by the DSO (as currently happens in
many countries with smart meters). In that
case the role of the ICT company is reduced
to the simple provision of the physical
equipment (and possibly installation and
maintenance) and eventually provision of
related services in the HAN to prosumers.
Provider of cyber security services (Cyber
security awareness, vulnerability survey
and vulnerability audit)
Buyer of cyber security services for data
privacy (more likely the aggregator will
pay the cyber security services provider on
behalf of the final user as part of their
contractual agreement)
Buyer of cyber security services (Cyber
security awareness, vulnerability survey
and vulnerability audit)
Buyer of cyber security services (Cyber
security awareness, vulnerability survey
and vulnerability audit)

Business
models

B15
B16

B17
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Service
No.

UC1-6

Actor

Involved
stakeholder(s)

Service
Provide energy
management services
to prosumers for HAN
management

ESCo

Prosumer

Prosumer

UC1-7

Metering
provider/
operator

Provision of smart
meter (and the related
metering services) to
the domestic user

DSO

Cyber security
service provider

UC1-8

Local
Flexibility
Aggregator
(LFA)

Enhancement of
relationship with the
final user to reduce
risks when requesting
flexibility (portfolio
optimization)

Prosumer

Type of relationship

Business
models

The ESCO has a contractual agreement
with the prosumer for the management of
flexibility. Generally the ESCO is paid
according to the amount of savings it can
make.
Beneficiary of the smart meter and related
services. Depending on the specific
country he may be the direct or the
beneficial owner of the smart meter (in
the latter case he would have a contract
with the DSO or with the metering
operator)
Depending on the specific country it may
be the owner of the smart meter or have
contractual agreements either with the
final user or the metering operator for the
provision of data
Provider of cyber security services (Cyber
security awareness, vulnerability survey
and vulnerability audit)
The prosumer has a contractual
agreement with the aggregator, which
details compensation for the provided
flexibility, access to prosumer data, type
of control on prosumer's loads and smart
technologies and all other contractual
aspects.

-

-

-

Table 3: Services related to UC1 – Involved stakeholders and relation to business models

2.2.4

Detailed scenarios

Scenarios related to UC1 have been already sketched as part of the user stories developed in T2.1 and
reported in D2.1. Those user stories have been refined to reflect the progresses of T6.1.
No

Scenario

General objective

UC1-S1

Secure
and
effective
communication
between
Energy Box and Smart
Meter

To assess the effectiveness and security of data collection path
from the home smart meter to the Telecom cloud storage
platform.

UC1-S2

Local optimization of cycle
cost

To assess the functionality of appliances cycles scheduling by the
Energy Box according to signals received from Local Flexibility
Aggregation MAS platform.

UC1-S3

Maximization of in-home
self-consumption

To assess the functionality of appliances cycles scheduling by the
Energy Box according to local energy production forecast.
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UC1-S4

Energy
consumption
management
signal
coming from smart grid

To assess the functionality of appliances cycles scheduling by the
Energy Box according to a request coming from the local
flexibility aggregator (e.g. demand reduction at a certain time).

Table 4: Scenarios related to UC1

The first scenario focuses on the connection between the Energy Box in the HAN and the residential
smart meter. In particular the Energy Box is connected to different smart meters (from UK and
Belgium) and a software module called “Cloud Synchronization bundle” is in charge to collect data
from them via low power wireless sensor network. All the collected data is periodically sent to the TI
Cloud Platform hosting historical data using the prosumer’s internet connection. Specific algorithms
on the cloud platform are integrated in order to provide awareness about the effectiveness of the data
collection path via the detection of data collection gaps or outliers. On customer side, a Graphical User
Interface provides awareness about the behaviour of the prosumer in terms of energy efficiency,
allowing access to historical data, aggregated data (by day/week/month) and suggestions about his
energy usage.
In the second scenario the Energy Box is provided with an interface that can receive information about
energy prices for the next 24 hours. The Energy Box uses this information to locally schedule the
appliances cycles according to the user preferences specified on the appliance in order to minimize the
cost of each cycle.
The third scenario, similarly to UC1-S2, is about optimization of appliances cycles but is focused on
prosumers with local PV plants. The energy box receives information regarding the forecasted energy
production of PV plants and uses it to drive appliances scheduling in order to maximize selfconsumption. The Energy Box exposes an interface that allows third parties application (e.g.
Forecasting agent) to communicate the forecasted energy production for the next 24 hours.
At last, the fourth scenario assesses the possibility to asynchronously ask to the Energy Box to modify
the expected energy usage of the customer. The gateway exposes an interface allowing third parties
application to perform a request of energy consumption reduction or increase for a certain time slot.
The Energy Box performs schedule appliances cycles in order to match the requested constraints.

2.2.5

Cyber security in UC1

In terms of cyber security, this Use Case is focused on the evaluation of the strength of the upgraded
Energy Box with respect to data privacy guaranty. In this case, cyber security will deal with the
protection and surveillance of the Energy Box and the smart meter. Protection by design has to be
guaranteed in both devices by using encryption and authentication techniques to communicate
between each other; this will ensure the data confidentiality and authenticity. To guarantee only
authorized access to sensitive data or take actions in HAN area this use case shall also rely on the
authorization feature provided by the security component role base access control developed in WP4.
This use case will grant the best protection against latest vulnerability by providing awareness of
vulnerability level. This is achieved through the EWS-Vulnerability Survey Portal that lists the
vulnerabilities for the smart components depending on their hardware and software content. Then,
when any suspicious activity against a smart device is detected by the device itself, this one has to log
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this detected event and send it to the EWS. The EWS will locate and evaluate the situation for further
decision by the Security Operation Centre.
As an example, the figure below depicts how events (configuration changes and activity logs) are
collected by the EWS from the Energy Box.

Figure 5: Reporting of Energy Box events and configuration changes to the EWS

The tables below gives a summary of the cyber security service objectives in this use case.
1) Data privacy between smart meter and Energy Box
Communication between smart meter and Energy Box doesn’t disclose private information.
Objectives
Achieved by

Exchange of information between smart meter and Energy Box must be encrypted. An encryption
library must be implemented within these components to reach this objective.

Equipment

Smart meter; Energy Box

2) Loss of data integrity
Objectives

The system raises an alarm when energy consumption data are not to be trusted anymore

Achieved by

An alert must be generated at the Early Warning System (EWS) upon the detection of loss of
integrity of a smart meter or an Energy Box

Equipment

Energy Box; Smart meter; EWS (Vulnerability Survey Portal + Cymerius)
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3) Illegitimate access to personal data
Objectives

Access to personal data is password protected.

Achieved by

Access to personal data or to functions requiring administration privileges must be granted
upon successful authentication.

Equipment

Energy Box; EWS (Vulnerability Survey Portal + Cymerius)

4) Unauthorized Access
Only authorized agents can access and request to schedule appliances in the HAN
Objectives
Achieved by

A role based access control mechanism shall be deployed to allow/deny requests from external
devices/agents

Equipment

Energy Box; EWS (Vulnerability Survey Portal + Cymerius)
Table 5: Cyber security services – UC1

2.3

Use Case 2: Decentralized energy management in a local area
with Multi-Agents

2.3.1

Objectives and boundaries

The scope of use case 2 is to assess the benefits of using the MAS to optimise the use of flexibility in a
local area. The local area is identified by a local community of prosumers, all represented by the same
Local Flexibility Aggregator. Flexibility is again provided by the prosumers, but in this case the
optimization does not involve each end user only as an individual, but empowers them to participate in
a larger community. The scope of the optimization is again to reduce the costs associated with the
energy bill of each individual prosumer; the difference is that each prosumer, besides his own smart
appliances and technologies, can also rely on the flexibility provided by other users belonging to the
local community.
The key actor of this use case is therefore the LFA, which represents the local community of
prosumers. The results of the use case are to be assessed against the classical centralised flexibility
management, where the aggregator is not local and procures flexibility from larger portfolios than the
local community to deal with flexibility requests in the wholesale market.
The novelty of the proposed solution lies in the “local” nature of the optimization. This decentralised
management brings more value to the end users and the local aggregators, but is also an enabler to the
LV grid management targeted in UC3, which mainly involves DSOs. The MAS has been chosen as
optimization tool due to inherent ability to manage the individual decisions (possibly against
conflicting signals) of a potentially large number of prosumers with minimal communication transfer.
From a cyber security point of view the use case targets data integrity assurance techniques in the
communication between agents. More information is provided in section 2.3.5.
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This use case makes the following assumptions:




The bidirectional communication between the prosumer and the local aggregator has been
enabled by the Energy Box and the related communication infrastructure (as results of UC1);
Each smart user is therefore able to exchange data about expected use of smart appliances and
technologies and all monitored data and to receive requests from the local aggregator. The
process involves the use of the local aggregation MAS platform, as better described in D2.1.
Each prosumer of the community has a contractual agreement with the chosen local
aggregator, which details data management, flexibility management and compensation aspects;

Use case 2 is fully aligned with the second phase of the storyline and optimization targets. However,
the local optimization targeted in UC2 does not only involve a copper plate environment, but must
also be able to deal with conflicting solicitations coming from stakeholders external to the community
of prosumers. In other terms the MAS must minimise prosumers individual bill and maximise revenue
deriving from selling flexibility both in case of no external request (copper-plate environment), but
also in case of conflicting solicitation from the outside. As part of UC3, these external solicitations
will come from the DSO and will concern grid constraints: UC2 can therefore be seen as an enabler to
UC3.
From the point of view of the quantified objectives and in relation to the demonstration activities
described in chapter 3, UC2 aims at achieving:
-

-

Maximization of revenue for the prosumers belonging to the community using MAS with or
without external requests. Revenue consists of both reduction of costs associated to energy
consumption and additional income due to trade of flexibility;
Peak load reduction in the local community resulting from maximization of revenue for the
prosumers belonging to the local community using MAS;
Self-consumption in the local community resulting from maximization of revenue for the
prosumers belonging to the local community using MAS;

Revenue for the prosumer depends on the penetration of smart technologies and appliances.

2.3.2

Involved stakeholders and services provided

UC2 targets the local community of prosumers. The LFA is the key actor of this UC, since it
represents the prosumers of the community. Another important actor is the cyber security service
provider, which ensures integrity of the data exchanged during the MAS optimization process.
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Service
No.

UC2-1

UC2-2

UC2-3

Actor

Service

Description

MAS2TERIN
G enabling
technologies/s
ervices

Local
Flexibility
Aggregator
(LFA)

Management of flexibility
within the local community
to minimise energy bill of
individual end users

Flexibility can be traded between prosumers
belonging to the same local community to
minimise individual costs associated with
the energy bill. The aggregator manages this
trade within the local area.

• Energy Box
• Cyber security
services
• MAS

• Smart meter
• Smart
technologies
• Local
flexibility
market

Service tariff for the trade of
flexibility (based on
contractual agreements
between aggregator and
prosumers)

Local
Flexibility
Aggregator
(LFA)

Sale of flexibility provided
by client portfolio on the
flexibility market

The local aggregator has established
contractual agreements with its customers
for the provision of flexibility. Therefore the
aggregator is aware of the flexibility that its
community is able to provide and sells it to
other players on the market. Flexibility can
be sold to whoever requires it either locally
or at higher levels (in an aggregated form).
The aggregator receives a flexibility requests
from a player and provides flexibility offers;
once flexibility offers are accepted, the
aggregator manages loads in its portfolio in
the most optimal way to respect the
flexibility programme.

• Energy Box
• Cyber security
services
• MAS

• Smart meter
• Smart
technologies
• Local
flexibility
market

Margin between flexibility
sold to the market and
bought from prosumers

Local
Flexibility
Aggregator
(LFA)

Local management of
flexibility within its
portfolio in order to
minimise deviations from
declared flexibility
programmes and to
increase revenue (portfolio
optimization)

The aggregator sells flexibility on the market
and then has to respect the resulting
consumption programmes by procuring
flexibility from its client portfolio. This is
not easy task considering the variability of
external conditions and customer behaviour.
Local management of flexibility using MAS
can reduce costs due to risk management
and resulting penalties.

• Energy Box
• Cyber security
services
• MAS

• Smart meter
• Smart
technologies
• Local
flexibility
market

Reduced penalties; Increased
revenue due to enhanced risk
management
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Other
required
technologies/s
ervices

Sources of revenue

UC2-4

UC2-5

Cyber
security
service
provider

ESCo

Provision of cyber security
services to the local
aggregator

The cyber security provider ensures data
integrity and transportation reliability and
performance

• Energy Box
• MAS

• Smart meter

Variable (fixed fee,
proportional fee, etc. based
on the service provided)

Provision of flexibility to
the aggregator on behalf of
the end users

ESCos can have agreements with prosumers
to increase their revenue deriving from
flexibility management. In some cases they
can also install flexibility-providing
technologies (e.g. storage, CHP) on behalf
of the client and get paid by the flexibility
sold to aggregators (or other market players)

• Energy Box
• MAS

• Smart meter
• Smart
technologies

percentage of the revenue
deriving from flexibility sold
to the aggregator

Table 6: Services related to UC2
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Table 2 summarises services related to UC2 for each involved stakeholder, together with the required
technologies (highlighting those that are developed as part of the project) and the main sources of
revenue. Also in this case, some of the services are directly enabled by the MAS2TERING solution,
while others are reported for completeness. The services are listed in order of importance in the table
and are indicated by different shading.
The following three services are associated to the local aggregator:
-

UC2-1: The LFA optimises use of flexibility within the local community of prosumers. In this
way, each prosumer can reduce the total costs associated with his energy bill by buying
flexibility from other prosumers belonging to the portfolio (provided that the achieved money
savings are higher than the cost of the purchased flexibility). The LFA is responsible for
managing the trade of flexibility and is compensated by the prosumers for the service
(according to the specific contractual agree ments).

It is noted that although the described service involves the prosumer, he is not the provider of the
service itself. It is true that the prosumer gets revenue from trading flexibility with other prosumers,
but what happens in practice is that the prosumers sells flexibility to the LFA and is not aware of how
this is used by the LFA within the local area. This is a fundamental requirement to ensure data privacy,
as highlighted in Annex C. As a consequence, from the point of view of the end user, the trade of
flexibility with other prosumers belonging to the portfolio is already covered by service UC1-3,
described in Table 2.
-

UC2-2: The LFA can procure flexibility from its client portfolio (the local community of
prosumers) to deal with flexibility requests from other actor s. Other actors include other
LFAs, local producers of electricity and local flexibility providers (e.g. owners of EV
charging stations), that require flexibility to increase their revenue, but also wholesale market
aggregators, that need flexibility in aggregated form to deal with requests from the TSO, the
BRP or other actors in the wholesale market. The revenue for the LFA is the margin between
the flexibility sold to other actors on the local market and the flexibility bought by end users.

-

UC2-3: This service is directly related to the previous two and concerns the relationships
between the LFA and the clients of its portfolio. Once flexibility is sold on the local market,
the LFA is committed to respect the resulting consump tion programmes. In some cases, due to
wrong forecasting or other variable external condition s, the LFA may not be able to respect
the agreed programmes. In such circumstances, to avoid payment of penalties, the LFA can rearrange use of flexibility within the local community by buying flexibility from some
prosumers (provided that the costs associated with the payments of penalties are higher than
the cost of the purchased flexibility).

The other involved stakeholder is the provider of cyber security services, already seen in UC1. In this
case services include tools to ensure data integrity when exchanged between stakeholders. Finally the
third and last category involves the ESCOs, which are not among the main targets of the project, but
have been considered for completeness and because of their relationships with the main stakeholders.
The services are well described in Table 6.
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2.3.3

Relationships with Business Models

Table 7 details the involved stakeholders, type of relationship and associated business model for each
of the services listed in Table 6 for UC2.
Service
No.

Actor

UC2-1

Local
Flexibility
Aggregator
(LFA)

Service
Management of
flexibility within the
local community to
minimise energy bill
of individual end
users

Involved
stakeholder(s)
Prosumers of the
portfolio
Cyber security services
provider

Prosumer
ESCo
DSO
Decentralised producer

UC2-2

Local
Flexibility
Aggregator
(LFA)

Sale of flexibility
provided by client
portfolio on the
flexibility market

Decentralised flexibility
provider

Central aggregator

Cyber security services
provider

UC2-3

UC2-4

UC2-5

Local
Flexibility
Aggregator
(LFA)

Cyber
security
service
prov.

ESCo

Local management of
flexibility within its
portfolio in order to
minimise deviations
from declared
flexibility
programmes and to
increase revenue
(portfolio
optimization)
Provision of cyber
security services to
market players
Provision of
flexibility
management services
for the prosumer

Prosumers of the
portfolio

Type of relationship

Business
Models

Providers and buyers of flexibility
(due to their contractual
agreements with the aggregator)
Provider of cyber security services
(Cyber security awareness,
vulnerability survey and
vulnerability audit)
Provider of flexibility (due to its
contractual agreement with the
aggregator)
Provider of flexibility (on behalf of
the prosumer)
Flexibility buyer on the local
market
Flexibility buyer on the local
market
Flexibility buyer on the local
market
The LFA can receive a request from
the wholesale market aggregator
for the provision of flexibility in
aggregated form (as per classical
centralised management of
flexibility)
Provider of cyber security services
(Cyber security awareness,
vulnerability survey and
vulnerability audit)
Providers of flexibility (due to their
contractual agreements with the
LFA)

Cyber security services
provider

Provider of cyber security services
(Cyber security awareness,
vulnerability survey and
vulnerability audit)

DSO

Buyer of cyber security services

Other market players

Buyer of cyber security services

Prosumer

Flexibility provider

LFA

Flexibility buyer

Other market players
within the community

Flexibility buyers

B2

B2
B3

-

B17

-

Table 7: Services related to UC2 – Involved stakeholders and relation to business models

Reference to the business models presented in D1.6 is also reported in Appendix 1 at the end of the
deliverable. The link between the technical and business aspects of the services will be further detailed

Deliverable D6.1
Detailed Use Cases Scenarios

35

Version 3.0
May 2016

in later deliverables of both WP6 and WP1, with the definition of business cases based on the
implementation of specific scenarios.
2.3.4

Detailed scenarios

Some of the scenarios related to UC2 were already sketched as part of the user stories developed in
T2.1 and reported in D2.1. Those user stories have been refined as part of T6.1 and aligned with the
scope of UC2. The resulting scenarios are reported in the following table:
No

Specific scenario

General objective

UC2-S1

Use of MAS in the local
community
to
maximise
prosumers’ revenue through
peak
shaving
and
selfconsumption

To use MAS optimization to maximise
prosumer’s revenue in the local community in
absence of external constraints and to assess
results in terms of self-consumption and peak
shaving

UC2-S2

Use of MAS in the local
community
to
maximise
prosumers’ revenue considering
external flexibility requests

To use MAS optimization to maximise
prosumer’s revenue in presence of external
flexibility requests.

Table 8: Scenarios related to UC2

Since the scope of UC2 is the optimization of flexibility available in the local community of
prosumers, the scenarios focus on the local optimization using MAS.
The objective of the first scenario is to demonstrate that MAS optimization can be effectively used to
maximise the revenue of the prosumers belonging to the local community through peak shaving and
self-consumption. With respect to UC1, which targets individual prosumers, in this case all prosumers
belonging to the community contribute to the achievement of the optimization objectives. For
instance, surplus of generation from one house belonging to the community can be matched with
shifted load of another house to maximise the revenue of both the prosumers involved in the trading
operation.Since peak shaving and self-consumption represent the two main ways to increase
prosumers’ revenue and they also have a positive impact on grid stability, this scenario will assess the
effectiveness of the MAS optimization specifically in terms of self-consumption and peak shaving.
The second scenario represents the connection between UC2 and UC3. In this case the local
community must adapt to external requests from other actors and at the same time guarantee the
maximisation of revenue for the prosumers belonging to the community. In UC3 the external requests
will come from the DSO for congestion management. More information about these scenarios will be
provided in section 3.3, which details the tests associated to each of them.
2.3.5

Cyber security in UC2

Cyber security in UC2 focuses on the MAS optimization. In this case, the MAS platform will rely on
the protection mechanisms developed as a result of WP4 to secure communication. The aim is to
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ensure data protection in the exchanges between agents and/or external non-agent components.
Besides, MAS platform shall also rely on the surveillance mechanisms provided by the EWSCymerius. In this case, if any suspicious activity within the MAS platform is detected, each security
component and/or security device will log the detected event (authentication failure, unauthorized
access…) and then, logs will be reported to the EWS in the Security Operation Center, which will be
in charge of evaluating the cybersecurity situation of the platform. Figure below shows an example of
events reported to the EWS.

Figure 6: Reporting of suspicious events within MAS to the EWS

The tables below gives a summary of the cyber security service objectives in this use case.
1) Malicious Agent
Demonstration that an agent cannot access to sensitive information without being
Objectives
authenticated and the authentication process will fail if the agent is not well-authenticated
against the system.
Achieved by

Authentication mechanisms will prevent a malicious agent to access to sensitive information.

Equipment

MAS Platform + Security components; Energy Box; EWS Cymerius

2) Data Privacy between Agents
Demonstration that communication between agents is secured.
Objectives
Achieved by

Communication secure protocol between agents which will encrypt communications by
preserving the privacy of the data

Equipment

MAS Platform + Security components
Table 9: Cyber security services – UC2
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2.4

Use Case 3: Enhancing grid reliability, performance and
resilience

2.4.1

Objectives and boundaries

Use case 3 targets the LV grid, intended as the portion of the grid supplied by one individual MV/LV
substation (that is also our “local area”). This portion of the grid may include several communities of
prosumers, as defined in UC2, each represented by one individual LFA. In this sense, UC3 can be seen
as an extension of UC2, for it allows exchanges between communities belonging to the same local
area and enables congestion management for DSO, as sketched in D1.6 and earlier in this deliverable.
The DSO is in fact the key actor of this UC, for it is in charge for the quality of the electricity supply
to final users in the given area. The scope of the UC is therefore to demonstrate that local
communities’ management enabled by MAS, at LV level, can be effective in dealing with grid
congestions at local level and enhance grid performance, reliability and resilience.
This UC is based on the following assumptions:
-

Community of smart prosumers are established within the local area and are able to optimise
use of flexibility based on external requests (as a r esult of UC2);
A proper market mechanism exists to allow DSO s to buy flexibility from local aggregators to
deal with congestion management. In this sense, the project relies in first instance on the
market-based mechanism proposed by USEF, but applied to t he local area.

UC3 is fully aligned with the third phase of the storyline, as depicted in D1.6. Also, it extends the
storyline by considering more communities of prosumers in the given local area. The objective is
again to minimise costs associated to the energy bill and maximise revenue for the prosumer (as seen
in UC2), but in this case the provided flexibility can be bought by the DSO (with the LFA as an
intermediator) to deal with specific congestion issues.
From the point of view of the quantified objectives and in relation with the demonstration activities,
UC3 aims at achieving:
-

-

2.4.2

Enhanced LV grid performances through reduction of LV grid losses (in the region of 5-7%,
but anyway dependent on the targeted penetration of smart technologies – See Annex C for
details);
Renewable grid hosting capacity increased by 12 -15% (the value will be used as target for the
definition of representative smart grid context – See Annex C for details);
Increased reliability of the grid expressed in terms of effectiveness of the local optimization in
enabling congestion management;

Involved stakeholders and services provided

UC3 targets the LV grid management and the DSO in particular. DSO and congestions management
are in fact the key elements of this UC. The role of the cyber security service provider is also
fundamental in this UC.
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Service
No.

UC3-1

Actor

Service
Purchase of
flexibility for
congestion
management and to
ensure secure and
efficient network
operation

DSO

Description

MAS2TERING enabling
technologies/services

Other required
technologies/services

Sources of revenue

a) Peak reduction
b) Local balancing
c) Reduction of
losses
d) Voltage
management

The DSO buys flexibility as an
alternative to grid reinforcement
to deal with congestion
management in the local area

• Energy Box
• Cyber security serv.
• MAS

• Smart meter
• Smart technologies
• Local flexibility market

Savings with respect to
grid reinforcement

The DSO buys flexibility to
enhance grid performances (e.g.
reduce grid and transformer
losses)

• Energy Box
• Cyber security serv.
• MAS

• Smart meter
• Smart technologies
• Local flexibility market

Incentives for efficient
grid management

UC3-2

DSO

Purchase of flexibility to enhance grid
performances

UC3-3

Cyber
security
service
prov.

Provision of cyber security services to
market players

The cyber security provider
ensures protection against cyber
attacks

• Energy Box
• MAS

• Smart meter
• Smart technologies
• Local flexibility market

Variable (fixed fee,
proportional fee, etc.
based on the service
provided)

DSO

Use of Link boxes in combination with
flexibility purchase to reduce grid losses
and improve grid performances and
resilience of the grid

The DSO can introduce Link
Boxes in the LV grid to
enhance congestion
management and increase grid
resilience

• Energy Box
• Cyber security serv.
• MAS

• Smart meter
• Smart technologies
• Local flexibility market
• Automated Link boxes

Incentives for efficient
grid management

Purchase of flexibility at local level in order
to minimise deviations from declared
consumption programmes

A local aggregator can buy
flexibility from other local
aggregators or flexibility
providers to cope with
unexpected deviations from
consumption programmes
agreed with market players

• Energy Box
• Cyber security serv.
• MAS

• Smart meter
• Smart technologies
• Local flexibility market

Reduced penalties;
increased revenue from
enhanced risk
management

UC3-4

UC3-5

Local
Flexibility
Aggregator
(LFA)

Table 10: Services related to UC3
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Table 10 summarises services related to UC3 for each involved stakeholder, together with the required
technologies (highlighting those that are developed as part of the project) and the main sources of
revenue. Also in this case some of the services are directly enabled by the MAS2TERING solution,
while others are reported for completeness. The services are listed in order of importance in the table
and are indicated by different shading.
To the DSO the following service is addressed:
-

UC3-1: By means of the local optimization enabled by the MAS, the DSO can purchase
flexibility from local aggregators to deal with congestions. In this case the congestion point
coincides with the MV/LV substation that supplies the local LV grid. Flexibility is procured
and then provided according to the market mechanisms envisioned in the USEF framework,
but applied to the local area. The local aggregator s, after optimization of the local
communities they represent (as targeted in UC2), provide the DSO with the expected
consumption profiles of each community during the day of delivery. The DSO aggregates
these profiles (by including additional users not represented by local aggregators) and comes
out with the total expected consumption profile for the local area. If the DSO expects a
congestion at a certain time (e.g. a peak), it sends flexibility requests to all aggregators. In
turn aggregators send to the DSO flexibility offers based on the available flexibility. The DSO
accepts the offers from the local aggregators that provide flexibility at the lower price. During
the day of delivery aggregators respect the agreed flexibility programmes.
By using flexibility to cope with congestions the DSO can avoid (or postpone) costs related to
grid reinforcement.

-

UC3-2: The DSO can also buy flexibility to enhance grid performances. For example it can
use purchased flexibility to spread the demand during the day and reduce overall grid losses.
To do this it can use the same mechanisms described for the service UC3-1. Revenue in this
case is based on incentive schemes.

The other important actor is the provider of cyber security services, that here focuses on preventing
cyber-attacks, as better explained in section 2.4.5. All the other actors and services have been included
for completeness and are well described in Table 10.

2.4.3

Relationships with Business Models

The following table reports the relationship between the services related to UC3 (and reported in Table
10), the involved stakeholders and the business models.
Servic
e No.

UC3-1

Actor

DSO

Service

Purchase of
flexibility for
congestion
management and
to ensure secure
and efficient
network operation
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Detailed Use Cases Scenarios

a) Peak
reduction
b) Local
balancing

Involved stakeholder(s)

Type of relationship

Aggregators

Flexibility provider

Decentralised flex.
Providers

Flexibility provider

c) Reduction
of losses

Decentralised en. Producers

Flexibility provider (only if
programmable)

d) Voltage
management

Cyber security services
provider

Provider of cyber security
services to DSO and market
players
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UC3-2

Purchase of flexibility to enhance
grid performances

DSO

Aggregators

Flexibility provider

Decentralised flex.
Providers

Flexibility provider

Decentralised en. producers

Flexibility provider (only if
programmable)

Cyber security services
provider

UC3-3

UC3-4

UC3-5

Cyber
security
service
prov.

Aggregator
Provision of cyber security services
to aggregator

Other market players

Use of Link boxes in combination
with flexibility purchase to reduce
grid losses and improve grid
performances and resilience of the
grid

DSO

Local
Flexibility
Aggregator

DSOs

Purchase of flexibility at local level
in order to minimise deviations
from declared consumption
programmes

B3, B8,
B9

Provider of cyber security
services to DSO and market
players
Buyer of cyber security
services
Buyer of cyber security
services
Buyer of cyber security
services

Aggregators

Flexibility provider

Decentralised flex.
Providers

Flexibility provider

Decentralised en. producers

Flexibility provider (only if
programmable)

Cyber security services
provider

Provider of cyber security
services to DSO

Other aggregators

Flexibility provider

Decentralised flex.
Providers

Flexibility provider

Decentralised en. producers

Flexibility provider (only if
programmable)

Cyber security services
provider

Ensure data security to
market players

B17

B3

B3

Table 11: Services related to UC3 – Involved stakeholders and relation to business models

Reference to the business models presented in D1.6 is also reported in Appendix 1 at the end of the
deliverable. The link between the technical and business aspects of the services will be explored in
later deliverables of both WP6 and WP1.
2.4.4

Detailed scenarios

As described above, UC3 can be seen as an extension of UC2, for it targets the whole LV grid, which
includes several communities of prosumers. User stories are here related to the management of the LV
grid. User stories initially provided in D2.1 have been updated to reflect the progresses of the
refinement phase.
No

Scenario

General objective

UC3-S1

Congestions management
using local optimization
of flexibility

To demonstrate that the local optimization enabled by the MAS
and the MAS2TERING key technologies and services can be
effectively used to deal with congestions and enhance grid
performances, reliability and resilience. It is noted that the
effective congestion management directly increases grid RES
hosting capacity.
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UC3-S2

Grid
performances
enhancement using local
optimization of flexibility

To demonstrate that local optimization enabled by MAS and the
MAS2TERING key technologies and services can be effectively
used to enhance grid performances.

Table 12: Scenarios related to UC3

Table 12 reports the scenarios related to UC3. As seen they follow quite closely the services described
in the previous paragraph. The two scenarios both deal with local optimization of the grid to support
the DSO for congestions management and grid performances enhancement.
In particular, the first scenario focuses on congestion management using local community
optimization enabled by the MAS system. In this case a congestion is represented by any unacceptable
grid condition, which must be prevented to avoid outages and/or damages to grid assets. Examples of
congestions are peaks of demand which overcomes the capacity of the transformer, high voltages and
back-flow due to surplus of local generation, etc. In this case the MAS starts a negotiation between the
DSO and the LFAs of the local area to deal with an expected identified congestions (more information
in Annex D).
The second scenario focuses instead on use of flexibility to enhance grid performances. This includes,
for example, reduction of grid losses due to load spreading during the day.

2.4.5

Cyber security in UC3

As mentioned earlier, in UC3 the MAS optimization is applied to the level of the LV grid and involves
the DSO and more communities of prosumers. From a cyber security perspective, UC3 can be seen as
an extension of UC2, since it provides for the same types of threads and security measures. In this
sense the focus will be again on secure communication and surveillance mechanisms, applied this time
to the LV grid.
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3

Refinement of demonstration activities

3.1

Relationships between UCs and demonstration activities

Section 3.1 aims at defining the relationships between the various scenarios of the refined UCs and the
demonstration activities chosen to prove the benefits of the MAS2TERING solution and assess the
achievements of the objectives of the project. Table 13 below reports the list of demonstration
activities associated to each scenario, with details of specific objectives associated with them.
The table shows that the refined scenarios will be mainly implemented trough functional and physical
tests and simulations. As also described in Annex C, this is required to both ensure consistency with
the refined UCs and the MAS2TERING framework and guarantee reliability of results. Tests were
chosen in particular to analyse specific technical aspects of MAS2TERING solution, such as
communication between devices, MAS optimization in real context and cyber security aspects. The
general scope of tests is to demonstrate that the MAS2TERING solution “works” and enable effective
local optimization with MAS in real, but limited contexts (i.e. experimental facilities). Simulations
were instead chosen to overcome the physical limits of tests and target most representative scenarios
with the scope of assessing the broader benefits of local optimization with MAS in the smart grid
context.
The results of the refinement phase are all described in the next paragraphs, which provide a general
overview on both simulations and physical tests. The aim of this section is to provide general
information on how the refined use cases will be implemented. Detailed description of tests and
simulations and related results will be provided in D6.2.
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No.

UC1-S1

Scenario

Secure and effective
communication between
Energy Box and Smart
Meter

Targeted general of quantified UC’s objective(s)

UC1-S2

UC1-S3

Maximization of in-home
self-consumption

Establish effective communication between the TI’s
Energy Box and the smart meters from UK and Belgium

Cyber security tests

Establish secure communication between the TI’s Energy
Box and the smart meters from UK and Belgium. Ensure
protection, data privacy and surveillance.

Functional test at TI’s
facility & cyber
security tests

Check communication and operation of the specific
function within the energy box/Energy Box. Ensure
secure operation.

Limited MAS
optimization test

Check effectiveness of MAS optimization at home level,
finalised at minimising energy costs for the prosumer in
the limited extent of the experimental facility

Simulation with MAS
optimization

Check effectiveness of MAS optimization at home level,
finalised at minimising energy costs for the prosumer
using simulations

Minimization of costs associated with the energy bill for
the prosumer using MAS

Communication and operation of specific CEMS function

Minimization of costs associated with the energy bill for
the prosumer using MAS

Functional test at TI’s
facility & cyber
security tests

Functional test at TI’s
facility & cyber
security tests

Check communication and operation of the specific
function within the energy box/Energy Box. Ensure
secure operation.
Check effectiveness of MAS optimization at home level,
finalised at minimising energy costs for the prosumer in
the limited extent of the experimental facility
Check effectiveness of MAS optimization at home level,
finalised at minimising energy costs for the prosumer
using simulations
Check communication and operation of the specific
function within the energy box/Energy Box. Ensure
secure operation.

Simulation with MAS
optimization

Check effectiveness of MAS optimization at home level,
finalised at minimising energy costs for the prosumer

Limited MAS
optimization test
Simulation with MAS
optimization

Communication and operation of specific CEMS function
UC1-S4

Energy consumption
management - signal
coming from smart grid
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Communication and operation of specific local
management function

UC2-S1

UC2-S2

Use of MAS in the local
community to maximise
prosumers’ revenue
through peak shaving
and self-consumption
without flexibility
requests

Use of MAS in the local
community to maximise
prosumers’ revenue
considering external
flexibility requests

Functional test at
ENGIE’s facility

Limited MAS
optimization test
Maximisation of prosumer’s revenue in the local
community using MAS
Simulation with MAS
optimization
Secure local community management using MAS

Cyber security tests

Communication and operation of specific local
management function

Physical test at
ENGIE’s labs referred
to specific conditions

Maximisation of prosumer’s revenue in the local
community using MAS in presence of external requests;
a trade-off between local flexibility and external
flexibility in order to gain more revenue for the local
community

Limited MAS
optimization test

Simulation with MAS
optimization

Secure local community management using MAS

Cyber security tests

UC3-S1

Congestions management
using local optimization
of flexibility

Increased reliability of the LV grid

Simulation with MAS
optimization

UC3-S2

Grid performances
enhancement using local
optimization of flexibility

Enhanced LV grid performances

Simulation with MAS
optimization

Table 13: Demonstration activities related to each scenario
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Check communication and operation of smart
technologies and MAS infrastructure in the experimental
facility
Check effectiveness of MAS optimization at local
community level, finalised at maximising revenue for the
prosumers of the community and meet peak shaving and
self-consumption objectives in the limited extent of the
experimental facility
Check effectiveness of MAS optimization at local
community level, finalised at maximising revenue for the
prosumers of the community and meet peak shaving and
self-consumption objectives using simulations
Assess data and operations protection and surveillance
against cyber attacks
Check communication and operation of smart
technologies and MAS infrastructure in the experimental
facility. Check effectiveness of MAS in the limited scope
of the experimental facility in case of external request
Check effectiveness of MAS optimization at local
community level, finalised at maximising peak load
reduction with external requests and always ensure
minimisation of costs associated with energy bill of the
prosumers belonging to the community in the limited
extent of the experimental facility
Check effectiveness of MAS optimization at local
community level, finalised at maximising peak load
reduction with external requests and always ensure
minimisation of costs associated with energy bill of the
prosumers belonging to the community using simulations
Assess data and operations protection and surveillance
against cyber attacks
Check effectiveness of MAS optimization at LV grid
level, finalised at dealing with congestions (results to be
assessed against scenario without MAS optimization or
with centralised optimization)
Check effectiveness of MAS optimization at LV grid
level, finalised at dealing with congestions (results to be
assessed against scenario without MAS optimization or
with centralised optimization)

3.2

Simulation-based tests

As reported in Table 13, most of the MAS2TERING scenarios related to MAS optimization will rely
on simulation-based tests to assess the achievement of specific objectives. Compared to physical tests,
simulations ensure more flexibility, but also require reliable sets of data to be effective.
Simulation-based tests will be applied to two reference grids in Belgium and UK:



An Eco-District in Belgium representing a local community of prosumers, consisting of 31
domestic prosumers (50% of them with PV plants)
A portion of LV grid in UK consisting of 6 substations of various size and approximately 1200
users (98% residential)

Simulations will be used to assess MAS optimization effectiveness and achievement of specific
objectives (e.g. self-consumption, peak reduction) in a wide set of conditions and in relation to the
three areas targeted by the three use cases (i.e. individual house / prosumer, local community, LV
grid).

Figure 7: Conceptual process of a simulation-based test

Figure 7 reports the conceptual process of a single iteration of simulation-based test. As shown in the
figure, the MAS receives as input the expected projected consumption and generation profiles for each
individual prosumer of the reference grid during the day of delivery (in the form of time-series with 15
minutes granularity), as provided by prediction algorithms, together with all additional required
information, including expected use of smart appliances, ToU tariffs, etc. Then the MAS optimises use
of flexibility and provides as output the optimised consumption profiles. These are then input to a
steady-state electrical simulation, which checks that grid parameters stay within statutory limits for
each time step. Final optimised consumption and generation profiles are recorded and then computed
again in the electrical simulator to obtain grid performances data (e.g. grid losses). The tool chosen for
the electrical simulation is Grid-LAB D, which is free-share and particularly suitable to steady-state
analysis (more info at http://www.gridlabd.org/).
Based on the specific reference grid and on the availability of reliable data to produce prediction
algorithms, simulations will be referred to specific phases of the MAS2TERING market mechanisms
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and will involve single or multiple iterations. More information regarding the optimization process,
the market mechanism and the use of prediction algorithms in the various phases can be found in
Annex D.
It should be noticed that in the real world information like user preferences (i.e. available flexibility)
and weather forecasting would be provided directly by prosumers equipped with smart appliances and
technologies (through the energy box) and by forecasting services respectively, while information like
actual consumption and generation would be recorded by smart meters. Of course this is not possible
in a simulated environment. In this case data about use of appliances will not come from energy boxes,
but will be provided using a specific allocation function; actual consumption and generation will
instead correspond to results of prediction algorithms or MAS optimization. The amount of input data
to be generated depends on the availability of historical consumption and generation data and therefore
on the possibility of producing reliable prediction algorithms, as better described below for the two
cases of the Belgian Local community and the Cardiff LV grid.


Belgian local community

The following image describes how simulations will be applied to the Belgian portion of LV grid. As
mentioned above, the Belgian Eco-District already represents a local community of prosumers due to
the high penetration of PV systems. The Belgian DSO provided the MAS2TERING consortium with
historical consumption and generation data of all prosumers of the Eco-District.

Figure 8: Belgian grid simulations process schematic

Prediction algorithms (created using the provided data) will be used to predict consumption and
generation profiles for the day of delivery based on weather conditions and other variables. The MAS
will receive predictions and other required data (e.g. ToU tariffs, generation tariffs, etc. of the
prosumers) and optimise use of flexibility in the local community. Results of the optimised grid will
then be compared with results of a simulation without MAS optimization to assess effectiveness of the
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optimization process and the achievement of other objectives (e.g. prosumers’ revenue, peak
reduction, self-consumption, etc.). Information about KPIs can be found in section 3.4.
Due to the availability of reliable sets of historical consumption and generation data it will be possible
to produce reliable forecasting algorithms and to run simulations related to all market phases (see
Annex D for more details about market phases and use of prediction algorithms).
Additional required data in this case includes ToU tariffs and generation tariffs for the prosumers of
the local community, allocation of smart appliances and technologies (other than PV) and user
preferences (i.e. available flexibility).


Cardiff grid

The application of the simulation process to the Cardiff LV grid is similar to the one of the Belgian
local community, but requires additional initial activities and does not allow for the production of
reliable prediction algorithms.

Figure 9: Cardiff grid simulations process schematic

With respect to the Belgian Eco-District, the Cardiff grid is only a “standard” grid, meaning that it
does not include any smart technology such as PV systems, storage etc. For this reason initial data
production activities are required to pass from the actual standard grid to a representative “projected
smart grid”. Data production activities can be divided 4 phases, as shown in the following figure:
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Figure 10: Phases of data production activities

The chosen reference portion of the UK grid consists of six substations in the Cardiff area, as reported
in the following Google Earth image.

Figure 11: Representative LV grid

The local DSO (Western Power Distribution) already provided the consortium with the physical data
of the grid (length and type of the feeders), size of the transformers, number and type of users, average
consumption profiles (per type of user) for different periods of the year (typical weekday, Saturday
and Sunday for each season and high summer) and total annual consumption of each user of the grid.
Sensitive data were all anonymised by SMS before being shared with the consortium. Phase 1 is
therefore already completed at this stage of the project.
As part of phase 2, data related to the standard grid will have to be diversified among the various users
supplied by a substation to ensure consistency and representativeness of the grid. This diversification
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exercise will have to be carried out for all users supplied by the 6 different substations of the reference
LV grid and for the different periods of the year and days of the week. At the end of the diversification
process each individual user of the reference portion of the Cardiff grid will be characterised by an
individual set (different from all others) of 15 consumption profiles (taking into account the various
periods of the year and the days of the week). The diversification will be driven by the average
profiles provided by the DSO and by the annual consumption data referred to the period July 2014 –
June 2015. No additional information about the users is unfortunately available. However it must be
noted that the scope is not to replicate the actual consumption patterns of the chosen portion of the LV
grid, but simply to ensure consistency in the diversified data in order to emulate the behaviour of a
representative LV grid.
The third phase involves the production of projected grid profiles and consists of two steps. Briefly it
will be necessary to pass from the reference portion of the standard grid to a projected grid that takes
into account the penetration of smart technologies (RES, storage, heat pumps, etc.). To generate
projected profiles for each user of the grid it is first necessary to define the levels of penetration of the
various technologies (in terms of % of houses with smart appliances, % of houses with RES, % of
houses with storage, etc.). To do this it has been agreed to rely in first instance to studies already
carried out by UK National grid [1]. These studies provide future scenarios of penetration of smart
technologies (2020 and 2030 “Business As Usual” (BAU) and “green” based on different sets of
assumptions) and are applied to the UK grid. Results of these studies are public and would provide
MAS2TERING with the required reliable information for the creation of projected profiles. Of course
the choice of suitable scenarios will be driven by the MAS2TERING quantified objectives. More in
detail the idea is to use the set of National Grid data that would allow the MAS2TERING solution to
meet at least one of the objectives of the project (and proceed iteratively if other objectives are not met
after the simulation activities). Most likely the driver for the choice of the most suitable scenario is the
amount of RES, which is directly linked with one of the quantified objectives of the project (increased
renewable hosting capacity by 12-15%). Based on the penetration of RES, the National Grid studies
will provide levels of penetration of all other smart technologies. However, since the studies are
applied at national grid level, results will have to be first skilled down at local level based on the
capacity of the analysed portion of the UK grid. Once penetration of all smart technologies will be
defined (so once the reference smart grid context will be defined based on the UK national grid
studies) the smart technologies will be distributed in the reference grid, which will become a projected
grid. The distribution of the smart technologies into the reference grid will have random
characterisation (since we do not have additional data to drive it), but will take into account smart grid
studies on the topic (especially to define size of home battery systems, size of PV plants, etc.). At the
end this step each user of the grid, previously only characterised by a standard profile, will be also
characterised by presence of smart technologies; characterisation of district users (if any) is also
included in this step. Smart technologies will be also characterised in terms of type, size and all
relevant technical properties.
The second step of phase 3 deals with the generation of projected consumption profiles for each user
of the projected grid, based on the defined projected scenario. In fact the presence of some smart
technologies (in particular those that influence consumptions like heat pumps, EV, CHP) modifies the
standard consumption profiles of the users of the grid. At the end of phase 3 each user of the projected
grid will be characterised by a consistent projected base profile.
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Finally phase 4 is dedicated to the production and provision of additional data that are required by the
various simulations and MAS optimization modules, such as weather forecasting (to then calculate
generation from RES), Time of Use (ToU) tariffs, overall costs for grid operations, etc. The final list
will be provided as part of D6.2, together with the detailed description of the simulation campaign.
It must be again noted that the scope of data production activities is to get as closer as possible to a
representative smart grid and have reliable input data for the generation of reliable prediction
algorithms or to be used directly for MAS optimization.
Due to the unavailability of historical consumption data and therefore the impossibility to produce
reliable prediction algorithms, for the Cardiff grid the produced projected profiles will be used directly
as input to the MAS optimization. For the same reason the simulation-based tests applied to the
Cardiff grid will involve a single iteration of the optimization process (or a single spot market – see
Annex D for details), but in a wider range of conditions. The list of variables that will be considered is
included in the following table.
Category

Variables

Weather

-

Period of the year (4 seasons and high summer);
Day of the week (Weekday, Saturday, Sunday).
Portion of LV grid (6 substations);
Number of communities (1, 3, 5).
Weather conditions (sunny, cloudy, variable) .

Smart scenario

-

Flexible load

-

Specific smart grid scenario (2020 BAU, 2020 Green, 2030
BAU, 2030 Green).
Available flexible load (Low, Medium, High).

Time
Grid

Table 14: Variable for simulation campaign – Cardiff grid

The effectiveness of the MAS optimization will be assessed considering combinations of the above
variables. More details about the simulation campaign for the Cardiff grid will be reported in D6.2.

3.3

Physical Tests

UC1 and UC2 also rely on physical tests to assess the achievement of the specific quantified
objectives. Physical tests will include functional tests to assess effective communication between
physical devices (e.g. smart meters and Energy Box (UC1) and communication and operation of MAS
agents (UC2)), but also tests to assess the effectiveness of the MAS optimization in the limited extent
of the experimental facilities. With respect to simulations, physical tests can be used to assess specific
technical aspects of the MAS2TERING solution and to demonstrate the effectiveness of local
optimization in small-scale experimental contexts.
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Tests at TI’s facilities

3.3.1

Test related to UC1’s scenarios described in section 2.2.4 will be carried out in Telecom Italia’s
facilities in Turin. The physical set-up includes the following hardware:


TI Energy Box: an embedded computer running the JEMMA open source software and
modules implemented in MAS2TERING
Smart Meters
Smart Appliances: a smart washing machine prototype and a smart plug




The table below specifies the list of activities that will be performed in order to set-up the testing
environment in the laboratory at TI’s facilities.
Step

Description

1

Implementation and deployment of a graphical user interface providing access for the
customer to his own energy consumption and production details also in terms of cost. The GUI
will also provide personalized suggestions and analysis that allows the customer to reduce his
energy bill

2

Implementation and deployment of Smart Meters adapters and cloud synchronization bundles
that allows the Energy Box to collect data from the Smart Meters and store them in the TI
cloud platform

3

Implementation and deployment of algorithms able to detects gaps and outliers in the data
received from the smart meters. These algorithms will provide a report that will be used to
assess the effectiveness of the data collection path

4

Implement a component in the gateway that allows to specify the energy price for the next 24
hours and according to this information and to user preferences schedules the appliances in
order to minimize cost for the final customer

5

Implement a component in the gateway that allows to specify the expected energy production
of customer’s PV plant for the next 24 hours and according to this information and to user
preferences schedules the appliances in order to maximize the local energy usage of the
produced energy

6

Implement a component in the gateway that allows to receive a request of energy demand or
increase for a specified time slot and according to this information and to user preferences
schedules the appliances in order to satisfy the requested constraints

7

Assess feasibility of the integration between the Energy Box and MAS platform and the
limitations of JEMMA framework deployed in the Energy Box according to the results of the
steps 2,3,4,5 and 6
Table 15: Tests at TI’s facilities – Setting up activities
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Tests at ENGIE’s facilities

3.3.2

Tests to be carried out at ENGIE’s facilities are all related to the UC2’s scenarios, which target the
optimization of the local community of prosumers. ENGIE experimental facilities include one
experimental building equipped with flexible load bench (emulating use of electrical heaters) and two
houses already equipped with flexible load bench (up to 5.2 kW), 12 kWe of PV, storage system
(7kWh), one EV and related charging station and existing energy management systems able to monitor
and/or manage individually this equipment. These two houses and building form a local grid, which is
a basic representation of local communities of prosumers targeted in MAS2TERING.

Figure 12: Equipment at ENGIE's facilities

The set of tests related to UC2 has been sketched as part of the refinement activities and follows very
closely the 2 scenarios reported in Table 8.
For the demonstration of the two scenarios UC2-S1 and UC2-S2, the MAS platform developed in the
technical WPs of the project will be implemented in the experimental facilities. The MAS
optimization will be calibrated based on the specific objectives to be obtained (maximize revenue with
or without external requests for the different prosumers) and the specific sets of smart technologies
considered for the tests.
Of course ENGIE facilities will have to be set up to allow the tests campaign to start. This will involve
a series of activities which has been summarised in the following table:
Step

Setting up activity

1

(Software) – (in relationship with WP3) deliver the agents involved in the tests (household 1 &
2, EV station, PV station, LFA); define interactions between the agents and simulate MAS
optimization using some basic hypothesis.
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2

(Hardware) - Connect smart appliances and technologies in the 3 experimental premises to the
network; collect the monitored information on a web platform; allow control of appliances and
technologies through the platform.

3

Connect steps 1 & 2: the agents are to be implemented/connected to the smart devices to allow
direct control based on MAS optimization results (e.g. switching on/off an appliance). The
devices are controlled in the cloud and the interactions between agents are simulated in the
cloud, but the actions take place in the real world and the data come from the devices
themselves.
Table 16: Setting up activities

List and description of testing activities will be provided in D6.2.

3.3.3

Cyber security tests

Cyber security tests are enforced within the MAS2TERING project to demonstrate that the cyber
security requirements defined in the deliverable D2.1 “MAS2TERING Platform technical document”
are met.
3.3.3.1

Definition of tests to be carried out for UC1

Cyber security in UC1 focuses on the communication between HAN devices to support the following
operations and functionalities:
- Enabling HAN side energy consumption data collection
- Enabling connection between smart meter and the TI Energy Box
- Ability to schedule domestic loads
Cyber security aspects in UC1 will be assessed through the following 3 demonstration activities:

Corruption of the Energy Box software

TST-SEC#01

Objectives

Demonstration that non official software update of the Energy Box is detected, and that an
alarm is raised.

Output

An alarm is raised in the Early Warning System (EWS) upon the detection of unknown
software update on the Energy Box.

Equipment
required

TI Energy Box; EWS Cymerius; EWS Vulnerability Survey Portal

Data required

Non official firmware update.

Assessment

A non-official firmware will be used in the update function of the TI Energy Box, to
demonstrate that an alarm is raised in the Early Warning System (EWS).
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Corruption of the Historical Data

TST-SEC#02

Objectives

Demonstration that the system can raise an alarm when energy consumption data are not to
be trusted anymore

Output

An alarm must be generated at the Early Warning System (EWS) upon the detection of loss of
integrity of historical data

Equipment
required

Historical data service; EWS Cymerius

Data required

Energy consumption (dummy or real)

Assessment

Energy Box sends data to the Historical Data service. If non authenticated Energy Box try to
send data, the Historical Data service must generate an alert to the EWS to raise an alarm.
The Historical Data service should check that any modification of its database came from an
authenticated Energy Box. Any manual modification from an administrator should generate a
log send to the EWS that raise an alarm.

Unauthorized access to Energy Box

TST-SEC#03

Objectives

Demonstration that access to Energy Box administration interfaces password protected.

Output

Access to personal data or to functions requiring administration privileges must be granted
upon successful authentication.

Equipment
required

Energy Box; EWS Cymerius

Data required

None

Assessment

Attempts to connect to the Energy Box in order to access to personal data or to modify the
configuration. Authentication failures must be reported to the security EWS system.

Access control to Device Agent

TST-SEC#04

Objectives

Demonstration that a user need to be explicitly allowed to access a device agent.

Output

Access to the device agent allowed if the user is explicitly allowed.

Equipment
required

Energy Box (with PANDA); EWS Cymerius

Data required

None

Assessment

Attempts to connect to the Device Agent. Access denied must be reported to the security EWS
system.

Historical Data service anonymization
Objectives

TST-SEC#05

Demonstration that Historical Data don’t content any private information or unique identifier
that can be reversed.
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Output

No private information in the Historical Data service.

Equipment
required

Historical Data service

Data required

Energy consumption (dummy or real)

Assessment

Investigate the content of the Historical Data service, and look for any personal data, or
unique identifier linked with personal data.

Outdated software in the Energy Box

TST-SEC#06

Objectives

Demonstration that any outdated software with security issue raise an alarm in the Early
Warning System (EWS)

Output

An alarm must be raised at the Early Warning System (EWS) upon the detection of outdated
software with security issue in the Energy Box

Equipment
required

Energy Box; EWS Cymerius; EWS Vulnerability Survey Portal

Data required

None

Assessment

If a new version of Energy Box software is available to patch security issues, check that an
alarm was raised in the EWS.
Table 17: Cyber security tests for UC1

3.3.3.2

Definition of tests to be carried out for UC2 & UC3

Cyber security in UC2 & UC3 focuses on the MAS data exchange and operations within the local
community and in the LV grid. Cyber security aspects will be assessed through the following
demonstration activities:
TSTSEC#0702

Malicious agent
Objectives

Demonstration that an unauthorized agent cannot access to sensitive information from
trusted agents.

Output

An alert must be generated at the Early Warning System (EWS) upon the detection of
suspicious activity coming from unknown agents.

Equipment
required

MAS platform + Security components; EWS Cymerius; Energy Box

Data required

Connection logs from MAS platform agents

Assessment

The MAS platform must be able to deny access to unauthorized agents. Agents implement an
authentication mechanism. As a consequence they are able to forbid any rejection of
connections by unauthorized systems implementing the MAS platform communication
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protocol. Agents also log any connections and among them failed connections by
unauthorized external systems. Logs are transmitted to the EWS Cymerius. EWS Cymerius
collects, performs an analysis and displays unauthorized connections attempts as alerts. The
severity of the incident is higher if the number of attempts is high. The severity is critical if a
successful connection is logged afterwards, coming from the same remote system.

TST-SEC#08

Data privacy between agents
Objectives

Demonstration that communication between agents part of the MAS are secured.

Output

Data transmission between agents is encrypted.

Equipment
required

Energy Box; MAS platform + Security components; Sniffer

Data required

Any data describing the status (current and future) of a community or LV grid.

Assessment

An agent will send some data to the MAS platform through the Energy Box. A sniffer
connected on the data path to the MAS will collect the information, and will demonstrate that
the data is encrypted.
Table 18: Cyber security tests for UC2 & UC3

3.4

KPIs and applicability

The achievement of the objectives of the project will be assessed by means of Key Performance
Indicators (KPIs). These will be fully described in D6.2, but are here introduced in relation to the
demonstration activities detailed in the previous paragraphs.
KPIs can be broadly divided into three categories:
-

Functional KPIs

-

Cyber security KPIs

-

MAS optimization KPIs

Functional KPIs are used to assess objectives related to communication and operation of the
MAS2TERING platform. In this case the aim is not to assess if the MAS optimization is effective in
meeting specific performance objectives (e.g. maximization of revenue, peak-reduction, etc.), but
simply to check that data between devices or between agents is exchanged with adequate quality and
that main optimization and control functions are correctly enabled.
Cyber security KPIs are strictly related to functional ones and will be used to assess that
communication and functions are also operated in a secure way.
Finally MAS optimization KPIs will be used to assess the effectiveness of the MAS optimization
process in terms of revenue for the prosumer, peak-reduction and self-consumption at home, local
community and LV grid levels, congestion management and grid performances.
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TI’s facilities

Belgian local
community

Cardiff grid

Physical
tests

Simulations

Simulations

*

*

*

ENGIE’s facilities

KPIs
Functional
tests

Physical
tests

Functional
tests

Functional

*

*

Cyber security

*

*

MAS optimization

*

Table 19: Applicability of KPIs to the demonstrators

Table 19 maps the use of KPIs in the various demonstration activities. As seen in some cases the same
KPIs can be used in different contexts, thus ensuring consistency in the assessment process. The
complete description of KPIs and their use in each individual test or simulation will be provided in
D6.2.
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4

Conclusions

The refinement process gave concreteness to the raw Use Cases sketched at proposal stage by
outlining them in the MAS2TERING framework and defining for each of them detailed boundaries
and objectives, involved stakeholders and provided services. The main outcome of the process is
represented by the three refined technical Use Cases of the project:
-

UC1: This UC focuses on the Home Area Network (HAN) and the services that involve the prosumer;
the scope is to demonstrate the interoperability between the HAN management system, the smart meter
and the Energy Box, which enables consumption profile optimization and allows the bi-directional
communication between the prosumer and the rest of the LV grid. The enabled communication is a
prerequisite to the local optimization proposed in the other UCs and, for the prosumer, to enter the
market of flexibility products.

-

UC2: This UC focuses on the local community of prosumers represented by a Local Flexibility
Aggregator in a local area of the LV grid; the scope is to demonstrate that MAS optimization performed
at this local level is effective for energy management and local balancing, as an alternative to traditional
centralised optimization. The objective is to maximise revenue for prosumers belonging to the local
community when coping with variable external conditions but not considering grid-related constraints.

-

UC3: The last UC can be considered as an extension of UC2 and tackles the LV grid, intended as the
union of local communities of prosumers in a given area (represented by a MV/LV substation). The UC
targets in particular DSOs and aims at demonstrating that the local optimization enabled in UC2,
coupled with appropriate grid monitoring can be a cost-effective way to deal with local congestions and
globally increase grid performances, reliability and resilience.

The refined Use Cases support the MAS2TERING framework and are aligned with the project’s
storyline and business vision. As summarised in the following table, each refined UC is characterised
by specific quantified objectives, required to demonstrate the effectiveness of the solution proposed in
MAS2TERING:
Use
Case

Quantified objectives

UC1

-

UC2

-

UC3

-

Secure and effective communication between HAN monitoring and management
devices;
Minimization of costs associated with the energy bill for the prosumer using MAS.
Maximization of revenue for the prosumers belonging to the community using MAS
with or without external requests. Revenue consists of both reduction of costs
associated to energy consumption and additional income due to trade of flexibility;
Peak load reduction in the local community resulting from maximization of revenue
for the prosumers belonging to the local community using MAS;
Self-consumption in the local community resulting from maximization of revenue
for the prosumers belonging to the local community using MAS;
Enhanced LV grid performances through reduction of LV grid losses (in the region
of 5-7%, but anyway dependent on the targeted penetration of smart technologies )
Renewable grid hosting capacity increased by 12-15%;
Increased reliability of the grid expressed in terms of effectiveness of the local
optimization in enabling congestion management;
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Each of the UCs is also associated with specific scenarios. These will be implemented in
representative contexts as part of the demonstration activities and used to evaluate specific services or
functionalities of the MAS2TERING platform.

Results of the demonstration activities, validated within the limited scope of the specific scenario and
then extended to the wider scope of the UCs will be used to demonstrate the effectiveness of the
MAS2TERING platform in performing local flexibility management and assess the achievement of
the objectives of the project.
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Appendix 1 – Business Models
Primary Business Models (B1-B10)
Flexibility as a Product


B1. Sale of Flexibility by a consumer/prosumer to a Local Aggregator is appropriate for
consumers/prosumers that do not require services related to in -home optimization and desire
to gain value from offering flexibility to the market through an aggregator.



B2. Sale of Flexibility by a Local Aggregator to the Flexibility M arket deals with flexibility
that a local aggregator may sell for purposes other than DSO Services. This flexibility is
made available to the flexibility market where the buyer may be a DSO who does not require
services, an aggregator of aggregators, a BRP or other market participant.



B3. Sale of Flexibility by a Local Aggregator Service Contract to a predetermined buyer
(DSO, Aggregator of Aggregators or BRP) deals with the predetermined sale of flexibility to
a contracted buyer.

Consumer: In home optimization services


B4. Time-of-use (ToU) optimization is based on load shifting from high-price intervals to
low-price intervals or even complete load shedding during periods of high prices. This results
in the lowering of the energy bill proportional to the price differential and quantities of energy
consumed.



B5. Self-balancing is typical for Prosumers who also generate electricity (for example,
through solar PV or CHP systems). Value is created through the difference in the prices of
buying, generating, and selling electricity.



B6. Control of the maximum load is based on reducing the maximum load (peak shaving) that
the Prosumer consumes within a predefined duration (e.g., month, year), either through load
shifting or shedding. By lowering this maximum load the consumer can benefit from lower
tariffs.



B7. Bundled Flexibility Management Service the combination of optimization services
coupled with flexibility (as a product) sales to a Local Aggregator.

DSO: Flexibility services for DSO




B8. Congestion management deals with the use of flexibility to attain the benefits of peak
reduction, local balancing, the reduction of losses and voltage management in a discrete
timeframe of high demand to avoid the thermal overload of system components.
B9. Grid capacity management deals with the use of flexibility to conduc t congestion
management but also in a longer term horizon to defer grid investments to ensure future
capacity needs and to extend the operational lifetime of system components.
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Joint Services Business Models


B10.Bundled Contracts (Phone-Internet-Energy) for the providing of In-Home Optimization
and Flexibility Management Services deals with strategic alliances between utilities and
telecoms to offer bundled services or with 3 rd party organizations that self-organize to offer
holistic bundled solutions.

Supporting Business Models (B11-B19)
Knowledge & Data Services


B11. The sale of congestion point forecasting to local aggregators as a service deals with the
ability to create and deliver a competitive advantage and work avoidance via forecasting
services.



B12. The sale of consumer / prosumer consumption data to Local Aggregators or Common
Reference Point Operators as a service deals with the data flow concerning
consumer/prosumer load profiles and/or flexibility potential.



B13. The sale of MAS IP to Local Aggregators to maximize price differentials between
flexibility purchases and flexibility sales deals with the business model for the exploitation of
the MAS2TERING foreground as it relates to the ICT platform / MAS IP.



B14. The sale of MAS IP to In-Home Agent Manufacturers (white goods and renewable
energy technologies) to increase product competitiveness and differentiation deals with the
exploitation of the MAS2TERING foreground as it relates to the MAS IP.

Telecom Services


B15. Broadband Content, VAS and OTT sales deals with the sale of content licensing, Value
Added Services(VAS) or Over the Top Content (OTT) subscription-based services by
Telecom Operators to combined energy suppliers / LFA for enhanced device abstraction
interoperability within major smart appliance categories connected to ZigBee, Energy@Home,
5G, cloud access channels, etc.



B16. HAN Sales deals with the provision of Energy Box and related products / services in the
HAN. According to the specific country and type of market the Telco company may also be
the owner of the device and ask the final user to pay a fixed rate.

Security Services


B17.The sale of security software to ensure the secure transport of consumer/prosumer data
deals with how software and data security providers add and take value from the system.

Referral Services


B18. Compensation awarded by suppliers for new client referrals deals with compensation
awarded for client base expansion.



B19. Compensation awarded by telecoms for new client referrals deals with compensation
awarded for client base expansion.
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Annex A

Literature review on market models and local energy
communities

Author: Vincenzo Giordano (ENGIE)

A.1

Introduction

In this annex an in depth bibliographical review round the notions of “local energy community of
prosumers”, “local platforms for DER coordination”, “multi-agent systems for Smart Grids” is carried
out.
In particular the focus is on:



A.2

Literature review on market models related to interaction among actors at distribution/local
level and show how the MAS2TERING approach could fit within them.
Literature review of pilot projects and commercial offers to highlight emerging value
propositions and business models for these types of applications.

Literature review on Market Models on Prosumer flexibility

A number of interesting initiatives have emerged in the past few years to develop interoperable
frameworks for flexibility. This section presents the main models that are available in literature.
A.2.1

The ENTSO-E interaction models [2] [3]

Figure 13 lists how the market designs are classified according to ENTSO-E (Association of European
Transmission System Operators for Electricity), first considering whether DSR (Demand Side
Response) is integrated with supply or not, and in the latter case, whether a bilateral agreement
between the independent aggregator and the BRP/supplier is necessary. ENTSO-E defines DSR as a
load demand that can be actively changed by a trigger. Demand Side Management (DSM) is defined
by ENTSO-E as the utilization of DSR for a purpose such as system security (i.e. balancing and
congestion), or system adequacy [4].

Figure 13: Overview of Market Design Options for DSR Integration in Energy Markets by Entsoe
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A.2.1.1

Market designs with integrated supply and DSR solutions

According to ENTSO-E, Suppliers are at the interface between consumers and markets and therefore
are well placed to value DSR. Flexibility clauses can be integrated in a supply contract, giving the
supplier additional tools to optimise its portfolio and reduce sourcing costs. In return, the consumer
may reduce its costs compared with a standard supply contract. No other market participant is
impacted, and all details are settled in a bilateral contract between supplier and consumer. Two market
design solutions can be implemented, depending on whether the consumer receives price incentives or
direct load variation orders from the supplier. Figure 14 shows the market designs with integrated
supply and DSR solutions.

Figure 14: Market designs with integrated supply and DSR solutions

A.2.1.2

Market designs with DSR dissociated from supply

Market designs dissociating DSR from supply require giving direct market access to the consumer or
to an independent aggregator on its behalf to sell DSR on the market. Access to the day-ahead and
intraday energy markets is organised via a BRP.
Bilateral agreement model
The bilateral agreement model is a market design in which the independent aggregator and the BRP
source conclude a bilateral agreement to solve the specific market design issues arising from the
dissociation of DSR from supply as shown in Figure 15. By nature, this model requires the supplier or
the BRP source to be involved in the agreement. This requires a consideration of the impact of the
confidentiality issue. This bilateral agreement is a commercial contract between the independent
aggregator and the BRP source or the supplier.
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Figure 15: Bilateral agreement model

Market designs without bilateral agreement
Market designs without bilateral agreement allow aggregators to act independently from suppliers.
These models differ from the bilateral agreement model in the way the transfer of energy is dealt with
and settled between parties. In the balancing timeframe, any potential deviation between requested and
activated energy is allocated to the independent aggregator either as an imbalance to its associated
BRP or as an activation penalty to an independent BSP and is settled accordingly. There are two
models envisaged within this market design:


The Supplier settlement of DSR activation: In this model, as shown in Figure 16, the energy
sold on the market by the independent aggregator is invoiced to the consumer by the supplier
as if it had been consumed. This way, the transfer of energy is settled directly between the
consumer and supplier at the contractual supply price. In case the aggregator is not the
consumer, compensation from the DSR operator to the consumer is necessary, at least to cover
the costs of the non-consumed invoiced energy. Such arrangements fall under the contractual
relationship between the aggregator and the consumer.

Figure 16: Market design without bilateral agreement (Supplier settlement for DSR activations)


Central settlement of DSR activation: In this model, as shown in Figure 17, the settlement of
the transfer of energy is performed by a neutral central entity, which can be a DSO, the TSO
or a third party. The central settlement model requires a wholesale settlement price between
the independent aggregator and the BRP source to settle the tran sfer of energy.
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Figure 17: Market design without bilateral agreement (Central settlement for DSR activations)

A.2.2

The EURELECTRIC interaction models [4] [5]

EUERELCTRIC defines demand response as a series of voluntary, remunerated actions by final
customers, either automatic or manual, aimed at changing their electricity consumption or generation
in response to price signals (e.g. time-varying electricity prices) or aimed at bidding in organised
electricity markets directly or through demand response aggregation (done by supplier or third party)
[4]Error! Reference source not found..To manage the operation of distribution systems, similarly to
he usual practice in transmission networks, EURELECTRIC recommends the definition of system
states, e.g. within security standards or grid codes. EURELECTRIC defines a “traffic light scheme”
that could be used to distinguish between system states and selecting appropriate type of actions.
Following are the three traffic lights as envisaged by EUERELCTRIC. Green: Normal operating state.
Yellow: Alert state – DSO has an emerging congestion. DSO actively engages with the market (DG or
load) to procure flexibility to relieve grid constraints either via flexibility platform or directly. Red:
Unsecure operation – Emergency cases [5].
The EUERELECTRIC envisages two main interaction models. One in which the BRP/supplier
performs the aggregation and the other in which the aggregation is performed by a third party.
A.2.2.1

BRP/suppliers performing demand response aggregation

This model, considered the simplest scheme by EURELECTRIC, is one where suppliers offer demand
response services to their customers and act as demand response aggregators, for instance to perform
efficient internal portfolio optimisation as shown in Figure 18. For example, a BRP/supplier assesses
whether it is more cost-efficient to source electricity on the market or to activate demand response
within its portfolio. New entrant aggregators can of course assume the role of a BRP/supplier in order
to offer flexibility services to their own customers’ portfolio or sell directly their services to a
BRP/supplier. In this model, the chain of balance responsibility remains intact and delivers simple
arrangements such as one main contact point for the customer. As highlighted in Figure 18, the only
potential impact that would need to be specifically managed is the one on access and operation of
transmission and distribution grids.
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Figure 18: Links between market actors when demand response aggregation is done by supplier

A.2.2.2

Third party demand response aggregation

As shown in Figure 19, third party aggregators generally contract directly with customers for demand
response services (purple arrow), without needing the consent or agreement of BRPs/suppliers, and
sell aggregated demand response on the wholesale electricity market (red arrow). This activity has
impacts on other market actors (dotted grey arrow), which need to be addressed through contractual
and operational relations between third party aggregators and other market parties. However, the
interactions between customers, third party aggregators, BRPs/suppliers and network operators need to
be clarified regarding the adjustments to be made to existing contracts, the type of information to be
exchanged and the need for new operational or contractual arrangements.

Figure 19: Impacts of third party aggregation on other market parties

A.2.3

The USEF interaction model [6] [7] [8]

The USEF (Universal Smart Energy Framework) foundation has developed a wholesale market model
for flexibility. This framework includes roles and responsibilities, process flows, information flows, a
traffic light system for DSO network status as well as use cases.

Deliverable D6.1
Detailed Use Cases Scenarios

67

Version 3.0
May 2016

USEF positions the Aggregator centrally within the USEF flexibility value chain. The Aggregator is
responsible for acquiring flexibility from Prosumers, aggregating it into a portfolio, creating services
that draw on the accumulated flexibility, and offering these flexibility services to different markets,
serving different market players. In return, the Aggregator receives the value it creates with flexibility
on these markets and shares it with the Prosumer as an incentive to shift its load. Flexibility managed
according to USEF’s rules and guidelines is called UFLEX . Through the Aggregator, Prosumers gain
access to the energy markets. Figure 20 shows USEF’s flexibility value chain.

Figure 20: USEF’s flexibility value chain

USEF distinguishes four potential customers for the Aggregator’s flexibility services:
1. The Prosumer
2. The Balance Responsible Party (BRP)
3. The Distribution System Operator (DSO)
4. The Transmission System Operator (TSO), which is indirectly served by the Aggregator
through a BRP
The USEF interaction model separates the flexibility supply chain from the energy supply chain as
shown in Figure 21. However, the physical transport of energy underlies both chains. The roles in the
supply value chain are responsible for the supply of energy, and the roles in the flexibility value chain
are solely responsible for creating value through UFLEX.
The energy supply chain remains unaffected in the USEF model and aligns with the European
liberalized energy market model.
The USEF flexibility supply chain is designed to unlock and maximize the value of ADS (Active
Demand & Supply) flexibility. To that end, the Aggregator establishes a contract with the Prosumer
describing the terms and conditions under which it can exploit the flexibility within the Prosumerdefined control space of the ADS asset. The Aggregator optimizes the value of the flexibility in its
portfolio by selling UFLEX that has the most urgent need for it and hence is willing to procure it at the
highest price. To that end, the Aggregator establishes a flexibility service contract with the BRP
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responsible for that Prosumer’s imbalance. The contract specifies the terms and conditions for trading
flexibility, including the settlement of imbalance resulting from UFLEX transactions.

Figure 21 THE USEF INTERACTION MODEL

A.2.3.1

Options for implementing the Aggregator in the USEF model

USEF’s standard Aggregator model
USEF finds the most straightforward implementation as the addition of an Aggregator to the existing
European liberalized energy market model as shown in Figure 22. In this case, the Aggregator has
established a contract with the Prosumer to control all of its ADS assets, within the boundaries set by
the end-user (settings). The Aggregator exploits the flexibility provided by the Prosumer’s ADS assets
to maximize its value and create the optimal load profile. A single BRP carries the balance
responsibility for both the supply and the flexibility. A three-way contractual relationship between the
Aggregator, Supplier, and BRP is established to define the roles and responsibilities in accordance
with one of several possible business models. In principle, the Aggregator, Supplier, and BRP will
evaluate performance based on metering data at the connection level. In practice, however, especially
at industrial and commercial sites, the Aggregator will most likely install a sub-meter for the ADS
assets to measure their actual performance. This enables both the Aggregator and the UFLEX
customer to quantify the performance of the demand response service and the provided flexibility
based on actual performance.
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Figure 22: USEF’s interaction model based on standard Aggregator model

The virtual transfer points model (VTP model)
This model is based on the idea that an Aggregator might prefer to manage only a single or single type
of ADS asset. A typical example is an equipment manufacturer who already has a digital connection to
its products and is well suited to aggregate the flexibility from all its devices in the field. One possible
way to realize this is by introducing virtual transfer points (VTPs) on which the base load is separated
from the ADS load, as shown Figure 23. Here, VTP2 for the ADS asset (in this case an EV) is created
by installing an accountable sub-meter. VTP1, for the remaining residential load, is created by
subtracting the ADS load from the main meter.

Figure 23: The virtual transfer points model

The Prosumer’s existing Supplier (SUP1) and BRP (BRP1) are responsible, respectively, for the
supply of energy and the imbalance on VTP1, that is, the total energy excluding the EV part. Although
not shown in this case, USEF allows the activation of flexibility within the remaining residential load
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on VTP1. For the sake of simplicity, the remaining residential load is assumed to have no ADS or
controlling Aggregator. The situation thus created on each VTP is identical to the USEF standard
Aggregator model and is fully supported by the USEF specification. This means the ADS load on
VTP2 is managed by a three-way contractual relationship between AGR2, BRP2, and SUP2, similar to
the standard USEF model. The ADS asset is under the full control of the independent Aggregator
(AGR2). The energy for the EV is supplied by a second Supplier (SUP2) and balance responsibility is
borne by a second BRP (BRP2). AGR2, BRP2, and the DSO trade UFLEX according to USEF’s
Market Co-ordination Mechanism (MCM).
The mapping to the USEF interaction model is shown Figure 24. The right half of the diagram
represents the EV supply via VTP2; the left half, the remaining residential energy supply via VTP1. In
the right diagram, AGR2 trades UFLEX with BRP2 and the DSO. Its performance is evaluated based
on the sub-meter readings at VTP 2.

Figure 24: USEF’s interaction model based on VTP

The Flex-BR model
In the flex-only balance responsibility model (Flex-BR model), flexibility is completely separated
from the supply of energy. The Supplier (SUP1) is responsible for the supply of energy on the
Prosumer’s main connection. The corresponding BRP (BRP1) is responsible for the balance at the
Prosumer’s main connection. An independent Aggregator (AGR2) offers the Prosumer a flex-only
service to control the flexibility of its ADS assets as shown in Figure 25. When the Prosumer’s ADS
flexibility is activated, the BRP associated with AGR2 (BRP2) is responsible for the imbalance it
causes. The activation of flexibility will change BRP1’s balance position. Hence BRP1 must somehow
be compensated so that the activation of flexibility by AGR2 remains neutral for BRP1 and SUP1.
Figure 26 shows the USEF’s interaction model based on Flex-BR model.
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Figure 25: USEF’s Flex-BR model

Figure 26: USEF’s interaction model based on Flex-BR model

A.2.3.2

Aggregator business models

USEF identifies six emerging main business models for the Aggregator in Europe:







Combined Aggregator-Supplier
Combined Aggregator-BRP
Aggregator as service provider
Delegated Aggregator
Prosumer as Aggregator
Aggregator based on Flex-BR model
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A.2.4

The Smart Grid Task Force-EG3 interaction model [9]

Figure 27 shows the possible relation between the market roles as seen by the Smart Grid Task ForceEG3. A regulated domain and two commercial domains, related to supply and flexibility are envisaged
as shown in the figure. This model is the basis for the models of ENTSO-E and EURELECTRIC
described above and is acknowledged in references [2], [4], [10]. This model is similar to the USEF
model defined earlier where a flexibility domain is envisaged in addition to the usually found supply
domain. A similar approach is taken by the USEF market model described above where the supply and
the flexibility domains are separated and the role of aggregator is envisaged in the flexibility domain.

Figure 27: Possible relations between market roles as seen by Smart Grid Task Force-EG3

A.2.5

Fit between Mastering and the various market models proposed in literature

The different market models on flexibility focus on the interaction between prosumers and different
market actors. These models explicitly address the existence of two value streams between prosumers
and market actors: energy supply and activation of flexibility. Also all the models acknowledge that
DSOs can be one of the actors interested in procuring flexibility. The models assume that the
prosumers take decisions (or delegate the decision to aggregator) about their net demand profile based
on their economic self-interest.
The MAS2TERING platform is able to capture the decision making process where prosumers find the
optimal way to provide flexibility to the market. In the MAS2TERING model, the presence of
retailers, aggregators, DSOs and BRP are taken into account by the fact that prosumers receive
economic signals that have been formed in a certain market configurations (and thus to the position of
the different actors on the market). Any market model that includes the role of the aggregator suits the
Mastering platform, independently on the market relationship of that role with other roles or actors.
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In other words, the Mastering platform is not tailored to a specific market model. A change in the
market model would result in changes in the creation of economic/market signals for the prosumers
via the aggregator. However, the platform will just work to make the optimal economic decision, at
the prosumer and community level, based on these market signals, and does not depend on the specific
contractual agreements between the different actors.

A.3

Literature review on energy communities

The growing interest in local energy communities is fuelled the increasing adoption of both distributed
energy resources (DERs), and residential Internet of Things (IoT) devices.
The rapidly declining cost of distributed energy resources (DERs) fuels a rapid increase in the
deployment of DERs. This is driving a shift toward distributed generation (DG). Navigant Research
estimates that between 2014 and 2023, DG will displace the need for more than 320 GW of new largescale power plants globally [11]. Navigant Research’s Global Distributed Generation Deployment
Forecast report estimates that new DG capacity additions will exceed new centralized generation
capacity additions by as early as 2018 [11].
The market for IoT devices is still emerging and is being driven by a desire to enable devices to
communicate and share information for the purposes of greater efficiency, automation, security, and
comfort in homes. A wide array of companies is providing the products for this trend, and they foresee
a thriving market well into the next decade. Navigant Research expects global revenue attributed to
residential IoT devices to grow from $7.3 billion in 2015 to $67.7 billion in 2025, which represents a
compound annual growth rate (CAGR) of 25.0% [12].
These two trends create opportunities for local energy initiatives. According to Accenture Strategy,
local low-carbon energy access providers could build a collective €10 billion to €20 billion annual
business worldwide by partnering with communities and individuals to help them access locally
generated low-carbon energy [13]. Local low-carbon energy access providers can capitalize this value
by financing, installing, and maintaining local generation capacity. In addition, they can build virtual
platforms that support collaboration among small-scale generators and consumers.
Below, a non-exhaustive overview of emerging local energy communities is discussed. The overview
distinguishes between two typical types of energy communities:




Virtual energy communities, which can make abstraction of the physical location of its
platform members. The business model of the community platform provider relies in allowing
the energy exchange among community members (possible revenues: monthly fee; mark-up on
buying/selling energy in the community)
Physical energy communities, which take into account the physical location and associated
grid constraints. Beyond energy sharing, the community organizes itself to take into account
the need to address congestions in electricity grids and possibly provide flexibility services.
The business model of the platform provider can potentially include two revenue streams:
revenue from energy sharing and the revenue from the sale of flexibility.
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A.3.1

Virtual energy communities

The members of a virtual energy community can be spread over a large geographic area, as the
community is not defined by physical boundaries. Typically, such communities make use of a virtual
platform to connect the energy generators, consumers, and prosumers. In this way, energy is directly
traded between the community members, bypassing traditional energy providers. Two research
projects and two recent commercially available virtual energy communities are discussed below.
A.3.1.1

PowerMatching City project

Since 2009, this demonstration project has taken place in Hoogkerk, a neighbourhood in Groningen
city [14]. There were two phases of the demonstration: 25 households participated in phase 1, and 42
households took part in phase 2, being more clustered together than before. Whereas PowerMatching
City paid attention to technical conditions in the first phase, during the second phase the main focus
points were the market mechanisms under a smart grid regime.
The core of the PowerMatching City project is the the PowerMatcher software; aiming at coordinating
local prosumers’assets in a virtual energy community. This software programme ensures that supply
and demand of a wide variety of energy resources can be fine-tuned automatically. Appliances (like
the washing machine and micro CHP) were equipped with sensors that allowed the machines to buy
and sell heat and electricity automatically.
The underlying structure of The PowerMatcher is a multi-agent system. The devices are represented
by agents that work as actors of demand and/or supply on the PowerMatcher market. Each Agent can
strive for different goals as long as they communicate the PowerMatcher language/protocol that
defines the system. The structure of the system is hierarchical, i.e., all bids on a certain level are
aggregated and published as a single bid upward in the hierarchy. As a result, communications in the
system are reduced, making it very scalable.
During the pilot, the consortium partners and the residents jointly established two energy services to
facilitate flexibility: reducing the cost of energy (Smart cost savings), and maximizing the usage of
renewable energy (Sustainable together). The two services are each other’s opposites and were
randomly allocated to the 40 households. The project used three forms of control:




Automatic control: of the heat pump or the micro CHP
Semi-automatic control: of the washing machine
Manual control: of the dishwasher, dryer, etc.

The ‘smart cost savings’ energy service was proven to be the most popular service. The residents said
that they found the information on costs tangible and motivating. Furthermore, the residents reported
that they preferred being able to use the energy they had generated themselves as much as possible in
their own homes. Another interesting result was that the residents allocated to the ‘smart cost savings’
service were more actively engaged in manually setting the start times of the dryer and dishwasher,
and they checked their energy monitor twice as often as the others. An analysis of the results showed
that a flexible micro CHP can provide a value of 21 euro per year, a heat pump 28 euro, and an electric
car as much as 58 euro.
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A.3.1.2

Millener Island project

In late 2009, power company EDF launched the Millener project, a four-year program to develop
better energy management solutions for island environments [15]. The project tested smart grid
innovations for island environments. The project aims to reduce the electricity consumption of
customers and to better integrate intermittent renewables into distribution networks in order to ensure
real-time the balance between electricity demand and production. The experiments took place in three
geographically dispersed French island territories: Corsica, La Réunion, and Guadeloupe.
Isolated from the mainland, each island has limited interconnection to continental power grids and
must produce most of its energy locally. A large percentage of that energy production is from fossilfuel based generation plants. To address environmental concerns, there has been a strong drive toward
using a larger percentage of renewable energy sources, such as wind turbines and photovoltaic (solar)
panels. However, renewable energy sources are inherently intermittent and unpredictable, dependent
on time of day and weather conditions. Integration of largescale renewable energy in excessive
proportions can, therefore, risk destabilizing the main electrical network.
Therefore, the project partners developed a smart solution that aimed to ensure a green and reliable
energy supply for residential homeowners. The solution comprised of solar panels, integrated energy
storage, and a communication connection with the smart grid. By generating and managing its own
renewable energy, it enables each homeowner to become a prosumer, and to reduce its consumption of
energy from the main grid, especially during peak times. This energy flexibility can be offered to the
local energy provider, for managing demand and balancing the grid.
The cloud-hosted energy management software and smart components provides energy metering,
reporting, and automated control that optimizes energy management and supports participation in
smart grid programs. EDF is using a remote services platform that is connected to a software portal for
communicating with residential customers, and for coordinating the dispatch of the energy flexibility.
The homeowners are able to offer the flexibility of their renewable energy production to help balance
the grid through demand response or demand management programs. If a grid blackout occurs, stored
energy from photovoltaic sources can be used to ride through the interruption. They can also sell their
locally-produced energy to the grid, through a standard ‘feed-in tariff’ or use stored energy to respond
to load curtailment requests from the utility.
The energy service operator is accessing the flexible energy generation and storage capability of
residential houses. This essentially creates a virtual power plant that can be used to compensate for the
impacts of solar intermittency on the main grid. At the same time, metering information can be used to
evaluate the potential economic value of new grid services. This can include frequency support and
demand response programs that use load curtailment to avoid excessive peak demand. This is
supporting an optimized and more reliable grid infrastructure with a better use of resources and
reduced losses.
The usage of a community of flexible residential customers does not require a local and physical
connection between the community members. Furthermore, the use of a cloud-based energy
management system gives the community its virtual character. In larger electricity systems, the
community could also deliver ancillary services, as well as providing a backup energy source for
residential customers during a black-out.
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A.3.1.3

SonnenCommunity

The sonnenCommunity is a peer-to-peer trading community for renewable energy producers and
consumers. Every household in Germany can join the community, which allows them to supply one
another with renewable energy [16].
The community consists primarily of homeowners with a photovoltaic system and a battery system for
storing the surplus power. Members of the community can purchase the energy storage systems for an
attractive price from sonnen. Surplus electricity that cannot be directly consumed or stored is shared
within the community. Therefore, even households without the ability to generate their own power or
without their own battery storage device can obtain electricity from the community. Those interested
in joining the community can put together a customized tariff package and register directly via the
community website.
Community members with a battery and a PV system will first use their battery for maximizing selfconsumption. If a non-storable energy surplus is expected, it is offered into the virtual energy pool that
serves other members that need energy at that moment. The centralized software platform links up and
monitors all community members, and it balances energy supply and demand over time by an optimal
dispatch of the charging and discharging actions of the batteries. Combining weather and member
consumption data creates the basis for a prognosis of the expected production and demand within the
community.
The community is not supplying power to the grid, but is sharing energy among its members. The
community members pay a monthly membership fee of 19.99 Euro, thereby generating the revenue
stream for sonnen. In exchange for that, the community members get access to the energy sharing
platform that allows them not to need a conventional energy provider anymore. Community members
providing surplus energy receive a financial compensation that is above the level of compensation
offered by conventional electricity providers. Furthermore, members pay less for net consumed
energy, compared to conventional electricity providers. These efficiency gains are obtained by using
the community platform instead of making use of a conventional electricity provider. As the revenues
of sonnen increase with an increasing amount of members, they offer substantial discounts to members
buying a battery from sonnen [17].
A.3.1.4

Vandebron energie

Vandebron is a new entrant in the Dutch energy market (April 2014), which directly connects
renewable energy producers and consumers [18].
The Vandebron energy community uses a digital peer-to-peer marketplace where consumers can
directly buy energy from renewable electricity producers. The customers pay a fixed fee to access the
marketplace, where they can choose the source of their energy. Due to the bypassing of traditional
energy providers, the producers get on average 10% more for their produced renewable energy. As a
result, investments by the in small-scale generation by the community producers have increased.
Vandebron encourages its consumers to reduce their energy consumption, and organises events for
clients to meet their energy producer. When customers save energy, Vandebron can sign up more
customers for each producer, which increases the fees paid by consumers (similar as for the
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sonnenCommunity). In this way, its interests are opposite to traditional suppliers, who benefit from
selling more energy.
A.3.1.5

Value proposition for virtual energy communities

The value proposition for a virtual energy community is focused on offering of the energy services by
the community itself, instead of sourcing these services from third parties. For example, energy is
shared between the members instead of being purchased from a supplier.
By eliminating the supplier as an intermediate actor, the transaction costs between producers and
consumers are lowered, resulting in a better value proposition for both. Additional to the internal
activities, some communities also offer services to third parties, e.g., participating on the centralized
electricity markets or by directly offering ancillary services to the grid operators. In this way, revenues
are created for the community.
Some energy community providers (e.g., Vandebron) request a fee to join, which allows the users to
benefit from the lower costs related to the direct link between producers and consumers. These fees of
the participators create recurrent revenues for the provider (similar as for sonnen), which are not
sensitive to the volume of energy the participators trade. Additional revenues from offering energy
services to third parties are typically shared by the members that contribute to offering these services
(e.g., sonnenCommunity)
Due to the success of the early virtual energy communities, new ones are being created. Vattenfall,
which owns the Dutch energy supplier Nuon, has announced to create Powerpeers, a direct competitor
for Vandebron. Open Utility attempts to replicate the success of Vandebron in the UK, by offering an
online Peer-to-Peer energy marketplace (Piclo) [19]. Renewable electricity generators set pricing and
access preferences, while consumers set their electricity portfolio preferences through the online
service, available on computer, phone and tablet. Piclo takes in all the pricing and preferences
information and matches electricity demand and supply every half hour. These two examples show
that it is assumed that virtual energy communities will become significantly more important in the
near future.
A.3.2

Physical energy communities

The members of a physical energy community are by default in the same area, as the community is
defined by physical boundaries. Typically, the goal of these communities is to be more independent
from the centralized energy system. Three examples of physical energy communities are given below,
of which two are demonstration and deployment projects, and one is commercially available.
A.3.2.1

Nice Grid project

The Nice Grid project, located in Carros on the Var plain in the urban community of Nice-Côte
d’Azur, aims to set up a “smart” solar district demonstrator [20]. The objective is to develop a smart
district that harmoniously integrates a high proportion of solar panels, energy storage batteries and
intelligent power meters installed in the homes of volunteer participants.
By giving energy users the opportunity to manage their power consumption and budget, Nice Grid
intends to turn passive consumers into active prosumers. Equipped with solutions enabling voluntary
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load shedding, these new prosumers can achieve proactive savings during periods of peak demand by
following the operator's recommendations. In addition, in case of an incident, the district, with its own
photovoltaic generation capacity and storage facilities, can be disconnected from the main grid during
a time-limited period.
The applied energy management system centralizes data and optimizes power generation, demand
management, and storage across the district. This system monitors grid operating conditions (i.e.
forecast solar power generation, forecast consumption, and technical constraints) as well as the extent
of flexibility, in terms of generation, demand management and storage, offered by the various industry
participants (electricity supplier, distribution network operator, aggregator). The energy management
system then uses this information to operate the grid as efficiently and economically as possible.
A.3.2.2

Grid4EU Demo 1

The GRID4EU German Demo addressed the challenges related to increasing the hosting capacity of
the distribution grid to intermittent energy production. A demonstrator was built up in the area of
“Reken”, located in North Rhine-Westphalia [21]. The considered grid was well selected since it
showed already at the beginning of the project a balance between installed generation power and
maximum demand. Further increase in renewables to be connected was forecasted. The grid focused
on consists of around 100 secondary substations.
The project demonstrated that autonomous multi-agent systems can become an industrial solution to
manage MV networks thus allowing:





Integrating an increasing number of DER in the MV network and underlying LV networks
Achieving higher reliability, shorter recovery times after grid failures, improved workfor cemanagement
Avoiding unknown overloads
Fulfilling the needs of surveillance and remote -control in MV networks

The agents communicated amongst each other as well as with sensors (which could be smart meters),
to figure out the current state of the MV network. Based upon the available data, the agents make their
own decisions (transformer adjustments, DER output adjustments, etc.), in order to operate the MV
network in an optimized way. The decisions will not be made independently from each other, but will
be negotiated amongst the agents. The decisions and commands of the agents are also sent to a control
centre which fulfils surveillance purposes and which could also intervene or overrule the agents’
commands. Hence the control centre always knows about the current grid topology.
The added value of the proposed agent system in comparison to a conventional system or to a
centralized system is the robustness and low need for maintenance. Any central approach needs
substantial maintenance in case of system modifications. In comparison to that, the agents detect their
environment themselves and draw their conclusions for actions from this environment. This means the
system adapts itself to changing system conditions, which increases the robustness significantly.
A.3.2.3

Gen Y Demonstration Housing Project

This project involves the creation of a micro-grid using battery storage and shared solar panels, and it
will be trialled in an Australian-first in the Gen Y Demonstration Housing Project, part of LandCorp's
WGV residential development [22].
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Just a few developers are currently offering solar PV systems for apartments in Australia, but they are
usually individually wiring each PV array to each dwelling or just using PVs to light common areas.
This limits the potential for sharing of electricity from dwelling to dwelling or apartment to apartment,
which results in less opportunity to reduce electricity bills, due to the substantial difference in prices
between selling PV generated and buying electricity from the energy retailer.
Apartments up to five storeys have the potential to provide all their electricity needs using solar PV
panels on their rooftops in Australia, but developers for the most part have not included these in their
buildings. By creating a micro grid using battery storage, the multi-resident building can generate and
store its own power, and net grid injections and offtakes can be substantially reduced.
The system provides the majority of electricity needs to residents, with the billing system to be
handled by the energy management company. Owner-occupiers get carbon-free electricity and receive
electricity at a discounted rate compared to buying it from the energy retailer. Tenants pay no more for
their electricity than if they were to buy it from the energy retailer, but they get carbon-free electricity.
The payments of the tenants provide an additional revenue stream for property owners to justify the
capital investment, thereby offsetting the costs to be paid to the energy management company.
A.3.2.4

SolarCity GridLogic

SolarCity, the largest solar power provider in the U.S., recently launched GridLogic, a microgrid
service that it plans to make available worldwide [23]. It is a microgrid-as-a-service solution that
provides communities with a way to use locally generated energy to hedge energy costs, while
powering critical facilities when the central grid is unavailable. The system is offered as a turnkey
solution to communities, with no upfront costs and pay-as-you-go financing, as well as a purchase
option.
GridLogic is built upon the concept of fractals with nodes and connections, where each node includes
locally optimized DERs and loads. Each node is self-contained and capable of operating autonomously
as well as in coordination with the macro system. A collection of nodes itself becomes a locally
optimized node. This hierarchical concept creates a system of stable and self-optimized blocks that
operate in a coordinated fashion. This architecture can be scaled from individual components to
increasingly and large systems.
The system dynamically forecasts and controls the DERs to maximize energy savings both while
connected to the utility grid and when operating in islanded mode.
A.3.2.5

Value proposition for physical energy communities

The value proposition for a physical energy community is focused on reducing the dependence of the
external grid, by creating a certain level of local autonomy. The community not only shares energy,
but the members also participate in delivering local grid-supportive behaviour, allowing the
community to operate in a more autonomous manner. This can create direct financial benefits for the
community members, for example when there is a substantial difference in revenues from selling PV
energy, and costs for buying grid energy (which is the main driver for the Gen Y project).
A result of this autonomy is a reduced need for grid infrastructure investments. Therefore, the local
community could be reimbursed by the grid operator for avoiding these investments. Some of these

Deliverable D6.1
Detailed Use Cases Scenarios

80

Version 3.0
May 2016

communities can even operate in islanded mode (e.g., Nice Grid and GridLogic). This creates a
significant value for areas where the grid has a low reliability, as the cost of interruptions can be high,
especially for critical services. Depending on the situation, some communities offer full functionality
during islanding (Nice Grid), while others offer a minimum service (GridLogic).
The reimbursement of communities for avoiding grid infrastructure investments is strongly dependent
on the regulations and incentives given to DSOs for considering this option. In most countries, there is
a low interest for DSOs to do so, as they are financed via a Cost-plus system: the more they invest, the
higher their revenues. One noticeable exception in Europe is the UK, where the regulator’s approach is
to incentivise demand-side measures, as innovation measures are treated on a par with capital
investment when they are cost efficient [24].
The current Distribution Price Control, under the new regulatory framework RIIO-ED1, is based on
innovation & specific outputs. The RIIO (Revenue = Incentives+ Innovation + Outputs) framework is
obliging all DNOs to initiate or adopt Active Network Management. Recently implemented and
continuously revised regulation mechanisms create the necessary incentives for network companies to
introduce smart grid solutions. As a result, five out of the six DNOs are currently running Demand
Response trials.
Additional to their more autonomous behaviour, additional revenues can be created while being
connected to the external grid, by offering services to third parties. This is similar as for virtual
communities for participating in centralized markets and offering ancillary services. However, also
localized grid services can be delivered, a value stream that is not accessed by virtual energy
communities.
A.3.2.6

Links with the Mastering platform

Whereas virtual energy communities are becoming commercially successful in capturing value, they
do not provide solutions to handling local grid constraints. Physical energy communities on the other
hand are typically not fully compatible to an unbundled energy market, where the consumers can all
be clients of different competing energy suppliers. The platform in the mastering project envisions to
combines the aspects of virtual and physical energy communities, to allow to capture the value streams
envisioned by the virtual energy communities, as well as to provide a solution for offering localized
grid supporting services in an unbundled energy market.
During normal operation, no local grid constraints are active and each of the competing energy
communities is operating as a virtual community. These communities could have many thousands of
customers, and therefore, the scalability of the community platform is very important, specifically as
reactions to small time steps are envisioned. Multi-agent systems, as used in the PowerMatching City
project, are particularly suited for handling large numbers of customers without excessive amounts of
data having to be communicated.
When local grid constraints are present, members of different energy communities within the affected
area can be addressed to offer local grid supportive services. For participating in this service; the
community operator should be able to effectively dispatch its users within the affected area, which can
be different depending on the type of grid constraint being active. From this perspective, a hierarchical
multi-agent is suited, as used in the GridLogic microgrid community and in the Grid4EU Demo, as it
allows effectively executing the reconfiguration of parts of the energy community.
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Annex B

MAS2TERING reference conceptual framework for
use case refinement

Whenever it is required to integrate a new service into an existing energy system there is the risk to
focus only on the level of the grid in which this service is to be implemented, without properly taking
into account the impacts on the other levels. The situation becomes even more complex when the
intention is to implement a new service into a context under development, like the smart grid one. In
recent years several valuable projects and researches have analysed the effects of introducing new
services into the actual energy system. Scope of this Annex is to define a common denominator for
these projects and establish a common smart grid framework to be used as starting point for the
integration of the MAS2TERING services.
To do this, it has been necessary to provide an initial overview on the standard grid and then
understand why the actual grid is moving towards smartness. The results of this analysis have led to
the choice of a reference smart grid framework, which was required to ensure consistency between the
MAS2TERING scope, which only focuses on the LV grid level, and the rest of the energy system.
This framework summarizes the assumptions the project made with respect to the transition to smart
grids in Europe and their impact on the specific project use cases.
It must be noted that the annex does not intend to provide the “MAS2TERING’s view” on smart grids,
but simply to help framing the definition and implementation of use cases within a more concrete
context. The information provided in this annex have been extrapolated from projects, researches and
studies in the smart grid area and used as initial input to the definition of the MAS2TERING
framework.

B.1

Transition to smart grids

B.1.1

The standard grid

It is useful to start with a general description on how the current energy system and energy market
work. The descriptions below only intend to give an overview on the basic principles of the electrical
grid and on the mechanisms that regulate the wholesale energy market in the various EU countries,
with the intent to highlight the expected impacts of the transition to smart grids.
Figure 28 below reports a generic representation of the energy supply chain, applicable to most of the
European countries.
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Figure 28: Representation of the current market-based energy supply chain

The figure shows that current actors of the power system can be distinguished into producers of
electricity, intermediaries and consumers of electricity. The electricity is mainly produced in a
centralised way by big power plants of different natures strategically positioned over the territory; it is
then transported through the HV transmission grid (132 to 400 kV) and subsequently distributed to the
final user at MV (15 to 23 kV) and LV (< 1000 V) levels through the distribution grid. The
transmission grid is designed and managed with a meshed configuration to provide alternative routes
to electricity flows and cope with balancing requirements, outages and maintenance activities.
Transmission grids of most European developed countries have already achieved high standards of
automation and can be already considered relatively “smart” in terms of performance, reliability and
resilience. The distribution grid is connected to the transmission grid through primary substations that
reduce the voltage level from HV to MV. MV grids are configured to allow alternative routes for
electricity in case of outages and maintenance activities, but are generally operated radially. This is
also the case of LV grids, connected to MV grids by means of secondary substations. MV and LV
grids have been designed to operate with unidirectional power flows to deal with the stochastic
consumers demand. In the past, local generation used to be treated as rare event and managed with a
“fit & forget” approach. However the recent increasing presence of distributed generation (especially
from renewable non-controllable sources) does not allow for the same approach and force distributors
to limit the presence of generation in a given area to a certain value (that in case of RES is called
renewable hosting capacity of the grid).
As a result of the EU Directive 1992/92 about liberalization of the energy markets, Member States
started to create internal wholesale and retail markets in their own countries. This was mainly to
promote competition among market players for the generation and trade of energy, according to
criteria of neutrality and transparency. The competitive wholesale market is accessible to all energy
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players and is generally arranged (with obvious differences in the various EU countries) in few submarkets that take place from the day ahead the day of delivery up to few hours earlier the time of
delivery.
-

-

The day-ahead market is accessible to all players and is the place for the negotiation of the
offers to buy and sell electricity for each hour of the following day. Market players are
informed by the market coordinator (or similar role) of the expected electricity needs for each
hour of the following day and for each point of offer of the grid. Producers and buyers of
electricity can either sell/buy electricity by means of pre-agreed bilateral contracts or sell/buy
electricity to the market by presenting offer/bids (MWh - €/MWh) and leave to the market
clearance the definition of volumes and prices;
The intraday markets are used by producers and buyers to refine the programmes of
production and utilization of electricity based upon the results of the day -ahead market;
The balancing and ancillary services market is generally accessible only to some specific
players and is used to correct programmes that violate network limits and to procure the
reserve margin for the following day. In fact, since electricity is not storable, production and
demand must be constantly balanced in real-time. Producers and buyers use the balancing
market to present offers/bids of their availability to generate more or demand less or to
generate less and demand more for each hour of the following day. The procured energy is
then used during the day of the delivery to cope with unbalances due to deviation of the actual
demand profile with respect to the expected one, but also to cope with emergency situations. If
then a market participant does not comply with the provision of the contracted electricity, they
are exposed to the payment of penalties.

Electricity can also be imported and exported through interconnectors with other countries;
furthermore in recent years the market mechanisms have been adapted to facilitate the integration of
both centralised and decentralised renewable energy generation systems (e.g. by means of feed-intariff schemes).
Although the above description provides only a brief summary of the mechanisms that regulate the
wholesale market, two elements must be highlighted.




The market must always comply with the technical constraints of the e lectrical system: these
include the instantaneous balancing between demand (including transmission and distribution
losses) and generation, the constant compliance with frequency and voltage statutory limits
and the constant compliance with power flow limi ts on the power lines;
The costs associated to the generation of energy mainly depend on the response time of the
generation system (i.e. the time required to bring the generation system to full operation).
Systems with lower response time and that are used to cope with peaks of demand are more
expensive than systems with longer response time and used to cope with base demand.
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Figure 29: Generation source for a typical daily demand profile in UK and typical response times of
various forms of Power Generation (National Grid Company 2007 [25])

Beside the wholesale market there is the retail market which involves retailers and final consumers of
electricity. In the liberalised market end-users are able to freely choose the retailer (or supplier) that
offers electricity at the best conditions; they are also able to change retailer when they want, although
the process requires from a minimum of 2 weeks to few months according to the specific country.
While in the past electricity tariffs were decided by local authorities and based on the actual costs of
producing and supplying electricity, the liberalization of the market has led competing retailers to
create variety of energy tariffs to tempt consumers to join their portfolio.

B.1.2

From standard to smart grids – The role of flexibility

The previous paragraph gave an overview on the actual energy grid infrastructure and wholesale
market mechanisms. However, as also mentioned earlier, the grid that we have now and the associated
services are already experiencing changes that call for a quick adaptation or evolution toward
smartness. The traditional power grid was designed only to carry energy from few central generation
points to the final users [26]; however, following the adoption by EU countries of the Directives for
the reduction of CO2 emissions, the last 10-15 years have seen the increasing penetration of
Renewable Energy Resources on the grid, especially at MV and LV levels. The fluctuating nature of
these DERs is already affecting a grid that was not designed for them by procuring voltage
fluctuations and undesired outages. The “fit and forget” approach for this increasing amount of noncontrollable DERs is no longer applicable and at the moment the regulator can only limit the amount
of RES in a given area to ensure grid stability [27]. Since penetration of RES is not expected to
decrease in the coming years the grid must adapt and evolve into a smart grid.
From a practical point of view a smart grid can be seen as a framework of technologies and services
that has the scope, like the traditional grid, of delivering energy, but that does it in a more efficient
way by integrating the existing infrastructure with proper monitoring, IT and communication
technologies and by providing a wider range of services to its users in agreement with the
environmental sustainability objectives.
Considering instead the definition provided by Eurelectric [28] “a smart grid is an electricity network
that can intelligently integrate the behaviour and actions of all users connected to it – generators,
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consumers and those that do both – in order to efficiently ensure sustainable, economic and secure
electricity supply”. The main element that emerges from the definition is the fact that the smart grid is
“active” compared to the passive grid that we have now. Consumers who have never taken part in the
management of the grid are asked to contribute (directly or indirectly) to the provision of flexibility
required to manage the grid. The Energy Union Framework Strategy (EUFS) foresees an energy union
“with citizens at its core, where citizens take ownership of the energy transition, benefit from new
technologies to reduce their bills, participate actively in the market, and where vulnerable consumers
are protected” [29].
This is the key concept behind the development of smart grid. The consumer is now allowed to
actively participate to the energy marker by providing flexibility through what is commonly called
“active demand” [30]. Flexibility is the capacity of modifying the energy demand and generation
profiles and involves all types of equipment installed at the consumer premises, including electrical
programmable and non-programmable appliances, distributed generation (either from renewable or
traditional energy sources) and thermal and electrical storage systems. More specifically, flexible
appliances and technologies can be divided into shiftable and adjustable loads, according to the type of
control that can be done on them [31]. The former category applies to devices that run continuously
for some time once they are operated, but whose use can be postponed; the latter applies to devices
that can be controlled to some extent, like electric thermal devices.
Flexibility provided by active demand can be used by prosumers to optimise their consumptions and
reduce costs associated with the energy bill (e.g. by self-consuming electricity generated locally or
moving loads when energy costs less) or can be sold as a product to the market. Active demand or
flexibility products are released in the form of modifications of consumption profiles (either increase
or reduction).
B.1.3

Smart grid market players and actors

The advent of the smart grid will see the integration of the current market-based energy system and its
players with new services and roles. These are required to unleash the added value provided by
flexibility, as described in the previous paragraph. This section attempts to give a brief overview on
the players of the smart grid market, including the role that they currently have in the liberalised
energy market and their scope and expectations in the smart grid context. The functions of the various
actors are then summarised in Table 21.

Deregulated players












Prosumer
Retailer
Aggregator
Energy Service Company (ESCo)
Decentralised Energy Producer
Decentralised Flexibility
Provider
Centralised energy producer
Balance Responsible Party
Electricity Broker
Electricity Trader
Large industrial consumer

Regulated players

Other actors

 Distribution System Operator (DSO)
 Transmission System Operator
(TSO)

 Smart Metering
Provider
 Smart Metering
Operator
 ICT companies (Telco)
 Cyber security services
providers

Table 20: Regulated and deregulated market players and other actors
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Prosumer

The prosumer is the consumer that is able to locally generate energy besides consuming it. This role
was not present in the traditional grid where the final user was only a consumer. In the smart grid
context the prosumer is the residential end-user or the small commercial user connected to the LV grid
that is able to offer to the market the flexibility provided by active demand. More in detail the
prosumer’s flexibility is managed and offered to the market by an aggregator with which the consumer
has specific contractual agreement. The consumer has also a commercial agreement with a retailer for
the supply of electricity. The scope of the prosumer in the smart grid context is to have access to the
market and use the active demand to both reduce its own consumption and get revenue from the
provided flexibility.


Retailer

The role of the retailer (or supplier) in the current wholesale market is to purchase electricity and
supply it to its customer portfolio. The retailer agrees commercial conditions with its customers for the
supply and procurement of energy. He needs to respect the consumption profile resulting from the
market activities and also respect the supply contracts with its customers to avoid the payment of
fines. Its objective is to maximise its profit (defined as the margin between purchases and sales) and to
deal with risk management, which means reducing as much as possible the deviations from the
consumption programmes declared at the closure of the wholesale market. His role is not expected to
change in the smart grid context, although the possibility of purchasing flexibility provided by active
demand would support the achievement of its objective.


Aggregator

In the smart grid context the aggregator is the mediator between the prosumers and the wholesale
market. The final user signs an agreement with the aggregator for the management of the flexibility
provided by the active demand. The contract includes definition of compensation for the customer for
the usage of the provided flexibility. The aggregator collects the flexibilities provided by its customer
portfolio and sells aggregated flexibility to the market. With respect to the retailer, that manages
energy, the aggregator manages flexibility, intended as the possibility of modifying the consumption
or generation profiles in a given period of time. In a similar manner to the retailer, the aggregator has
to deal with risk management associated to the provision of the declared flexibility (both to the market
players that have requested it and the customers that have provided it). This implies a very good
knowledge of the client portfolio to maximise collectable flexibility. The scope of the aggregator in
the smart grid context is to maximise the value of the flexibility provided by its customer portfolio, by
strategically creating its portfolio (both in terms of resources and location) and being aware of the
flexibility request and opportunities on the market.


Distribution System Operator (DSO)

The DSO is currently responsible for the distribution of energy at MV and LV level (from the HV/MV
substations to the final users). The DSO ensures the long-term capability of the grid to supply
electricity to the final users respecting voltage and frequency statutory limits. It is therefore also in
charge for the long-term plans for the reinforcement of the network. In many countries DSOs are also
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owners and operators of the smart metering and monitoring infrastructure. His role has been recently
made more complicated by the increasing penetration of DER on the MV and LV grids. With the
increase of distributed generation, which is often not accurately predictable and intermittent, network
congestions are more frequent and can no longer be resolved by reinforcing the grid. His role is
expected to be more active in the smart grid context: beside the possibility of reinforcing the grid (by
increasing size of cables and transformers, introducing assets for the local storage of energy, etc.), the
DSO would be able to use of the flexibility provided by prosumers and other actors of the grid to more
actively deal with congestion management and power quality issues. Many studies suggest that the
DSO should act as facilitator for the procurement of flexibility services, which is considered a
requirement for the establishment of the smart grid infrastructure, while the provision of flexibility
services can be left to the competitive energy market [32].


Energy Service company (ESCo)

An ESCo is a commercial actor that offers to commercial and residential customers a wide range of
energy services that may include design and implementation of energy-saving projects (including
renewables) and energy supply. The key characteristic of an ESCo is that its remuneration is tied to the
energy savings that can be achieved through the implementation of such services. In fact the ESCo
finances (partially or entirely) the energy-saving project and therefore accepts some degree of
financial risk. In the smart grid context the role of the ESCo can be assimilated to the aggregator one,
but in this case the ESCo would be able to offer additional energy-related services to the final user,
including flexibility and energy management services. For instance the ESCo could finance the
implementation of the RES and storage systems in a domestic user premise and get revenue from both
electricity and flexibility sold to the market.


Decentralised electricity producer

The main function of the decentralised energy producer is to generate electricity that is injected into
the MV and LV grids. This player did not exist in the traditional grid where sporadic local generations
were treated with the “fit and forget” approach. However, as mentioned earlier, the recent penetration
of DER (and especially RES) required the wholesale market and its players to quickly adapt to the
new scenario. According to the size and type of DER, owners of DER are now mandated to participate
the electricity market or at least to communicate to the market players (and in particular the TSO and
DSOs) the expected generation programme for a given day (being paid by means of bilateral contracts
or feed-in tariffs). Domestic and small-commercial end users are not included in this definition. The
scope of the decentralised energy producer in the smart grid context would be to maximise the revenue
generated by its commercial activities.


Decentralised flexibility provider

The role of the decentralised flexibility provider in the smart grid context is similar to the
decentralised electricity producer, but in this case the asset provided is flexibility. Examples of
decentralised electricity providers are owners of EV charging stations, owners of other types of
storage systems and larger private consumers connected to the MV and LV grids. Domestic and smallcommercial customers are not included in this definition. The difference with prosumers is that
decentralised flexibility providers can access directly the wholesale market without being represented
by aggregators or ESCOs (although feasible).
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Centralised electricity producer

The role of the centralised producer is to generate the electricity contracted in the wholesale market
and inject it into the grid to always match consumers demand and transmission and distribution losses.
Its objective in the smart grid context is to maximise its revenue by better planning and optimising use
of its generation facilities and to better deal with the risk associated to the respect of the agreed
generation programmes. This includes both the energy sold during the day-ahead market and the
balance and ancillary services market. Active demand can have an important role to support the
centralised electricity producer in the management of peak of demand (that require the most expensive
generation systems, as seen in Figure 29), but also to increase profits by using flexibility as a function
of market prices.


Transmission System Operator (TSO)

The Transmission System Operator is in charge for the transport of energy from the centralised
producers to dispersed industrial energy consumers (connected to HV grid) and to the distribution
grid; in addition the TSO operates the interconnections with other regions and countries. In many
countries it is also responsible for the balancing operations and the procurement of ancillary services,
although it can be supported in this role by balance responsible parties. As the DSO, also the TSO
must guarantee that the quality of the transported electricity respects statutory limits, especially in
terms of frequency and reactive power. For this reason it is also responsible for the maintenance
activities and for the long-term reinforcement of the transmission grid. The introduction of flexibility
services will support the balancing operation by, for instance, reducing peak loads. This would result
in new options for load flow optimization and also alternatives to grid reinforcement operations.


Balance Responsible Party (BRP)

In the traditional grid the balance responsible party supports the TSO in the balancing operations by
matching supply and demand for its portfolio of centralised producers and retailers. In the smart grid
context the role can be extended to the prosumers (represented by aggregators) that provide flexibility
to the grid. In this way the balance responsible party can more actively balance demand and supply by
forecasting demand & generation of its prosumers portfolio and look in the market for the most
economical solution to supply the requested energy. From a practical point of view the balance
responsible party can be seen as a mediator between the market players, but also a medium to activate
the flexibility provided by end-customers.


Electricity broker

The role of brokers is to arrange transactions between buyers and sellers of electricity (so generally
between producers and retailers) and to provide a wide range of related services (e.g. legal and
financial consultancy, risk management, etc.). Their scope in the smart grid context would be to
maximise the profits deriving from the transaction fees.


Electricity trader

Electricity traders purchase and re-sell electricity on the wholesale market and manage the associated
financial risk. Their scope in the smart grid context is therefore to maximise the profits and
contemporary to reduce risks.
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Large industrial consumer

The large consumer is connected to the HV grid and therefore purchases electricity directly on the
wholesale market. In the smart grid context its aim is to minimise the cost of the purchased electricity.
Table 21 below summarises the roles of the listed market players, specifying their functions in the
actual wholesale market and in the smart grid context. It must be noted that according to the specific
country there may be additional regulated players or actors responsible for the supervision and
coordination of the market.
In addition to the market players described above, the smart grid will see the introduction of providers
of technologies and services, like smart meters providers and operator, Telecommunication companies
and cyber security services providers.
The roll-out of smart metering programmes has already started in many EU countries and the roles of
smart meters providers and operators are already well defined. However many differences exist
between the various EU countries; in UK, for example, the smart metering market has been
deregulated and end users can freely choose their metering operator. In other countries like Italy, this
role is entrusted to DSOs, which are also the owners of the physical devices.
Another involved actor is the telecommunication company, which provides devices in the HAN (e.g.
the energy box) and the related communication infrastructure and data services.
Finally, the advent of smart grids will see an explosion of the amount of data exchanged between grid
actors, which may include customers’ personal information. Such smart energy systems will have to
deal with sensitive data and therefore will require privacy preservation and cyber security measures.
Since in these types of systems the weakest link determines the strength of the infrastructure, cyber
security services provider will play a key role.
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Player
Prosumer
Retailer

Function(s) in the traditional energy system
• Consume electricity

-

• Purchase electricity on the market and supply endusers

Aggregator

DSO

ESCo

• Provide services to end-users (not directly related to
market activities)

Decentralised Electricity
• Sell electricity on the market
Producer
Decentralised Flexibility
Provider

TSO

Balance Responsible
Party
Electricity Broker
Electricity Trader
Large industrial
Customer

• Produce programmed electricity and sell it on the day
ahead market and balancing & ancillary services
markets
• Transmit electricity at HV level
• Ensure quality of supply is within statutory limits
• Deal with grid congestions and balancing activities of
the whole grid
• Deal with MV and LV grids maintenance and
reinforcement

• The DSO is a regulated actor
• Tariff based on the electricity flowing in the
distribution system
• Incentives related to achievement of efficiency and
reliability objectives
• Revenue deriving from implemented energy-saving
measures
• Electricity sold on the market

• Consume electricity

• Act as facilitator for the procurement of
flexibility services
• Purchase flexibility to deal with congestions
and balancing activities at MV and LV levels
• Offer additional services to end users to
maximise provided flexibility
-

-

• Sell flexibility on the market

• Electricity sold on the market

-

• The TSO is a regulated actor
• Tariff based on the electricity flowing in the
transmission system
• Incentives related to achievement of efficiency and
reliability objectives

-

Scope(s) in the smart grid context
• Reduce energy bill
• Get revenue from provided flexibility
• Maximise revenue deriving from selling energy and
better match demand programmes
• Optimise risk management
• Maximise revenue deriving from selling flexibility
• Optimise risk management with both market players
and prosumers

• Use flexibility provided by active demand to optimise
all its functions and as alternative to grid reinforcement
• Maximise revenue deriving by energy-saving and
flexibility-providing measures
• Maximise revenue deriving from selling electricity and
better match production programmes by using flexibility
services
• Optimise risk management
• Maximise revenue deriving from selling flexibility and
better match production programmes
• Optimise risk management
• Use flexibility provided by active demand to optimise
all its functions and get more revenue from selling
electricity

• Use flexibility provided by active demand to optimise
all its functions and as alternative to grid reinforcement

• Act as mediator between market players for the
procurement of flexibility finalised at matching
• Use flexibility to optimise its function
supply and demand
• Activate flexibility services

• Support balancing operation to match production and
• Service fees
demand
• Arrange transactions between buyers and sellers of
electricity
• Offer additional services
• Purchase and resell electricity on the wholesale
market

• Aggregate flexibility provided by prosumers
and sell it on the market to players that require
it

-

-

Additional function(s) in the smart grid
context
• Provide flexibility through active demand

• Margin between sold and purchased electricity

-

• Distribute electricity at MV and LV levels
• Ensure quality of supply is within statutory limits
• Deal with MV and LV grids maintenance and
reinforcement

Centralised Electricity
Producer

Source(s) of revenue in the traditional
energy system

• Transaction fees

-

• Maximise profits deriving from transaction fees

• Margin between sold and purchased electricity

-

• Maximise revenue deriving from selling energy
• Optimise risk management

-

• Minimise cost of purchased electricity by buying
flexibility services

-

Table 21: Grid actors: Roles in the traditional grid and added functions in the smart grid context
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B.1.4

The market-based model

The marked-based system described in section B.1.1 for the standard grid will have to adapt to include
the new services enabled by flexibility products. The following schematic attempts to provide a
general overview of the smart grid market-based structure.

Figure 30: Smart grid energy and flexibility supply chain

Figure 30 is the result of one of the brainstorming session undertaken during the first phase of the
refinement process. The schematic shows physical and money flows related to energy (orange arrows)
and flexibility (blue arrows) and summarises the interactions between the smart grid actors described
in the previous section. With respect to Figure 28, that described the standard grid supply chain, the
smart grid sees the introduction of flexibility and related services. The consumers are now prosumers
and providers of flexibility; they have relationships with retailers (or suppliers) for the provision of
energy (as currently happen in the retail market), but have also contractual agreements with
aggregators for the management of flexibility. The aggregators are the mediators between the end
users on the one side and the markets (and related players) on the other side; they collect flexibility
requests from market players and procure flexibility from prosumers belonging to their portfolios.
Flexibility is provided in the form of modification of consumption profiles and is sold in an aggregated
form to the market players that have requested it. Market players may need flexibility to increase their
revenues, to avoid the payment of penalties or to carry out grid management duties.
The above schematic has been useful to the MAS2TERING partners to realise that the project needed
a common reference conceptual framework to rely on for the development of the MAS2TERING
solution. In fact, by looking at Figure 30 and the complex interactions between smart grid actors, it
was clear that the MAS2TERING solution, which targets a very small portion of the energy system,
could not be treated as separated from the other levels of the grid.
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B.2

The MAS2TERING smart grid conceptual framework

The overview reported in chapter B.1 has been useful to understand how other projects in the smart
grid area define the added values provided by flexibility and also to give an insight on the requirement
of actual and smart grid actors. The findings have been useful to achieve the first steps towards the
definition of the MAS2TERING smart grid conceptual framework. As first important conclusion, it
was noticed that the limited scope of MAS2TERING, which focuses on services provided in a very
small portion of the energy system (i.e. at LV grid level), is not enough to properly assess the
effectiveness of the MAS2TERING solution. The services proposed in MAS2TERING, although
beneficial to local actors, have positive and negative impact on the rest of the grid and cannot be
treated independently from it. At the same time, it was recognised that is out of the scope of the
project to provide a detailed definition of the whole smart grid and of all its actors, with interactions
and services. As a consequence, it was seen fundamental to rely on a common reference conceptual
framework to both keep the efforts within the boundaries of the project and ensure consistency with
the rest of the energy network. This conceptual framework will ensure that the specific use cases are
grounded into a unique conceptual vision for smart grid (actors, roles, interactions, vocabulary). In the
following, we describe the MAS2TERING smart grid conceptual framework, highlighting its
alignment with USEF, the Universal Energy Framework.
B.2.1

Alignment with USEF

As reference smart grid framework, the Universal Smart Energy Framework (USEF) was chosen. This
is not a standard, but a set of specifications, designs and implementation guidelines that has been
produced to support the creation of a common view on smart grids and facilitate the development of
smart technologies and services [6]. It provides a detailed market structure with description of
processes and interactions between the various actors involved in the smart grid value chain, taking
into account the findings of EU projects and researches in the smart grid area. Great attention is also
paid to the contractual agreements between actors and on the requirement of data communication and
data security. USEF has been chosen in particular for the following reasons:
The USEF framework is particularly adequate to the project, since MAS2TERING focuses on a small
portion of the grid, i.e. the LV grid at district level, but its services relate to all levels of the electricity
network. USEF provides a solid background from which the MAS2TERING framework can be
defined and the Mastering services and technologies can be correctly developed.
The following figure reports the relationships between market players and smart grid actors as
envisioned by USEF.
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Figure 31: The USEF interaction model [6]

The figure shows that the scope of USEF goes beyond the LV grid and involves all grid actors at all
levels of the energy system. USEF assumes that the design of the actual grid will not change with the
advent of smart grids, but that will be extended with new roles and functionalities. In addition, it
provides a market-based control mechanism to unleash the value provided by flexibility and facilitate
the delivery of value propositions to the various market players.

Figure 32: USEF market-based system operation scheme [6]

Figure 32 reports the operation scheme of the market-based mechanism envisioned by USEF. Of
course the mechanism uses a specific terminology to explain how flexibility is requested, procured and
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then provided during the various phases. What is important to observe is that the mechanism is aligned
with the existing processes in the current liberalised energy markets of most EU countries.
In USEF, aggregators procure flexibility in aggregated form to Balancing Responsible Parties (BRPs),
which are in charge for the balancing of the electrical system. During the planning phase (prior to the
day of delivery), each aggregator provides the BRP with an A-plan, which represents the aggregated
expected consumption of its customer portfolio for the day of delivery. The BRP may agree or
disagree with the A-plan and request flexibility to modify the consumption profile. If it does so, during
the validation phase the aggregator procures this flexibility within its portfolio. So far this mechanism
is not different from what sketched in other EU projects, like ADDRESS, which puts the aggregator at
the centre of the market processes. The novelty lies in the additional functionality of the DSO. In
USEF the DSO can identify congestion points, which are nodes of the grid that may undergo
congestion issues, and can decide to buy flexibility from aggregators to deal with them. When the
DSO identifies a congestion point, aggregators that have customers connected to that node must
provide the DSO with D-prognosis profiles, which are the aggregated expected consumption of the
customers belonging to their portfolios and connected to the specific nodes. The DSO aggregates the
D-prognosis profiles provided by different aggregators and checks the occurrence of congestions. If a
congestion in a specific node is identified, during the validation phase the DSO sends flexibility
requests to the related aggregators, which are modifications of the expected consumption profile. The
aggregators send flexibility offers to the DSO and the DSO buys those at the lower price. When offers
are accepted the aggregators procures the agreed flexibility from their client portfolios. Since the
procurement of this flexibility may modify the A-plans of the aggregators, the process starts again in
an iterative way. In conclusion, in USEF the DSO is allowed to call for local flexibility market to deal
with congestions and the DSO’s needs come prior to the BRP’s ones. During the operative phase (that
occurs during the day of delivery), the agreed flexibility is provided by aggregators; finally, during the
settlement, all market players (including end users) are paid off.
The above is only a brief summary of the USEF mechanism. More information about the various
phases can be found in the USEF technical documents, freely available on the website www.usef.info.
What it is important to note is that USEF provides for a management of flexibility based on congestion
points, though not giving precise indication of its geographical extent.
B.2.2

Local management of flexibility

From the initial analysis of marked-based mechanisms, as evaluated by other projects in the smart
grids area and as a result of the activities of WP1, it emerged that centralised management of
flexibility is not always effective and may have limitations in specific circumstances. Many EU
projects have defined flexibility as a product to be traded in an aggregated form on the wholesale
market to deal with voluminous requests from market players (e.g. BRP, TSO, etc.). The general idea
is that aggregators manage flexibility provided by large portfolios of consumers/prosumers in a
centralised way and based on market mechanisms, with the aim of maximising revenues for
themselves and the end users they represent. MAS2TERING aims at demonstrating that centralised
management has some limitations and that a more local management of flexibility, enabled by the
MAS2TERING key technologies and services, could provide benefits to the LV grid and in turn to all
levels of the grid. The key aspect lies in the “local” nature of the services that are part of the
MAS2TERING solution. In this sense the following observations have been made:
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-

Classical centralised management of flexibility is not always useful for congestion
management; congestions (such as peaks, over/under-voltages, over/under-currents, backflows through transformer, unbalance between feeders, etc.) have a local nature, meaning that
they can occur in any node of the grid. Saying that a node of the grid does not show
congestion issues does not necessarily imply that all sub -nodes are not experiencing problems.
Although congestions may not represent a significant issue at the moment (especially at LV
level), these will become more relevant with the penetration of smart technologies, especially
if intermittent, like PV and wind turbines. To be more accurate, we should say that congestion
management will have to progress together with the penetration of smart technologies. Other
projects have demonstrated that flexibility can be used effectively to cope with congestions.
However, when congestions occur at LV grid level (e.g. at MV/LV substation level or even
within the LV grid), centralised flexibility management is not effective. In this sense, local
management of flexibility could bring more value to DSOs, but also be helpful to mitigate
congestions at the upper levels;

-

In the smart grid context wholesale market aggregators (or central aggregator as described in
B.1.3) will manage huge portfolios, made of thousands of clients in a highly dispersed area, to
provide large amount of flexibility to market players that buy it. The respect of the agreed
flexibility programmes is not easy task, especially when flexibility is provided in such a
centralised way. By introducing local actors to manage flexibility, wholesale market
aggregators would reduce costs related to risk management, but also operate a more effec tive
portfolio optimization;

-

With classical centralised management, customers belonging to a local area (e.g. supplied by
the same MV/LV substation) cannot trade flexibility each other, even if represented by the
same wholesale market aggregator. For example, if a customer has a surplus of PV generation,
he cannot sell it to a neighbour that has some programmable loads to move. This aspect
reduces the effectiveness in procuring, but also using flexibility;

-

By introducing local optimization of flexibility, wholesale market aggregators would be able
to mitigate the payback effect.

The above observations all suggest that local management of flexibility could support smart grid
operations and provide additional values to prosumers, aggregators and DSOs. As already evaluated in
D1.6, local management answers to the needs of consumers for greater participation in the energy
markets and of DSOs for enhanced capacity management at LV level to cope with congestions and
meet efficiency objectives. However, it is apparent that such a management would require the creation
of additional services and the development of specific optimization tools. MAS2TERING aims at
providing those services and develop the required optimization tools, as better explained in the next
paragraph.

B.2.3

MAS2TERING key technologies and tools

The MAS2TERING UCs are designed to make use of and validate the following key technologies.
They are fully described in D2.1 and other technical deliverables. For completeness and quick
reference in this report, they are summarised as follows:
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Customer Premise Domain
One Home, Office or Business
Home Area Network:
 Smart meter
 Energy box/Energy Box
 Communication
 Optimization software
(MAS)
 Security software &
services
 Smart Appliances
 Smart technologies

Distribution and DER Domains
One Community

MAS2TERING District Energy
Management tool:
 Communication
 Optimization software
(MAS)
 Security services

LV grid (n Communities)
MAS2TERING LV grid
Energy Management tool:
 Communication
 Optimization software
(MAS)
 Security services

Table 22: MAS2TERING Key technologies and tools

The enabling technologies and tools targeted in MAS2TERING are written in bold. The others are all
enablers to the MAS2TERING solution, but their development/penetration is considered as a
prerequisite to the project. The two main technologies/tools are the energy box and the MAS
optimization tool, together with the involved communication infrastructure. Cyber security is another
key element of the solution and involves all physical components and several services.
The description of the MAS2TERING key technologies and tools has been already provided in D2.1
and D1.6 and will not be repeated in this deliverable with the same level of detail.

B.2.4

The MAS2TERING smart grid conceptual framework

The previous paragraphs have shown that local optimization, as enabled by the MAS2TERING key
technologies and tools, can bring more value to grid actors and enhance grid performances as
alternative to the classical centralised flexibility management. Also, it has been highlighted that to give
concreteness to the MAS2TERING solution and to be able to demonstrate its effectiveness, it is
required to include the local management functionality within a consistent conceptual framework.
USEF has been chosen as reference smart grid framework by the consortium. The MAS2TERING
framework aligns with USEF, but it is developed independently to give more focus to the local
flexibility management functionality.
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Figure 33: MAS2TERING interaction within USEF framework

Figure 33 reports a different version of the USEF interaction scheme, as taken from the USEF design
document [7]. As highlighted in the figure, MAS2TERING applies only to a small section of the
interaction scheme, since it includes only actors related to the LV grid. However, it must be noted that
the MAS2TERING framework is not a subset of USEF.
In the MAS2TERING framework the prosumer is still the provider of flexibility, but with respect to
USEF, he is part of a local community of end users. The community is composed by prosumers all
belonging to the same local area (a portion of LV grid) and represented by the same Local Flexibility
Aggregator (LFA). This actor has the same role as the “wholesale market aggregator” described in
USEF, but its area of competence is limited to the small community of end users. The “local” aspect of
this community is the key value in MAS2TERING. Flexibility is not only aggregated in a central way
by wholesale market aggregators and traded on the wholesale market; in MAS2TERING it is first used
by prosumers for in-home optimization and then traded at local level to bring added value to
prosumers and aggregators and support DSOs in congestions management. The local optimization of
flexibility is enabled by the MAS2TERING key technologies (Energy Box), tools (MAS optimization)
and services (cyber security).
As highlighted earlier, the MAS2TERING framework aligns with USEF, for it does not propose a
different market structure, but it does also something more: by introducing the concept of local
community of prosumers, MAS2TERING extends USEF and brings additional value to flexibility. In
particular:
-

By creating local communities under the same local aggregator, prosumers can minimise the
costs associated with their energy bill with greater effectiveness than doing it individually;
this can be done during the planning phase envisioned by USEF, but p rior to the definition of
A-plans;
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-

With local communities, aggregators can enhance portfolio optimization and manage with
more effectiveness the flexibility provided by their portfolios, especially when receiving
conflicting flexibility requests from mar ket players;

-

By stressing the identification of congestion points to the level of a MV/LV substation, DSO
are able to exploit the value provided by local communities and deal with congestions more
effectively and exactly where these occur. The USEF mechanism described in section B.2 is
still effective, but the congestion point is now associated to the local area targeted by
MAS2TERING.

Table 23 summaries the objectives of the key stakeholders and actors that are part of the
MAS2TERING framework, as already defined in D1.6.
Actor
Prosumer*
Energy Service Company
Local Aggregator

Retailer/Supplier
DSO

Objectives
Save money and lower their electricity bills.
Respect of comfort preferences and desired electricity use.
Maximize its margin when offering auxiliary energy-related
services to prosumers.
Maximize the value of flexibility for its portfolio, taking into
account customer needs, economic optimization and grid
capacity.
Maximize its benefit when sourcing, suppling and invoicing
energy to its customers. (i.e. Portfolio optimization)
Reduce grid congestion.
Guarantee security of supply.
Efficient network capacity planning

Table 23: Objectives of the main socio-economic actors and stakeholders in the local community of
prosumers

* Although not all consumers are expected to be prosumers, traditional consumers can be modelled as
prosumers who consume but do not produce energy.
The objectives are aligned with the three phases of the MAS2TERING storyline.
1.

Individual prosumer level: A prosumer is empowered to optimize energy flows within his/her
home via the self-consumption of energy generated from distributed energy resources, peak
shifting, flexibility sales and/or energy storage.

2.

Community of prosumers in a copper-plate environment (no grid constraints): A local
community of prosumers is enabled by an aggregator to collectively optimize energy flows
inside the district in the absence of grid constraints.

3.

Community of prosumers in presence of grid constraints : A local community of prosumers is
enabled by an aggregator to collectively optimize energy flows inside the district in the
presence of grid constraints.

As seen, the storyline extends the market structure envisioned in USEF, without diverging from it and
keeping USEF’s concreteness. In turn, this means that the MAS2TERING framework, aligned with
USEF, can benefit from USEF’s concreteness and at the same time keep its independence form USEF
when developing the MAS2TERING solution.
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Scope of the technical Use Cases of the project is to demonstrate that the MAS2TERING solution,
built within the MAS2TERING framework, is effective in enabling local flexibility management. Now
that the framework is sketched, the Use cases can be concretely refined.
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Annex C

UCs’ refinement – Key points and assumptions

This Annex aims at describing the approach taken to refine the technical Use Cases of the project. As
shown in Figure 1 in the core document, the second phase of the refinement process started after the
definition of the MAS2TERING framework and focused on key technical and economic aspects of the
solution.
The aim of the refinement phase was to assess that the MAS2TERING solution was technically viable,
meaning that there were no major conceptual and physical barriers to its development. Besides the
demonstration of the technical viability, it was also necessary to assess its economic viability, by
checking major business barriers (also in relation to WP1 activities). Finally, demonstrating the
technical and economic viability of the solution was necessary to check its demonstrability as a result
of the WP6 activities.
The three aspects have led to a series of points of discussion, that have been dealt with during
conference calls, meetings and brainstorming sessions during Year 1 and the beginning of Year 2 of
the project. The main points of discussion are reported in the following paragraphs; the results of the
related discussions have been used to refine the UCs, as presented in section 2 in the core document.

C.1

Technical viability

To assess the technical viability of the MAS2TERING solution with respect to the three UCs, it has
been necessary to analyse a wide set of technical aspects. These have been discussed as part of
brainstorming sessions, specific conference calls and meetings and literature research. The results of
these activities have been used to refine the technical use cases of the project and support the other
WPs.
C.1.1

UCs dependencies and prerequisites

MAS2TERING develops tools and services to be applied to a smart grid context. This means that the
success of the MAS2TERING solution is strongly dependent on the level of “smartness” of the
electrical grid and on the penetration of smart technologies. However, it must be noted that is not
within the scope of the project to define the precise smart grid scenarios in which the MAS2TERING
solution could be effective; on the contrary the MAS2TERING solution is to be applied to the
expected smart grid scenarios of the future in the various EU countries. The definition of
representative projected scenarios to be used for the demonstration of the UCs will be driven by the
project’s quantified objectives.
Reflected to the use cases, this implies the following dependencies and associated prerequisites:


Since the aim of the MAS is to optimize use of flexibility in the local area, it is assumed,
within the MAS2TERING framework, that domestic users will be equipped with smart
technologies and smart appliances able to provide flexi bility through active demand.
Penetration of specific technologies and appliances will be evaluated as part of the specific
demonstration activities related to the three UCs;
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C.1.2

It is also assumed that the targeted LV smart grid will include local energy producers (e.g.
owners of medium size RES system or CHP system) and local flexibility providers (e.g.
owners EVs’ charging stations or storage systems);
As prerequisite of the project it is assumed that smart metering rollout programmes will be
completed as planned and that all domestic users will be equipped with smart meters
(minimum data to measure is provided in D2.2);
It is assumed that prosumers will actively participate to the flexibility market and will make
their flexibility available to the local aggregator (of course with the aim of increasing their
revenue);
It is assumed that regulatory and legal frameworks will be developed as foreseen by USEF;

Local community and geographical area

The Mastering framework targets local communities of end users which are connected to a portion of
LV grid supplied by an individual MV/LV transformer. The concept of local community needed to be
further detailed to be applied to the technical UCs and in particular UC2 and UC3. As a matter of fact,
although defining the scope, the MAS2TERING framework did not provide specifications regarding
any geographical area associated to the local community. Furthermore, other deliverables (i.e. D2.1)
used the word “district” to refer to the area targeted by the project. This small paragraph aims
therefore at putting some clarity in the terminology used in the UCs in relation to the local community
of prosumers.
To this aim, it must be noted that the geographical association between the local community and the
grid is only related to the fact that prosumers belonging to a community are all supplied by the same
MV/LV substation, so are all part of the same portion of LV grid. However, since each individual
community consists of end users who are represented by a single local aggregator, independently on
their specific location, there is not necessarily strict correlation between the community and a given
geographical area (e.g. a street or a neighbourhood). An individual portion of LV grid may have as
many communities as the number of local aggregators.
The concept of local community has been introduced to overcome potential issues related to the
competitive nature of the services proposed and developed in MAS2TERING. Since it is expected that
in a free market end users will be able to choose their own local aggregator, which is a competitive
actor, the identification of the local community with a given local area (e.g. a street or a
neighbourhood) would have imposed unacceptable constraints on the final users (i.e. all users in a
street would have been forced to choose the same local aggregator). The proposed definition of local
community ensures freedom for the prosumer, but leaves the door open to all scenarios, including the
coincidence of the local community with a local area (e.g. in case the flexibility management function
is undertaken by regulated actors).
The concept of local community is well summarised in the image below, which reports a
representative LV local area.
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Figure 34: Local community

The figure shows a portion of electrical grid supplied by a single MV/LV substation and characterised
by two local communities of prosumers. The first community is composed by all end users represented
by local aggregator A; the second is composed by all end users represented by local aggregator B.

C.1.3

Legal, data privacy and other requirements

Legal aspects have been a crucial point to the refinement phase for the assessment of both technical
and economic viability of the MAS2TERING solution. From a technical point of view, all issues were
the use of sensitive data as input to the MAS optimization. As better explained in D2.2, the MAS gets
information from end users (such as historical and actual generation and consumption data, preferred
use of appliances, available flexibility, etc.) and uses this information to optimise use of flexibility.
The effectiveness of the MAS2TERING solution is strongly dependant on the availability of such
data. As a consequence, understanding legal barriers related to data exchange and privacy of end users
was a priority for the refinement of the MAS2TERING UCs and also for development of the MAS
optimization tool.
The key concept to be considered when dealing with privacy requirements in smart grids is that data
monitored in end user’s premise belong to the end user. Any use of those data is subject to the end
user’s approval. However, when data belonging to one user are aggregated with others provided by
other users, the privacy requirements and obligations expire.
Based on the above observations and based on the requirements of the local optimization with MAS,
the following considerations have been made:
-

Prosumers sign contractual agreements with the local aggregator (in a similar way to the
current retail market) to get access to the market of flexibility products. In turn the local
aggregator is allowed to exchange information with the end users of its portfolio. This also
means that the LFA is allowed to know sensitive information of the end user.
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-

-

The local aggregator is allowed to know and manage sensitive data of each individual end user
belonging to its community. However, no user of the community is allowed to get access to
sensitive data of other users belonging to the community.
Any information that the local aggregator exchanges with other local aggregators, with the
DSO or with any other market player (either local or not) must be provided in aggregated form
and therefore related to the whole community and not to a specific end user. For instance, the
local aggregator can provide the DSO with the expected aggregated consumption of its whole
portfolio, but not with the expected consumption of one individual user.

The listed assumptions can be extended to other cases involving relationships between the end user
and actors other than the local aggregator. For example an ESCo which offers flexibility management
services to an end user is subject to similar contractual obligations to ensure data privacy.
Similar obligations are also required when dealing with transactions between actors. More information
about requirements in this specific case are provided in section C.2, concerning economic viability.
Finally, it must be noted that data privacy issues discussed in this section do not involve directly cyber
security. It is apparent that the data exchange processes required to enable the MAS optimization will
have to be protected against internal and external attacks to ensure data privacy. The above
assumptions represent therefore part of the legal framework required to refine cyber security
requirements.

C.1.4

Automated Link boxes

Link Boxes are switchers that can be used to interconnect two or more substations at LV level. Nonautomated Link Boxes are already used in many countries for day-to-day maintenance operations.
However the possibility to remotely control them to connect neighbourhoods based on actual demand
represents an innovation with respect to the state of the art. Automated Link Boxes can provide two
main benefits:
-

-

Reduce grid losses by switching off transformers when global demand of a group of adjacent
neighbourhoods/districts is low. When this happens, transformers of one or more
neighbourhoods/districts are switched off and the related load is moved to the transformers of
the adjacent ones through Link Boxes. Benefits in terms of grid losses only occurs during
limited periods of the day when global demand is low and when the reduction in transformer
losses (both iron and copper ones) of the transformers that are switched off is higher than the
increased losses due to the additional load moved to the transformers of the adjacent
substations.
Enhance balancing operations between adjacent portions of LV grid by transferring energy
(for instance coming from local RES surplus or storage) from one substation to the other. In
this case transformers are not switched off.

Although link boxes seem a promising solution to reduce grid losses and enhance grid performances,
they have not been included among the MAS2TERING key enabling technologies. The idea of
automated link boxes was introduced to cope with the demanding objectives of UC3 related to grid
performances and resilience. Initial feasibility studies proved that this technology, coupled with MAS
optimization, could be really effective for LV grid management, due to the possibility of partially
meshing the LV grid. However, it was also highlighted that the actual implementation of automated
link boxes would result in very high CAPEX and may also lead to significant technical issues.
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To better investigate the technical viability of Automated Link Boxes, the technology was presented to
the Belgian DSO Sibelga during the MAS2TERING 2nd thematic workshop “Smart grid technologies
and Use Cases I”. The outcomes of the workshop have been all reported in D1.2.
Regarding use of Link Boxes, the DSO shared our concerns about technical issues and business
challenges, but also confirmed some potential benefits of using Link Boxes. In particular:
-

The amount of time in which use of Link Boxes is effective in reducing transformer losses is very
limited, mainly due to the increased copper losses in the transformers of adjacent districts (but also
because the time in which global consumption of adjacent district is low is very limited);

-

The use of Link Boxes for balancing operation would instead be beneficial for the management of the
grid (and should be much more beneficial than the reduction in transformer losses);

-

The implementation of Link Boxes in existing grids would not always represent a cost-effective
measure. This is mainly due the following reasons: 1) Implementation cost would be very high (in
particular transformer reclosers would be very expensive); 2) the frequent switching on/off of
transformers could significantly reduce their life;

-

The DSO however agreed that the use of automated Link Boxes would improve the maintenance
activities;

-

Finally it was confirmed the importance of evaluating potential technical issues deriving from using
Link Boxes, such as those associated to transients.

Based on the above observations it was clear that Automated Link boxes presented substantial barriers
in terms of both technical and economic viability. As a consequence it was agreed not to include Link
Boxes among the MAS2TERING key technologies, but to keep them within the list of the useful
technologies. Also, it was agreed not to consider the user stories sketched in D2.1 in relation to link
boxes coupled with MAS optimization. However, it was also agreed to assess potential benefits
deriving from use of link boxes based on the results of implementation activities for UC3.

C.1.5

Aggregator vs retailer/supplier from technical perspective

As described in B.1.3, the role of the retailer (or supplier) is to purchase electricity on the wholesale
market and supply it to its customer portfolio. Very briefly, it agrees commercial conditions with its
customers for the supply and procurement of electricity, buys electricity on the market based on
expected demand from its portfolio and then has to respect the consumption profile resulting from the
market activities to avoid the payment of fines. The role of the aggregator is instead to procure
flexibility from its customer portfolio and sell it in aggregated form on the wholesale market. Its role
does not change significantly when moving to the LV grid and the local community; the local
aggregator (which can be simply seen as a local actor of the main aggregator) simply facilitates trade
of flexibility between prosumers belonging to the same local community or sell it on behalf of the
prosumers in local markets to the DSO or other players that may require it.
The roles of aggregator (either central or local) and of the retailer are strictly related to each other. As
a matter of fact, as flexibility can be defined as a modification of demand during a certain period of
time, the flexibility that the aggregator sells to the market, which corresponds to a modification of the
consumption profiles of its portfolio, inevitably affects the programmes of the retailer. The situation is
even more complex when the portfolio of the aggregator is different from the portfolio of the retailer.
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To deal with this specific issue USEF proposes the market mechanism briefly described in section
B.2.1 in Annex B and provides three different scenarios for the relationships between aggregator and
retailer, as reported in the following table:
The roles of Aggregator and Supplier are filled by independent companies.
In this case, the Aggregator optimizes the ADS belonging to a specific set
of the Supplier’s Prosumers, or a specific set of assets.

Supplier and
Aggregator are
separate businesses

The Supplier includes the role of Aggregator in its own business and
executes all Aggregator-related tasks itself.

Supplier is also
Aggregator

Supplier outsources
its role to Aggregator

The Supplier outsources its tasks of contracting, invoicing, and servicing
customers to one or more Aggregators. The Supplier might also provide a
complete platform for performing these tasks to all Aggregators operating
under its flag. The contract between the Aggregator and Prosumer is based
on a framework agreement between the Aggregator and Supplier and
contains a reference to that agreement “powered by the supplier.”

Table 24: Relationships between retailer and aggregator [6]

As also stated in D1.6 from a business perspective, MAS2TERING targets the second and third
scenarios, which imply correspondence between the portfolios of aggregator and retailer. This is also
confirmed from a technical point of view. As a matter of fact the choice of the first scenario, although
feasible, would have added substantial complexities to the MAS optimization.

C.2

Economic viability

Also the assessment of the economic viability of the MAS2TERING solution has required the analysis
of few aspects and topics. The resulting discussions have been often carried out in parallel to the WP1
activities.
C.2.1

Local flexibility market issues

Mastering envisions the creation of local flexibility markets in which flexibility is traded at local level
to minimise prosumers’ bills and support the DSO in dealing with congestions. USEF supports the
idea of local markets and includes the DSO in its market mechanism, but only in MAS2TERING its
applicability is pushed to the level of the LV grid. As mentioned in Annex B, the MAS2TERING
conceptual framework aligns with and extends the USEF market mechanisms by associating a
congestion point with a single MV/LV substation. The association may lead to the following:
-

-

The amount of flexibility available at LV grid level may not be enough to justify the creation
of local markets. Since the amount of flexibility is dependent on the penetration of smart
technologies, the economic viability of the MAS2TERING solution will be strictly dependent
on the targeted smart grid context. Possibly, when flexibility wi ll not be enough for the
creation of local markets, DSO will opt for grid reinforcement or will sign bi -lateral contracts
with local aggregators (on monthly or annual basis).
The economic viability of the solution will be also dependent on the response of prosumers to
flexibility requests and their willingness to participate to the flexibility market (represented by
the local aggregator);
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-

The little amount of flexibility may result in liquidity problems and impossibility to paid off
local market players;
The local market may involve additional data validation activities to ensure all market players
are compensated in the correct way;

For the refinement of the three UCs of the project it has been assumed that it will be always possible to
establish local market. However the listed issues will be all further detailed in later deliverables (of
WP1 and WP6) based on the results of the demonstration activities.
C.2.2

Aggregator vs retailer/supplier from business perspective

The possible scenarios involving relationships between aggregator and retailer have been already
reported in section C.1.5 and evaluated from a technical perspective. Also from a business perspective
the refined UCs support the second and the third scenarios, which suggest the coincidence between the
client portfolios of aggregator and retailer. In particular the local aggregator provides energy to the
prosumers of the community it represents and manages flexibility, which is, “in practice”, the
modification of the use of the provided energy.

C.3

Demonstrability

Finally, to assess the demonstrability of the MAS2TERING solution through the implementation of
the technical UCs of the project, the following key aspects have been discussed:
C.3.1

UCs quantified objectives

The raw UCs provided for specific quantified objectives related to energy savings (UC1), peak
reduction (UC2) and enhanced LV grid performance, reliability and resilience (UC3). This
quantification of objectives was discussed during the refinement process in relation to the
demonstrability of the UCs. As a matter of fact, as also mentioned in section C.1.1 the MAS2TERING
solution is strongly dependent on the penetration of smart technologies in the LV grid. In turn this
means that the provision of representative quantified objectives is strongly dependent on the targeted
smart grid scenario. For instance, a peak reduction by 20% in a scenario of low penetration of
programmable appliances would not be achievable.
For this reason most of the quantified objectives have been re-defined and made independent from the
specific smart grid scenario (e.g. by targeting maximization or minimization of specific quantities) to
ensure demonstrability of the MAS2TERING solution.
C.3.2

Reliability of results

The scenarios associated to the three UCs of the project will be implemented and demonstrated in a
specific representative smart grid context. Representativeness is the key factor to ensure reliability of
the results and correctly assess the achievement of the project’s objectives. Representativeness has
also been the main driver to decide the best approach for demonstration activities. The problem with
smart grids is that they are the grids of the future; therefore it is really difficult to find representative
and easily reconfigurable micro-grids to be used for demonstration activities in real contexts. For this
reason, with the aim of ensuring reliability of results, demonstration activities associated to the refined
UCs include physical tests to check specific communication and operative issues or analyse specific
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grid conditions, and simulations applied to a representative LV smart grid to assess the achievement of
the quantified objective of the project, especially in relation to MAS optimization.
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Annex D

MAS2TERING market-based optimization process
explained

This Annex explains through a series of examples the MAS2TERING optimization process considered
in MAS2TERING and differentiated for each Use Case. For a more technical background on MAS
platform components the reader in invited to read deliverable D2.2 and WP3’s deliverables.

D.1

Introduction

In MAS2TERING the MAS technology is used to optimise the use of flexible loads based on
forecasted consumption and generation information in order to maximise prosumers’ revenue and
prevent the occurrence of congestions. Since most participating actors (i.e. prosumers, DSO) are
independent bodies with their own objectives, negotiation activities are required. Thus,
MAS2TERING proposes a market-based approach to optimisation in which negotiation agents will
find the optimised agreed solution.
Actors are represented by MAS agents as reported in the following table:
Actor

MAS Agent

Prosumer

CEMS agent

Local Flexibility Aggregator
(LFA)

AGR agent

DSO

DSO agent

Table 25: Relationship between actors and MAS agents

Since the results of the optimization process depend on forecasted information and the accuracy of
forecasting improves when getting closer to the time of delivery, the optimization process is repeated
at different time-steps during the market operations, as described below.
The area targeted in MAS2TERING is the LV grid, in particular a portion of the grid supplied by an
individual MV/LV transformer. For example, consider a transformer that supplies 150 prosumers.
These form 3 local communities represented by three Local Flexibility Aggregators (LFA1, LFA2,
and LFA3). Each community is composed by 50 prosumers that have contractual agreements with the
associated LFA.
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Figure 35: Mas2tering UCs applicability

The figure above reports a sketched schematic of the three local communities and also shows the
boundaries of each UC. UC1 focuses on the prosumer; UC2 on the local community of prosumers;
UC3 on the LV grid, which is made of the three communities A, B, C.

D.2

Market phases

The market process is made of 4 phases. The first two, plan and validate, occurs the day before the day
of delivery (day ahead spot markets), but also during the day of delivery (intraday spot markets); the
operate phase occurs during the day of delivery; the settle phase after the day of delivery (and does not
include any type of optimization).
As soon described, the market-based optimization process for the day-ahead and intraday spot markets
(plan and validate phases) is the same and is repeated at different time-steps during the various phases
with different sets of input data. The optimization process for the operate phase is slightly different
and is only sketched in MAS2TERING.
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Figure 36: Market phases
-

D-1 = Day ahead the day of delivery; D = Day of delivery
1 PTU (Program Time Unit) = 15 min interval

The figure above describes the market phases considered in MAS2TERING. The following phases can
be observed:
•

Plan & Validate (day ahead spot markets): from 00:00:00 to 22:59:59 the day ahead the
day of delivery.

•

Plan & Validate (intraday spot markets or adjustment markets): every 15 min from
23:00:00 the day ahead the day of delivery to 22:59:59 the day of delivery. At any new step
the number of PTUs subject to the market decreased by 1 (96 PTUs at 23:00 of D-1 and 0
PTU at 23:00:00 of D).

•

Operate: 1 hour prior to time of delivery (it acts on 4 PTUs every time). During this hour it is
not possible to trade electricity in intraday spot markets.
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The day ahead the day of delivery is characterised by day ahead spot markets. Market players are here
allowed to trade flexibility based on the forecasted generation and consumption profiles referred to the
day of delivery. The market-based optimization process can be carried out any time during the interval
00:00:00 to 22:59:59 the day ahead the day of delivery. At 23:00:00 of the day ahead the day of
delivery the intraday spot markets (or adjustment markets) start. These markets are characterised by a
fixed time-step (1 PTU) and therefore occur every 15 minutes. At 23:00:00 the day ahead the day of
delivery (1st time-step) the market involves the trade of flexibility in the 96 PTUs of the day of
delivery. Then at every following time-step (i.e. 23:15:00, 23:30:00 and so on) the number of PTUs
decreases by 1 (i.e. 95, 94, and so on). The intraday spot markets phase ends at 23:59:59 of the day of
delivery. Of course closure times are only indicative; the various national regulatory authorities will
decide based on the various contexts. However, a current common practice in energy markets is to
close one hour before delivery in the intraday process. This is why the intraday spot markets phase
lasts from 23:00:00 the day ahead the day of delivery until 22:59:59 the day of delivery. During the
hour prior to delivery it is not possible to trade further flexibility through the market process; the
flexibility sold during that hour is managed as part of the operate phase.

D.3

Prediction algorithms

Prior to the description of the market-based optimization process, it is necessary to explain the role of
the forecasting service.
Each prosumer is provided with smart appliances & technologies, smart meter and Energy Box. The
Energy Box can collect information from the smart meter (about actual consumption and generation)
and also information from the smart appliances and technologies (e.g. expected use of smart washing
machine, as scheduled by the prosumer, expected resulting consumption, availability to move the
cycle to another period of time, etc.). Each appliance is represented by a “Device” agent, while the
Energy Box is represented by the “CEMS” agent. Each Device agent is in communication with two
components/services, i.e. the Historical Data Server and the Forecasting service. The Historical data
server stores historical data about consumption and generation as measured by the smart meter (and
smart plugs) and communicated through each Device agent. Technically the Historical data Server
could also store information about prosumer preferences (e.g. when usually the prosumer sets the
smart washing machine) and any information that could contribute to a disaggregation of the historical
consumption profile. The Historical data server is in communication with the Forecasting service. The
historical data of the prosumer is used to produce and refine prediction algorithms for each prosumer.
The prediction has 2 main objectives:
1.

2.

for the prosumers with PV or wind, to predict generation during the day of delivery based
weather forecasting. To do so it requires prediction algorithms based on the technical
parameters of the generation systems and the historical generation an d weather data;
for all prosumers, to predict consumption profiles during the day of delivery based on factors
like weather, season, day of the week, other external factors and also actual prosumer
preferences. To do so it requires prediction algorithms ba sed on historical consumption data,
socio-economic data provided by the prosumer (e.g. number of people in the house, age, work,
etc.) and possibly historical data about prosumer preferences (e.g. when the prosumer
generally prefers to use the smart washing machine).
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Please note that the prediction should also make use of actual information provided by the
corresponding Device agent. For example if the prosumer has scheduled the washing machine at 3pm
the prediction algorithm should receive this information as input for the generation of the predicted
consumption profile.
The need for forecasted data differs from market to market (i.e. from the day ahead market to intraday
spot markets and to the operate phase).

Figure 37: Use of prediction algorithms in the day-ahead spot markets

The day ahead spot markets require expected generation and consumption profiles referred to the 96
PTUs of day of delivery. The use of prediction algorithms is the same at any time-step during the
period 00:00:00 to 22:59:59 the day ahead the day of delivery.

Figure 38: Use of prediction algorithms in the intraday spot markets

The intraday spot markets require forecasting only for the remaining PTUs subject to market. This
means 96 PTUs at 23:00:00 the day ahead the day of delivery and 0 PTUs at 23:00:00 the same day.
The operate phase only requires accurate forecasting of the hour prior to delivery. The optimization
problem of the operate phase is only sketched in MAS2TERING.
Examples:
-

At 23:00:00 of D-1 the first iteration of the intraday market occurs. It involves the 96 PTUs of
the day of delivery D. The required forecasted profiles are time -series made of 96 values;
At 23:15:00 of D-1 the second iteration of the intraday market occurs. It involves only 95
PTUs of the day of delivery D. The first PTU (from 00:00:00 to 00:14:59) is outside the
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-

D.4

intraday market period, because within 1 hour from the time of delivery. Any flexibility
allocated to the first PTU is considered as procured and must be provided as planned to
respect the consumption profile. Any deviation from the planned profiles is managed during
the operate phase.
Between 23:30:00 (D-1) and 22:59:59 (D) the intraday markets involves a decreasing number
of PTUs
At 23:00:00 (D) the intraday market is closed.

Market-based optimization process

Now that the role of the forecasting service is explained, the market-based optimization process can be
described.
Please note that the different MAS market-based optimisation processes described in the example
below below has been forcedly differentiated for the three UCs and the results of the optimisation are
divided based on the main actors/areas targeted by each UC (prosumer/community/grid). However, in
practice, each UC is an enabler to the following one, meaning that the market-based optimisation
processes defined in UC1 will also take place in UC2, and together with those defined for UC2 will
also take place in UC3.

-

Plan and validate

UC1)
The optimization process starts at prosumer level. The process here described applies to all the
prosumers of the targeted LV grid. For simplicity, in this example we will consider a consumer with a
smart washing machine and a PV plant. Also for simplicity we will consider the process undertaken at
23:00:00 of the day ahead the day of delivery (1st step) – (The process is the same at different steps or
during the day ahead spot markets).
During the plan phase the Device agent receives information about prosumer preferences from the
smart washing machine. The prosumer has scheduled the washing machine at 3pm, but has allowed
flexibility during the period 11am-5pm. The Device agent then contacts the forecasting web service
asking for the predicted generation profiles for the PV during the day of delivery and for the predicted
consumption profile during the day of delivery. Results are showed in the figure below:
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Figure 39: Example - Disaggregated consumption profile and generation profile of a prosumer

The figure on the left represents the expected consumption profile of the prosumer during the day of
delivery. The profile has been disaggregated to show that the prediction algorithm has considered the
washing machine cycle scheduled at 3pm (and working for 1.5 hours with 0.35, 0.4, 0.35 kWh of
consumption in the three HHs). The chart on the right shows the expected generation profile of the PV
system. The Device agent sends this flexibility information for all Devices to the CEMS agent.
Based on the information provided by the forecasting service and other data (e.g. ToU tariff of the
prosumer, generation tariff, others) the CEMS optimises use of flexibility for the prosumer with the
objective of minimising energy costs. In this case, the CEMS will move the washing machine cycle at
11am, when PV generation is expected. PV generation has no cost for the client and using electricity
for self-consumption is much more convenient than selling it. The result is an optimised profile called
P-plan (Prosumer plan).

Figure 40:

UC2)
UC2 targets the local community. The prosumer described in UC1 that produces the P-plan is now
part of a local community of prosumers represented by the same local aggregator. We are still in the
plan phase. The process is described in the panel on the left in the figure below.
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Figure 41: MAS optimization process schematic – Local community (left pane) and LV grid (right pane)

In this phase the AGR agent (that implements the function of LFA) enables a local flexibility market
among the prosumers members of its portfolio. More specifically, during this market negotiation
protocol, the AGR agent will communicate flexibility requests to the prosumers (via the corresponding
CEMS agent) which will answer with flexibility offers aligned with the request.
Flexibility requests may depend on internal requests (e.g. a prosumer of the community who has
surplus of PV generation) or from external requests (e.g. purchase of flexibility from external market
players other than the DSO). The global objective of the optimization is now the maximization of the
revenue for the prosumers belonging to the community. Revenue is made of reduced energy costs (as
seen for UC1), but also revenue deriving from flexibility traded within the community.
For example, we may imagine a prosumer of the community that after the in-home optimization (Pplan) has some surplus of PV generation between 10 am and 11.30 am. Normally the prosumer would
be forced to sell the surplus to the grid according to its generation tariff (e.g. 0.05 €/kWh). In UC2
another prosumer of the community may be interested to buy this energy because he has some flexible
loads to move between 10am and 11.30 am. In MAS2TERING, the two CEMS agents corresponding to
these prosumers will start negotiations in their behalf through the AGR agent in order to identify and
agree on the mutually beneficially exchanges. In particular, the prosumer with the surplus wants to
earn more than 0.05 €/kWh; the prosumer with the flexible load wants to spend less than his ToU tariff
during the interval 10am-11.30 am.
Of course the negotiation involves all prosumers (via the corresponding CEMS agents) of the
community. As a result of this optimization each prosumer is characterised by an optimal P-plan (i.e.
the optimal P-plan is the initial P-plan plus the flexibility orders agreed during the negotiation). The
final output of this process is an A-plan (Aggregator plan), which aggregates optimal P-plans and
therefore represents the expected consumption profile of the whole community during the day of
delivery. It must be noted that prosumers do not know to whom they are selling/buying flexibility
to/from. The LFA
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UC3)
UC3 targets the LV grid, which is made, in our example, of the 3 local communities A, B, C.
During the plan phase the process described in UC2 is carried out in all the communities of the LV
grid. At the end of the plan phase each AGR agent has produced an A-plan. When applied to a
congestion point the A-plan becomes a D-prognosis, which represents the expected aggregated
consumption profile of the prosumers that are connected to or may influence the congestion point.
Since in MAS2TERING the congestion point is represented by the MV/LV substation, which supplies
all communities of prosumers in the area, the A-plans and the D-prognoses coincide (see panel on the
right in the figure above).
D-prognosis profiles from all local aggregators are sent to the DSO, which also gets similar profiles
from non-domestic prosumers not represented by LFA (e.g. owners of bigger PV plants or EV
charging stations - not present in our example for the sake of clarity). The DSO aggregates all the Dprognoses and obtains the aggregated D-prognosis profile associated with the congestion point, which
represents the total expected consumption of the LV grid during the day of delivery.
After this we move to the validate phase. In the Validate phase, the DSO validates whether the
expected global consumption profile, as shown by the global D-prognosis, is acceptable in terms of
grid statutory limits and congestions. If no congestion is expected the validation phase ends. If
congestion is expected to occur, the DSO (via its corresponding agent) starts the negotiations to
procure flexibilities from the LFAs to solve the grid capacity issues.
For example, we may imagine that the resulting D-prognosis shows a peak at 8pm of 300 kW when the
transformer limit is 280 kW. The DSO requires the peak to be shaved.

Figure 42: Example - D-prognosis against transformer limits

The DSO agent sends therefore a flexibility request to the AGRs agents. The figure above shows the Dprognosis profile that overcomes the limits of the transformer. The figure below reports instead the
flexibility request (that is made of both demand reduction and increase) and the resulting profile
(which complies with the transformer limits).

Deliverable D6.1
Detailed Use Cases Scenarios

117

Version 3.0
May 2016

Figure 43: Example - Optimised profile and flexibility request

The flexibility request (including price information i.e. the maximum amount of money the DSO is
willing to pay for the flexibility) is sent to the AGRs agents which reply with flexibility offers.
Flexibility offers are modified A-plans based on DSO’s request. The following chart represents a
flexibility offer. In this case the aggregator informs the DSO that it can reduce demand by 10 kW
between 8.30 and 9pm and that it will increase demand of 5 kW between 6pm and 6.30pm and of other
5kW between 6.30pm and 7pm. The aggregator also provides a price for this operation.

Figure 44: Example: Flexibility offer

The MAS2TERING platform in this case starts a negotiation between the DSO agent and the AGRs
agents. The DSO wants to spend the least possible for the flexibility required to cope with the
congestion. The AGRs agents compete each other for the provision of flexibility and must send offers
at the lowest price possible based on the flexibility available in the community. The DSO will accept
flexibility offers from the Aggregator that sell flexibility at the lowest price.
In practice each AGR agent enables a local flexibility market among the prosumers members of its
portfolio (as described in UC2) in which new optimal P-plans must take into consideration the DSOs
request. The aim is again to maximise revenue for the prosumers; in this case additional revenue
derives from the flexibility sold to the DSO.
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Multiple iterations between plan and validate phases can take place until the foreseen energy flows can
be distributed safely (Validate) in an economically optimised way (Plan). When back in the Plan
phase, the only difference is that the aggregator takes the already sold flexibility into account.
This optimization can take place several times during the day ahead the day of delivery and anytime
new information is available (e.g. more accurate weather forecasting, additional input from prosumers,
etc.) and then again during the intraday spot markets.
At the end of the validate phase each prosumer has his final optimal P-plan (i.e. its initial P-plan plus
all the flexibility orders obtained from negotiations) which includes optimal use of flexibility.

-

Operate phase

In the operate phase (1 hour prior to the delivery) the actual assets and appliances must be used when
planned and each prosumer must adhere to its P-plan whereas the aggregator adheres to its Dprognosis / A-plan.
In practice the process described in the plan + validation phase is repeated during the operative phase,
but the scope is not to trade flexibility (the market is closed), but simply to adjust use of flexibility
based on varying conditions and inaccurate predictions.
For example, the prosumer with the washing machine and the PV plant described in UC1 may
discover that the prediction of generation from PV used during the plan + validate phase was
inaccurate and that peak of generation is at 12 rather than 11.30 am.
In principle DSOs and all other actors involved in the market transactions could invoke additional
flexibility from the LFAs to resolve unexpected congestions. MAS2TERING does not model the
complete Operate phase, but it just focuses on continuously monitoring the grid and the prosumer´s
assets to detect any changes in the plan.
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